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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

R JAYASHRVACLU SRIKANTIAH | NOV 2 0 2003

G
SUPéDATlON OF NORTHERN CALIFORNIA
6

MISSION ST
SAN FRANCISCSO.R EEEM 03

:

Subject: NO FLY LIST
FOIPA No. 0971462- 001
Dear Requester:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheetwas
inserted in the file to indicate where pages were withheld entirely, The exemptions used to withhold Information are marked
below and explained on the enclosed Form OPCA-16a;

Section 552 Section 552a

@(b)(1) Ob)7)(A) o(d)(5)
2(b)(2) Qm)(7)(8) aG}2)
B(b)(3) 2(b)(7)(C) Qk)(1)
49U.5.C. § 114 per TSA | &(b)(7)(D) o(k)(2)

B(b)(7NE) O(k)(3)

Q)(7)F) a(k)4)
O(b)4) O(b)8) A(k)5)
2(b)(5) O(b)(s) O(k)(6)
a(b)(6) : Q(kNT)

325 page(s) were reviewed and 94 page(s) are being released.

8 Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

& referred to the OGA for review and direct response to you.

@ referred ta the OGA for consuitation. The FBI will correspond with you regarding this
information when the consultation Is finishad.

B You have the right to appeal any denials in this release. Appeals shauld be directed in

writing to the Co-Director, Office of Information and Privacy, U.S. Department of Justice, Flag
Building, Suite 570, Washington, D.C. 20530-0001 within sixty days from receipt of this letter.

The envelope and the letter should be clearly marked “Freedom of Information Appeal” or
“cl’nfo;rfnation Appeal.” Please cite the FOIPA number assigned to your request so that it may be easily
identified.

O The enclosed material is from the main investigative file(s) in which the subjecl(s) of your request was
the focys of the investigation, Our search located additional references, in files relating to other
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individuals, or matters, which may or may not be about your subject(s). Our experience has shown,

when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit,

® See additional information which follows.

Sincerely yours,

Dbl

David M. Hardy

Section Chief,

Record/Information
Digsemination Section

Records Management Division

Enclosure(s)

This is in further response ta your Freedom of Information Act (FOIA) request to FBI Headquarters
(FBIHQ) and the San Francisco Field Office (SFFO) for information conceming "watch lists" and/or "no fly lists.”

Enclosed are documents located at FBIHQ and SFFO that have been determined to be responsive to
your request. These documents have now been processed pursuant to the provisions of the FOIA and all releasable
information is enclosed with this letter, '

In addition, several other third-party govemment agencies have been contacted for consultation with
regard to third ~agency-originated information contained in these documents, and several documents originating with
third-party agencies have been referred for direct response to you. In particular, the FBI consuited with TSA regarding
forty eight (48) pages of documents., TSA has advised that portions of their information are exempt from disclosure
pursuant to 5 U.S.C. §§ 552 (b)(2), (b)(3), (b)(5), (b)(6), and (b)(7)(C). Should you desire to appeal the TSA excisions,
you may write directly to:

Patricia M. Riep-Dice

Associate Director

Freedom of Information and Privacy Act Division
Transportation Security Administration
Department of Homeland Security

701 South 12th Street, West Tower, 10th Floor
Arlington, VA 22202

‘ The FBI has also referred TSA-originated documents to TSA for direct response. Thesa documents
consist of TSA Security Directives, as well as "no fly lists” and "selectes lists” which are appended to and are a part of
TSA Security Directives.

Moreover, twenty five (25) pages of documents have been referred to the Department of State (DOS) for
direct response to you. The FBI is In the process of consulting with DOS with regard to fourteen (14) pages of
documents. You will be advised of the results of these consultations with DOS upon completion, which the FBI
anticipates will be completed in the next several days.

Finally, an additional five (5) pages of documents have been referred to the Executive Office for United
States Attorneys (EOUSA) for direct response to you, and an additional eleven (11) pages of documents have been
refe:rrleerii for consultation to other govemment agencies. You will be advised of the results of these consultations upon
completion,
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FEDERAL BUREAU OF INVESTIGATION

Ta: Crimi iaative From: Office of the General Counsel
Re: 8/23/2002

b2

to transportation security.

- Chapter 449 of Title 49, entitled "Security," addresses all aspects of
aviation security, including: screening passengers and cargo; receiving and evaluating
threats to aviation; research and development of modem security systems and facilities;

* and regulation of security of foreign carriers and foreign airports that serve passengers

bound for the U.S.

In addition, ATSA grants the Under Secretary permissive (as opposed to
mandatory) authority to designate federal law enforcement officers (LEOs) and
empowers these LEOs to exercise standard law enforcement powers when engaged in
“official duties of the Administration as required to fulfill the responsibilities under
gATSA]." These powers include authority to carry firearms, make arrests without warrant
or any federal offense committed in their presence or for which they have probable
cause, and seek and execute federal warrants for arrest or search and seizure of
evidence. ATSA also requires the Under Secretary to provide guidelines by which to
exercise these law enfarcement powers in consultation with the Attomey General. The
proposed guidelines have been submitted to the Department of Justice for review.

Finally, ATSA continues the Federal Air Marshal (FAM) program (formerly
part of the Federal Aviation Administration) by authorizing the TSA to deploy FAMs

* aboard aircraft for what are clearly reactive law enforcement functions.

FBI Statutory Authority

The FBI's general enabling statute, 28 U.S.C. § 533, grants the agency
the authority to investigate any violation of the criminal iaws of the United States. As
noted previously, 28 U.S.C. § 538 specifically empowers the FBI to investigate the
primary crimes-aboard-aircraft violations in Title 49, which are set forth in Chapter 465,
entitled: "Special Aircraft Jurisdiction of the United States.” These include Section
46502, Aircraft piracy; Section 46504, Interference with flight crew members and
aftendants; Section 46505, Carrying a weapon or explosive on an aircraft; Section
46505 which lists a variety of commorrlaw crimes (e.g., murder, robbery) committed
within the special aircraft jurisdiction of the United States® and Section 46507, False
information and threats. Finally, 28 U.S.C. § 538 also grants the FBI specific
investigative jurisdiction for the offense listed at 49 U.S.C. § 46314, Entering aircraft or
airport area in violation of security requirements.

The FBI's general investigative authority also includes the aviation-related

* The special aircraft jurisdiction of the United States is defined
in 18 U.S.C. § 7 (5) as any aircraft belonging in whole or in part to the
United States or any citizen or corporation thereof while rivck aircra®t
is in flight over U.S. territory or over the high seas.

4
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FEDERAL BUREAU OF INVESTIGATION
To: Criminal investigative From: Office of the General Counsel
Re: r—'g"|03123/2002 b2

authority for any offense for which a LEQ is granted the power to arrést, then virtually
every federal LEO would have investigative jurisdiction over every federal felony.5

Federal Air Marshais

The Federal Air Marshal (FAM) program is also part of the TSA's statutory
authority. FAMs, however, are primarily a reactive and a deterrent force whose
members are LEOs and are armed and placed on selected flights to react to in-flight
incidents of air piracy and i i i
the lives of th

Analysis

the lawful ability to react promptly and respond appropriately to a

report of emergent criminal activity without concern for jurisdictional
distinctions or civil liability.

b5

b5
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

460
1663 MISSION STREET
SAN FRANCISCO, CA 94103

Subject: NO FLY LIST
FOIPA No. 0971462- 001
Dear Requester:
The enclosed documents were reviewed under the Freedom of information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was

inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:

Section 552 Section 552a

(b)(1) BO(b)(7)A) - O(d)(5)
®(b)(2) D(b)(7)(8) oG)2)
@(b)(3) B(b)(7)(C) ok)(1)
49 U.S.C.. § 114 per TSA ®(b)(7)(D) o(k)(2)

B(b)(7)(E) O(k)(3)

O()7)(F) o(k)@)
o(b)4) | o(b)(8) o(k)(5)
®(b)(5) 0(b)(9) O(k)(6)
B(b)(6) ‘ O(k)(7)

328 page(s) were reviewed and 94 page(s) are being released.

8 Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. Thisinformation has been:

® referred to the OGA for review and direct response to you.

® referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished. .

8 You have the right to appeal any denials in this release. Appeals should be directed in

writing to the Co-Director, Office of Information and Privacy, U.S. Department of Justice, Flag
Building, Suite 570, Washington, D.C. 20530-0001 within sixty days from receipt of this letter.

The envelope and the letter should be clearly marked “Freedom of Information Appeal” or
“Information Appeal.” Please cite the FOIPA number assigned to your request so that it may be easily
identified.

0 The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other
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individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be

. reviewed at a later date, as time and resources permit.

® See additionai information which follows.

Sincerely yours,

Dl

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division

Enclosure(s)

This is in further response to your Freedom of Information Act (FOIA) request to FBI Headquarters
(FBIHQ) and the San Francisco Field Office (SFFO) for information concerning "watch lists” and/or "no fly lists.”

Enclosed are documents located at FBIHQ and SFFO that have been determined to be responsive to
your request. These documents have now been processed pursuant to the provisions of the FOIA and all releasable
information is enclosed with this letter.

In addition, several other third-party government agencies have been contacted for consultation with
regard to third -agency-originated information contained in these documents, and several documents originating with
third-party agencies have been referred for direct response to you. In particular, the FBI consulted with TSA regarding
forty eight (48) pages of documents. TSA has advised that portions of their information are exempt from disclosure
pursuant to 5 U.S.C. §§ 552 (b)(2), (b)(3), (b)}(5), (b)(6), and (b)(7)(C). Should you desire to appeal the TSA excisions,
you may write directly to:

Patricia M. Riep-Dice

Associate Director

Freedom of Information and Privacy Act Division
Transportation Security Administration
Department of Homeland Security

701 South 12 Street, West Tower, 10th Floor
Arlington, VA 22202

The FBI has aiso referred TSA-originated documents to TSA for direct response. These documents
consist of TSA Security Directives, as well as "no fly lists" and "selectee lists" which are appended to and are a part of
TSA Security Directives. :

Moreover, twenty five (25) pages of documents have been referred to the Department of State (DOS) for
direct response to you. The FBl is in the process of consulting with DOS with regard to fourteen (14) pages of
documents. You will be advised of the results of these consultations with DOS upon completion, which the FBI
anticipates will be completed in the next severai days.

Finally, an additional five (5) pages of documents have been referred to the Executive Office for United
States Attorneys (EOUSA) for direct response to you, and an additional eleven (11) pages of documents have been
referred for consultation to other government agencies. You will be advised of the results of these consultations upon
completion. '

FBI00007



FEDERAL BUREAU OF INVESTIGATION
FOIPA
DELETED PAGE INFORMATION SHEET

Serial Description ~ COVER SHEET 12/19/2001

Total Deleted Page(s) ~ 3
Page 3 ~ Db7C

Page 4 ~ Db7C

Page 5 ~ b2, b3, b7C, b7D

XXX XXX XXX XX XXX XXXXXXX XXX
X Deleted Page(s) X
X No Duplication Fee X

X for this Page X
XXXXXXXXXXXXXXXX§XXXXXXXX
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~Page 1]

b7C
From: | |
To: Aviation-Field-30
Date: Wed, Dec 19, 2001 4:36 PM
Subject: FBI Response to FAA Name List - NEW PROCEDURES

Airport Agents - Please ensure that this message is forwarded ta your supervisors, command post and b7E

any other personnet who might respond to name list matches at airports

b2

o
~J
=]

| expect questions, so please ask. If something doesn't work as you expected, ptease let me know. 1l fry

to do an EC as soon as possible, but since the list and changes are "out”, | wanted you to have them as
soon as possible. .

SSA| ] (fax)
Civil Aviation Security Program, Room 11795
Domestic Terrorism Counterterrorism Planning Section b2
Counterterrorism Division b7C
| |
cc: | ] b7cC

ALL INFORMATION CONTAINED

BB LoawIN s /ae fea

0
CA 03-17119
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FEDERAL BUREAU OF INVESTIGATION

FOIPA
DELETED PAGE INFORMATION SHEET
Serial Description ~ COVER SHEET 07/18/2002
Total Deleted Page(s) ~ 53

Referral/Direct

Referral/Direct
Referral/Direct
Referral/Direct
Referral/Direct

b2, b7E

b2, b7C, b7E

b2, b7C, b7E

b2, b3, b7C, b7E

bl, b2, b6, b7C, b7E

bl, b2, b7C, b7E

b2, b3, b7C, b7E

b2, b7C, b7E

b2, b5, b7E

b2, b5, b7E

b2 per TSA, b3 per TSA, b5 per TSA
b3 per TSA, b5 per TSA

b5 per TSA

b5, b7C

b5, b7C

b5, b7C

b5, b7C

b5, b7C

b5, b7C

b5, b7C, b7E

b2, b5, b7C

b2, b5, b7C, b7D, Referral/Consult
b2, b5, b7C, b7D, b7E, Referral/Consult
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b2, b7C, b7D

b2, b5, b7C, b7D, b7E

b2, b5, b7C, b7E

b5, b7C

b2, b5, b7C, b7E

b2, b5, b7C

b2, b5, b7C

b5, b7C

b2, b5, b7C, b7D, b7E, Referral/Consult
bl, b2, b5, b7C, b7D, b7E

b2, b5, b7C, b7E

Page
Page
Page
Page

49
50
51
52

bl, b5, b7C, b7D, Referral/Consult
Referral/Direct
Referral/Direct

XXXXXXXXXXXX
X Deleted Page(s)
X No Dupllcatlon Fee
X for this Page
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XX
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X
X
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FD-448 (Rev. 6-2-97)

FBI FACSIMILE
COVER SHEET
PRECEDENCE CLASSIFICATION
[J immediate g Top Secret Time Transmitted:
(J Priarity , 0 secrar Sender’s [nitials: bsw -
& Routine , [J Confidential Number of Pages: /1
Sensitive (including cover sheet) \_*.
X unclassified

Te: —64 / Vf&z Date: 72/ / %7/

i O " g E e 7 14
Facsimile Nymhez:

At
b2
From: _FBIHQ, Domestic Terrorism Section, Rm 11795 b7C
' : Name of Office :
Subjecr ﬂmﬂcﬁw
. —
Special Handling Tnstructions: _i‘@k- { ﬂaﬁﬂ
R
Originators Name: SSA Telephone:
Originatory Facsimile Zumber; b2
Approved:’ : biC
L
Brief Description of Communication Faxed:
> ALL INFORMATION CONTAINED
WARNING DAM.# S sldC60a60 AL '/Ao—/

Information attached to the cover sheet is U.S. Govemment Propenty. 1f you are not the intended rec’?alcnz ofz%i:- I’) g C" G C

information, disclosure, Teproduction, distribution. or use of this information is prohibited (18.USC, § 6411, Please notify the
originator or the lacal FB{ Office immediatcly o srrange for proper disposition,
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September 4, 2002

Mr. Michael D. Robinson
Associate Under Secretary

for Aviation Operations
Transportation Security Administration
400 Seventh Street, SW
Washington, DC 20590

Dear Mr. Robinson:

Thank you for yeur June 27th letter, enclosing a copy of TSA's Delegation Order
concerning the placement of Federal Security Directors at all of the major airports nationwide.
You asked that the Qrder be disseminated to each of the FBI's field offices having a need for the
information.

Recognizing the FBI's investigative jurisdiction with respect to criminal violations
set forth in Chapter 465 of Title 49, and all aviation-related criminal violations set forth in
Title 18 of the U.S. Code, our field offices will be provided copies of TSA's Delegation Order
dated June 14, 2002, along with the reminder that interagency cooperation and coordination are
critically important to our respective missions and responsibilities as our agencies continue to
discuss pertinent jurisdictional considerations. .

Sincerely yours,

Robert S. Mueller, I11
Director

1 - Mr. Ashley (5012) - Encs.

1 - Mr. D'Amuro (5829) - Encs.
1 - Mr. Wainstein (7427) - Encs.
H

] 5096) - Encs. biC
{1 7326) - Encs.
14 176) - Encs.

62F-HQ-1077732 :
NOTE: Reply coordinated with Attomey-AdvisoE:Investigative Law Unit, OGC,
and Unit Chief:%ajor Theft/Transportation Crimes Unit, CID.

BHM ALL INFORMATION CONTAINED

HEREIN 1S UNCLASSIFIED
MBS 0T B e L0 61 /
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Attachment |
qu;e 13, 2002

Transporstation Security Administration (TSA) screeners, field agents, ahd.iaw
enforcement officers to which they are assigned. ' '

2. Screen and Inspect Passengers, Property and Cargo.
A.  Passenger Aircraft. In accordance with49 U.S.C. § 114(e) and TSA

_regulations, policies and Procedures, be responsible for the day-to-day
Federal security screening operations for passenger air transportation .
- and infrastate air transportation, In'accordance with TSA regulations,
policies and procedures, provide for the Screening of all passengers .
and property, including United States mail, cargo, carcy-on and
checked baggage and other articles, that will be carried aboard a

. B. Checked'Baggage. In accordance with 49°U.S.C; § 44901(¢),(d), and
' (e) and TSA regulations, policies, and procedures, as explosive

detection equipment becomes available, screen aj] checked baggage

through such equipment. In those unusual circumstances where

explosive detection equipment i not available, screen every pisce of

checked baggage through alternative means. In accordance with TSA
. regulations, policies and procedures, such alternative means may

_ o ‘

b2 per TSA
b3 per TSA

C. Cargo Aircraft, Provide for the screening and inspection of cargo thar”
will be carried on all-cargs nircraft, in accordance with 49 US.C. §
. 44901(7 s TSA reqlations, policies and procedures. ‘
3. Assess and Count=r Threats & Aviation. :

Al Lizison Functions. Serve &s a liaison for aviation security to the local
intelligence and law enforcement communities, Receive, assess, .
distribute, and ensyre utilization of intefligence and jaw enforcement
information as appropriate, .

-~

ALL FBI INFORMATION- CONTAINED

P RS sk

RN
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(1) Memoranda of Understandin Conceming Data. Enter into
. memoranda of undestanding with local offices of Pederal
agencies and other ocal entities, such as state and local Jaw
enforcement, to share or otherwise cross-check, as necessary,
data on individuals identified on Federal, State and Local agency
databases who may pose a risk to transportation or national
security, ‘ ' - _ '
(2) Notification Procedures Concernin Potential Threats. Establish
procedures for notifying the Federa] Aviation Administration
(FAA), appropriate State and local law enforcement officials,
and airport or aircraft operator security officers of the identity of
individuals known to Pose, or suspected of posing, a risk of air
. privacy or terrorism or g threat to aircraft operator or passenger
- - safety, in accordance with 49US.C. § 114(m).
(3) Identification of Individuals Posing a Threat - In consultation with ..

enforcement agencies of the individual’s-idenﬁty; prevent the N

individual from boarding an aircraft, ortake other appropriate action
with respect to that individual, | . o :

(4) Passenger Lists. On & case by case basis, and when warranted-by

~ specific security considerations, require Passenger air carriers to share

aviation safety or nationaj security. :

‘ .-S—ecu—ﬂ%ﬂl@s_u_rc;s. Coordinate and implement security .
countermeasures with appropriate departments, local offices of federal

-agencies, staté and local law enforcement agencies; airports; and air

. Clear, close or gec orts and related facilities. If a particular
.Security threat (o a gate, a concourse, a terminal, an airport or related

facilities cannot be addressed in a way adequate to ensure, to the extent
feasible, the safety of passengers, crew, or other individuals, the

44905(b), provide feedback to the airport operator on e reasors fiop
the security action. :

cel, del r divert flights. Ifa particular security threat to
a flight or series of flights, including air piracy (as defined in 49
U.S.C.§ 46502), cannot be addressed in a way adequate to ensure, o
the extent.feasible, the safety of passengers and crew, the flight or .
series of flights may be canceled, delayed, retumed to an airport after

FBIO0015



January 22, 2003

Fom{ _____ JOGC/ILU, Ex b7C

To: : b7C

e

Enclosed is your copy of a draft MOU I received fron] - h policy official in TSA.
Not sure why he faxed it to me but, in any event, it addresses respective roles in providing input
to and using the TSA’s No-Fly and Selectee lists.

[ am not sure who in CTD has this for action but it’s got to be one of you three so here it is.

b5

Anyway, 1f you need us on this any more, let me know

ALL INFORMATICH CONTAINED

HEREN 1S, UNCLASSIFIED '
.DAM.S_ e Lo /
CN#O3_BIY/.),-)q %G’) ’\“—S/AG & C
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- Issue: TSAand No Fiy Lists_

s et e i

7

From: I

- To:
Date: TUrZBIuZ TA3.30 PM
Subject: Issue: TSA and No Fly Lists

jnd Art,

m
hA
-

b2
b5
b7C
b7E

L .

SS/’I | (fax) b2
Civil Aviation Security Program, Room 11795 b7C
Domestic Terrorism Counterterrorism Planning Section

Counterterrarism Division

M.l. INFORMATION CONTAINED

13 UNCLASSIRE
403 - (’;’i

6N I\ILS//«\ G/cn &
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Page 1

7C
Erom: Referral/Consult
To: ’ Aviation: Fisic 26
Date: SOOGS0 1% DA
Subject:

b2
b7E

More to follow as | get additional information.

ssA Jrax) b2
Civil Aviation Security Program, Room 11795 b7C
Domestic Terronsm Counterterronsm Planning Section

un rrori jvision

cc: | viation-CIRG&Training; Avia...

b7C
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_H

From:

To:

Date: 9/30/02 8:01PM

Subject: Re: No-Fly Question b7C

I didn't see this article so thanks for sending. The TSA maintains the No Fly List, but the content is
generated by FBI, CIA and probably other intel entities. Il read the article in depth tomoarrow.

[ ]

>>>] lo130/02 9:47:51 AM >>>

Re the attached article. Who does "maintain” or is "responsible” for the no-fly list?
No-Fly Blacklist Snares Political Activists

The San Francisco Chronicle

By Alan Gathright

September 28, 2002

SAN FRANCISCO, CA -- A federal "No Fly" list, intended to keep terrorists from boarding planes, is
snaring peace activists at San Francisco International and other U. S. airports, triggering complaints that
civil liberties are being trampled. )

And while several federal agencies acknowledge that they contribute names to the congressionally
mandated list, none of them, when contacted by The Chronicle, could or would say which agency is
responsible for managing the list. One detainment forced a group of 20 Wisconsin anti-war activists to
miss their flight, delaying their trip to meet with congressional representatives by a day. That case and
others are raising questions about the criteria federal authorities use to place people on the list -- and
whether people who exercise their constitutional right to dissent are being lumped together with terrorists.
"What's scariest to me is that there could be this gross interruption of civil rights and nobody is really in
charge,” said Sarah Backus, an organizer of the Wisconsin group. "That's really 1984-ish.”

Federal law enforcement officials deny targeting dissidents. They suggested that the activists were
stopped not because their names are on the list, but because their names resemble those of suspected
criminals or terrorists. Congress mandated the list as part of last year's Aviation and Transportation
Security Act, after two Sept. 11 hijackers on a federal "watch list" used their real names {o board the
jetliner that crashed into the Pentagon. The alerts about the two men, however, were not relayed to the
airlines. The detaining of activists has stirred concern among members of Congress and civil liberties
advocates. They want to know what safeguards exist to prevent innacent people from being branded "a
threat to civil aviation or national security.”

NO ACCOUNTABILITY )

And they are troubled by the bureaucratic nightmare that people stumble into as they go from one
government agency to another in a maddening search to find out who is the official keeper of the no-fly
list. "The problem is that this list has no public accountability: People don't know why their names are put
on or how to get their names off,” said Jayashri Srikantiah, an attorney with the American Civil Liberties
Union of Northern California. "We have heard complaints from people who triggered the list a first time
and then were cleared by security to fly. But when they fly again, their name is triggered again."

Several federal agencies -- including the CIA, FBI, INS and State Department - contribute names to the
list. But no one at those agencies could say who is responsible for managing the list or who can remove
names of people who have been cleared by authorities. Transportation Security Administration
spokesman David Steigman initially said his agency did not have a no-fly list, but after canferring with
colleagues, modified his response: His agency does not contribute to the no- fly list, he said, but simply
relays names collected by other federat agencies to airlines and airports. "We are just a funnel," he said,

estimating that fewer than 1,000 names are on the list. “TSA has access to it. We do not maintain it" He
couldn’t say who does.
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Oden said a National Guardsman grabbed her arm when she tried to help a security screener searching
her bags with a stuck zipper. The middie-aged woman, wha said she was conservatively dressed and
ware no anti-war buttons, said the guardsman seemed to know her activist background. "He started
spouting this pro-war nonsense: ‘Don't you understand that we have to get them before they get us? Don't
you understand what happened on Sept. 117" Airport officials said at the time that Oden was barred from
boarding because she was uncooperative with security procedures, which she deniés.

Instead, Oden pointed out that the American Airlines ticket Clerk -- who marked iier boesing pass with an
"8" -- had acknowledged she wasn't picked by random. "You were going to be secrched no ratter what.
Your name was checked on the list," he said, according to Oden. *The only reason | could come up with is
that the FBI is reactivating their old anti-war activists' files,” said Oden, who protested the Vietnam War as
a young office worker in Washington, D.C. "It is intimidation. It's just like years ago when the FBI built a

file about me and they called my tandlord and my co-workers. . . . They did that with everyone in the
anti-war movement.” A

TOOL FOR TERROR

In his testimony before Congress, Mueller described the watch list as an necessary tool for tracking
individuals who had not committed a crime but were suspected of terrorist links. "It is critically important,”
he said, "that we'have state and jocals (police) identify a person has been stopped, not necessarily
detained, but get us the information that the person has been stopped at a particular place.” None of this
makes the peace activists fee! any safer - about flying or about their right to disagree with their
govemment, .

“It's probably bad for (airport) security," said Sister Virgine. "Stopping us took a lot of staff away from
checking out what else was going on in that airport.” Ultimately, she said, “To not have dissent in a
country like this would be an attack on one of our most precious freedoms. This is the essence of being
an American citizen - the right to dissent."

cc: - TERRORIST WATCH LIST Unit; TSALIST
PROCESS ’
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The TSA was created by the Aviation and Transportation Security Act of
2001 (ATSA) following the September 11, 2001 terrorist attacks and the resultant
conclusion that security at the Nation's airports needed to be improved. ATSA amends
various sections of Title 49 of the United States Code to assign responsibility to the
TSA to provide security for civil aviation and to conduct airport screening operations.

TSA Statutory Authority

ATSA created the TSA as an entity within the Department of
Transportation and designated an Under Secretary of Transportation for Security as the
responsible official in charge of the new agency.? The Under Secretary's statutory
responsibilities that most pertain to the issue at hand include:

(1) Carrying out the provisions in Chapter 449 of Title 49 of the U.S. Code,
relating to civil aviation security, and related research and development activities;

(2) Airport screening operations; and

(3) Receiving, assessing, and distributing intelligence information related -

At this writing, TSA is likely to become part of the proposed
Department of Homeland Security when legislation to that effect is passed
by the Congress and signed by the President.|

b5

b5
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to transportation security.

Chapter 449 of Title 49, entitled "Security," addresses all aspects of
aviation security, including: screening passengers and cargo; receiving and evaluating
threats to aviation; research and development of modem security systems and facilities;

- and regqulation of security of foreign carriers and foreign airports that serve passengers

bound for the U.S.

In addition, ATSA grants the Under Secretary permissive (as opposed to
mandatory) authority to designate federal law enforcement officers (LEOs) and
empowers these LEOs to exercise standard law enforcement powers when engaged in
“official duties of the Administration as required to fulfill the responsibilities under
gATSA]." These powers include authority to camry firearms, make arrests without warrant
or any federal offense committed in their presence or for which they have probable
cause, and seek and execute federal warrants for arrest or search and seizure of
evidence. ATSA also requires the Under Secretary to provide guidefines by which to
exercise these law enforcement powers in consuitation with the Attorney General. The
proposed guidelines have been submitted to the Department of Justice for review.

Finally, ATSA continues the Federal Air Marshal (FAM) program (formerly
part of the Federal Aviation Administration) by authorizing the TSA to deploy FAMs

~ aboard aircraft for what are clearly reactive law enforcement functions.

FBI Statutory Authority

The FBl's general enabling statute, 28 U.S.C. § 533, grants the agency
the authority to investigate any violation of the criminal laws of the United States. As
noted previously, 28 U.S.C. § 538 specifically empowers the FBI to investigate the
primary crimes-aboard-aircraft violations in Title 49, which are set forth in Chapter 465,
entitled: "Special Aircraft Jurisdiction of the United States." These inciude Section
46502, Aircraft piracy; Section 46504, Interference with flight crew members and
attendants; Section 46505, Carrying a weapan or explosive on an aircraft; Section
46505 which lists a variety of comman'law crimes (e.g., murder, robbery) committed
within the special aircraft jurisdiction of the United States® and Section 46507, False
information and threats. Finally, 28 U.S.C. § 538 also grants the FBI specific
investigative jurisdiction for the offense listed at 49 U.S.C. § 46314, Entering aircraft or
airport area in violation of security requirements.

The FBI's general investigative authority also includes the aviation-related

* The special aircraft jurisdiction of the United States is defined
in 18 U.S.C. § 7 (S5) as any aircraft belonging in whole or in part to the
United States or any citizen or corporation thereof while sinck atrcxaft
is in flight over U.S. territory or over the high seas.

4
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autharity for any offense for which a LEQ is granted the power to arrést, then virtually
every federal LEO would have investigative jurisdiction over every federal felony.5

b5

The Federal Air Marshal (FAM) program is also part of the TSA's statutory
authority. FAMs, however, are primarily a reactive and a deterrent force whose
members are LEOs and are armed and placed on selected flights to react to in-flight

incidents of air piracy and i
the lives of those aboard,

Federal Air Marshals

. b5
Analysis

the lawful ability to react promptly and respond appropriately to a
report of emergent criminal activity without concern for jurisdictional

distinctions or civil liability.
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OGC is available to assist in these efforts and in any other capacity to

resolve juri s with the TSA. Point of contact at OGC is Assistant General
Counse Investigative Law Unit, at:s b7C

10
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Why a 'No Fly List' Aimed SPECIAL PAGE
For continuing coverage, see War on

At Terrorists Delays Others Terror2

By ANN DAVIS
Statr Reporter of THE WALL STREET JOURNAL

JUNEAU, Alaska — There are about 300 people world-wide the U.S. considers so dangerous to civil aviation it has them on a

“No Fly List."

; , isn't one of them. A pilot and avid outdoorsman, he is
a local hero for his daring helicopter rescues of stranded fishermen and mountaineers. He now runms a visitor center
overiooking Juneau's spectacular Mendenhall Glacier,

But Alaska Airlines’ computers haven't figured that out. Its reservations system,
Holdings Corp., flags Mr. Musarra whenever he checks in, which is about once 2 month, when he visits a
developmentally-disabled son in Oregon. At the ticket counter, Mr. Musarra has often watched the color drain from agents'

faces as they read a warning that he might be on the terrorist watch fist, After a criminal-background check, he eventually
gets to My but faces extra luggage and body searches.

designed by travel-software gianSabre

The No Fly List, quietly introduced after the Sept. t1 terror attacks, is designed to keep suspected violent types off airliners.
[tincludes terrorism suspects thought to pose an imminent danger to flights. Some people who present a general threat to
air safety because of violent behavior also make the list. The new Transportation Security Agency, or TSA, compiles names

from intelligence and law enforcement and sends the No Fly List to airlines. Th eir job is to see that nobody on the list gets
aboard.

. NAME GAME ¢ It sounds simple, but it's proving tricky to execute,
‘ w . : Many entries on the list lack details that could make it
cud e e saase r

| €asy to know if a traveler is really the person named.

| Renderings of an Arabic name using the Roman . And the TSA gives alrlmgs little guidance on just
| @lphabet vary by country - a challenge for airfines when a passenger's name is close enough to one on
! as they apply the No Fly List the list to warrant flagging the person for a
| Hajj Mohamed Uthman Abd Al Ragib - law-enforcement check.
: lraq
. Muhamad Usman Abdei Rageeb : The result is that carriers are checking the No Fly List
; Syria, Lebanon, Jordan : a multitude of ways and coming up with vexing
. Haj Mohd Othman Abdul Rajeeb numbers of “false positives" - innocent passengers
; Kuwat, Bahrain, Qatar, Saudi Arabia, Oman, subjected again and again to law-enforcement
- Yemen, Uniled Arab Emirates ? . .
_ reviews. The flagging of some fliers who were
E‘;?nM*:Z;':nmad Osman Abdurra’ ib political activists has even led to suspicions the

ol D

. Bevernment was grilling them because of their views,
: H'z'v,; Imf_lerr_lﬁa' Otmane Abdergqib o .
w' Mo Tunisia, Morocco, Algeria, Mautitania These inconveniences may seem likz 2 small price to
pay if the system improves security. But the Federal
Bureau of Investigation, which contributes to the No
Fly List, says the list has helped catch very few terrorism Suspects. While that might simply be

because the terrorists haven't tried to fly lately, linguistics experts say that if they did -- and

i Source: Language Analysis Systems

.
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particularly if they had Arabic names -- it's far from certain that current methods would flag them,

One reason: In checking passengers against the No Fly List. some airlines use techniques that were
designed decades ago, and for an entirely dilferent task: 0 let agents find passenger records
quickly without having a full name or a name's precise spelling.

These "name matching" systems also help airlines spot abusive bookings, in which travelers
reserve a bunch of flights under slightly varying names. The idea is to cast a wide net. But when

applied to a watch list, they have the perverse effect of flagging numerous travelers whose names
are merely similar to one of those on the list.

One name-matching technique that airlines have used, called Soundex, dates back more than 100
years, to when it was invented to analyze names from the 1890 census. In its simplest form, it

takes a name, strips out vowels and assigns codes to somewhat-similar-sounding consonants, such
as Ilc" and "Z."

The result can be bizarre. Hencke and Hamza, for example, have the same code, H520. [fthere's a

Hamza on the No Fly List, a traveler named Hencke could be pulled aside for a background check
before being allowed to board.

A 40-year-old method designed specifically for airlines does something
similar, stripping names down to consonants and pulling up names that have
the same consonants in the same order. A third technique sometimes used by
arlines hunts for matches based on the first few letters of surnames.

Hence Mr. Musarra's troubles in Juneau. In an algorithm used by Sabre,
whose software runs Alaska Airlines' reservations system and many others,
"Musarra” appears to pop up as a match for any name starting with "Mus." A
fair number of names from the Mideast and Central Asia begin that way,
including at least one on the No Fly List.

Exactly what techniques airlines and firms such as Sabre use to check L sRaandal
passengers against the list is impossible to know. They won't identify their Larry Musarra
formulas, and the government doesn't want them to. But some current and former industry
executives say most airlines -- while making periodic refinements, including since Sept. 11 - still
use roughly the same name-matching tools as they have for decades.

Why not just match names precisely, and"question only people whose names exactly fit an entry on
the No Fly List? That wouldn't do, either. Many people's names have a number of variations, such
as William or Bill. Many are spelled either with a middle initial or without one. And non-Western
names can be rendered in the Roman alphabet in a host of ways.

A name written as "Haj Imhemed Otmane Abderaqib" in Algeria might be "Hajj Mohamed
Uthman Abd al Ragib" in [raq, and as "Hag Muhammad Osman Abdurra'ib” in Sudan, according
io Languags Anaiysis Systems Inc.. 2 Hemdon, Va., company thai does name-analysis work for
many federal agencies.

One wanted terronsm suspect, Adnan G. E! Shukrijumah, uses iive aliases. The six names can be
translated a total of more than 500 ways, says Language Analysis Systems. The firm adds that

foreign words can also be mustaken for first or last names. such as "Effendi,” which is an honorific
for "Sir" or "Mister" in some Mideastern languages.
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Another quirk of airlines’ systems is that groups that purchase their tickets together end up in a
single travel record. If one member triggers a hit on the watch list. computers lock up on them all.

A year ago in Milwaukee, Midwest Express pulled aside 19 members of a group called Peace
Action Wisconsin headed to Washington for a "teach-in" about U.S. military involvement in
Colombia. The group, which included a nun and a grandmother, had to wait for sheriff's deputies

to run immigration and FBI background checks, according to records of the incident. The delay
caused them to miss their event. '

Four months later in San Francisco, Jan Adams and Rebecca Gordon, co-founders of an antiwar
+ newsletter called War Times, were pulled aside for police questioning when they arrived at the

ATA Airlines counter. An FBI search turned up nothing, and the women, both in their fifties, were
allowed to fly. ’

In both cases, the groups were told they had matched the No Fly List. But these incidents and
others fed the notion among activists that the government was targeting them. "When is a nun
considered too dangerous to get on board a plane? When she's a peace activist,"” said one of
numerous critiques, this one in the newspaper Socialist Worker.

But three months after the Milwaukee incident, a report by the county sheriff's office said the
incident was due to use of Soundex in Midwest Express's reservations system, which uses Sabre

software. A security official for the airline says that a group member with the last name of "Laden"
might have helped trip up the group.

As for Jan Adams in San Francisco, she was one of a number of Adamses with the first initial J
who were stopped last year. They included 23-year-old Jarrett Adams on June 5, 55-year-old John

Adams and his wife on June 16, and 34-year-old John Christian Adams, who complained to the
TSA last July.

The apparent trigger: A Joseph Adams on the No Fly List, whose entry gives little data besides a
birth date. Officials at ATA, the airline Ms. Adams flew, and some other carriers say they are
frustrated that the watch list doesn't have b.etter data to eliminate mismatches.

One needn't be an activist to get caught in this web. Last April, two San
Francisco airpert police officers comered David L. Nelson, a 56-year-old
bank executive, as he checked in at Alaska Airlines. "They had hands on
:; their guns. They asked was I an American citizen and who am [," Mr.
Nelson says. After a half-hour of questions and database checks, they

7 cleared him. He says his son, named David C. Nelson, also has been stopped
as a No Fly List match.

At Oakland Intemnational Airport, Police Sgt: Larry Krupp says he has
cleared so many innocent "David Nelsons" to board that one of them now
a\ ' / buys hum cotiee. There is a name very similar to theirs ¢s1 the Mo Fly List

David Nelson  E,,; svery check, Sgt. Krupp must thumb through an 86-page,

nonalphabetized list of names. "The vast majority of times we go there, they're not.even on the

list," he says. Sgt. Krupp says he has had only one irue match, a man he describes as an Afghan
drug dealer.

42220055 354 AM
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Newer methods exist, which take into account names' cultural origins in order to come up with
more-relevant name variations. Some government agencies are starting to use them. Bul travel
consultants say hard-pressed airlines have been reluctant to spend money to improve a screening
function they believe should be done by the government -- and that the TSA has said it eventually
will assume. Airlines would rather leave it to the government to rule a passenger in or out. No Fly
List entries can include subjective notations like "is sickly with asthma, uses a lot of hand
gestures,” as one did on a recent copy of the list reviewed by The Wall Street Journal.

A wide variety of reservations systems have their genesis in the Sabre system, which

International Business Machines Corp. designed for American Airlines in the 1960s. IBM later
built similar systems for other airlines.

Lightning fast in basic reservations chores, the mainframe-based systems are less well suited for
other tasks, such as clearing a frequent traveler to fly once and for all. In most airline systems, the
No Fly checks are set up in such a way that the computer treats each passenger as a brand new
name, even if he or she has flown recently and was cleared in another flight record.

The TSA is considering a way to put fliers who've repeatedly been mistakenly flagged on a "Fly
List." But even if this proved technically feasible, security officials at airlines and the TSA would

still have the challenge of making sure they weren't vulnerable to letting a dangerous person of the
same name slip through. :

Records obtained in a Freedom of Information Act suit brought by the Electronic Privacy
Information Center show that the TSA has received complaints from mistakenly flagged customers
of all major carriers, which use a variety of software to process passengers.

One reservation system used by several airlines, Shares, uses "the same type of [name] matching
that has gone on for 10 to 15 years -- actually longer," says Michael Hulley, an executive of Shares

owner Electronic Data Systems Corp. He will identify only one method Shares uses: matching
the first few letters of a name.

Another competitor of Sabre, Galileo, says it looks for exact matches on names or strings of
letters. But Galileo officials try to spot No Fly List matches in advance of a flight and pre-clear
passengers who clearly aren't the person on the list, says Chuck Barnhart, an official of Galileo.

Sabre wen't disclese its current name-matching methods, but a spokeswoman, Kathryn Hayden,
says. "Algorithms are not static -- they change, they are updated.” Sabre says different airlines can
use its software in different ways. "It's up to each airline to determine how they implement the
government requirements for the No Fly Lists," Ms. Hayden says.

One carrier that uses Sabre software, Alaska Airlines, has more than its share of false No Fly List
matches, judging by the records obtained by the Electronic Privacy Information Center. Of 34
complaints to the TSA where the airline was identified, 11 cited Alaska. Ms. Hayden says such
mendoral 2vidence doesn't prove Sabre's software "zauses a greater number of false hits.”

Barbara and Dennis Musante. a California couple, took their complaint up the Alaska Airlines
chain of ominanid after being delayed twice. Ms. Musante says an airline supervisor finally told
her the first four letters of therr last name matched a suspect. though they themselves weren't on

the list. The TSA confirmed they weren't. in a letter, the TSA addec .i:w .1v s - 2w 'the benefits
of such measures far outweigh the inconvenience." ’

4/22/2003 $:24 AM
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Mr. Musarra, the Alaska man who has faced many delays, has tried everything he can think of to
clear his name once and for all. He got Sen. Ted Stevens to contact the FBI. He told local TSA

people of how their boss in Washington, retired Admiral James Loy, once honored him for his
work on an oil-spill cleanup exercise.

For his monthly flights, Mr. Musarra has developed a routine: Try to check via the Internet the
night before the flight; get rejected. Amrive at the airport hours early, go to the self-serve kiosk; get
rejected again. Go to the counter, wait while an agent calls a supervisor, wait more while officials
take his [.D. to a back room to phone security officials.

Invariably cleared, he boards, but the clearance lasts just through the end of his round trip. Often
he is bringing his son Tim home for a visit. Tim Musarra, 12, also sets off No Fly List alarms.

A college-age son, Aren, has the same problems, Mr. Musarra says.

Then there's Mr. Musarra's adopted son, Jonathan Paul Sung Ho Musarra, 15. A high-school
wrestler, "Sungie” is the reason his teammates have to get up at 3 er 4 a.m. for morning flights to

their meets. Because they buy group tickets, the 20-plus wrestlers, chaperones and coaches show
up on the computer screen as No Fly List hits.

A spokesman for Alaska Airlines, Lou Cancelmi, says, "All of these false positive issues concern
us greatly. We're absolutely committed to working toward mitigating all of them to the maximum
extent possible." Recently, the airline began having employees scrutinize alarms generated by its
computers in advance of flights, in hopes of clearing misflagged passengers.

That seemed to help Mr. Musarra on his last flight. The computer still flagged him; he found
himself unable to check in via the Web. An error message told him he needed manual assistance.

But when he got to the airport this time, Mr. Musarra received a boarding pass without the security
review.

The TSA has been trying to get the message to airlines that they should focus on matches of full -
names, not just the last name, says James R. Owen, a TSA official in Juneau. Longer term, the

agency is working on an advanced passenger pre-screening system known by the acronym of
CAPPS 11 :

It will scour not only watch lists such as No Fly but also criminal records, credit-card transactions
and identifiers such as address and date of birth to detect suspicious patterns. The TSA envisions it
as "dramatically reducing" the number of people flagged. Privacy and civil-liberties advocates fear
just the opposite - that the increased ways to attract suspicion will result in even more passengers

being wrongly tagged.
Write to Ann Davis at ann.davis@wsj.com!

URL for this article:
http://online.wsj.com!article/0,,SB105095928863051300.00.html

M Hyperlinks in this Article:
(1 ) manto-ann:davis@ws:.:om

(2) hiiofonline.wsj.comiciiges2,.2_0R00.00.htm,
Updated April 22, 2003
Sofo 4/22/2003 5:34 AM

- FBI00036



, TAE8-2003 1448 WALL STREET JOURNAL 212 274 7994

jmerface language~ - pratease § Lieae billing {uz3ga repans | company fist § quotes lizt| proterences | it

factiva- Do Sorves & Reueel
Sasrch | Track News Mages
Prec-text/Indexing | baves Searclis | Company Scraening | tutres | Cliar ting | Company Quick Search .

View se1FV! arucle ﬁ

v wwan  ma o S

Rt A 8 @ & Moguy Searchi | New Seorch

Article 2 Rauien o Headlines

The no fly list

Marthew Rothschiid

1,279 wnrds ?W ATioN)

1 June 2004 -
The Progressive ML LV A
20-22

Volume 66, Tssue 6; 155N° an3-0736

English :

Copysight (c) 2002 ProQuast Intormarian and Learning. All rights ragarved. Capyriyht Proaressive
Incorporated Jun 2002

Alla Kate, sixteen, g hiult school student in Milwaukes, wanlzd to 90 to Wachiagton, O."., far the prutests
€aturday, Apni 20 She was looking forward to gemonstrariny sgainst the School of the Amencas and
fearning how to lodby against u.S. aid for Colombia.

She had an airplane ticket for a £:%5 P.M. flight out of tilvaukea an rrinay, Aoril 19, and she got to the
alrputt two hourg ahcad of time. But she dldn't make It onto the Midwast kxpress fRighl.

Nelther diy any ather Wisconsin activists who were suyuosed o be on board. Milwagkee County sherlffs
deputies pulled aside end questioncd twenty of the thiy-seven racmbera of the Paace Action Mliwaukes
group-inciuding A priest and a nun, The travelerg ware not rirared in time for takeoff and had to leave the
next morning, MIssing Many of e 2vents.

What tripped them up was d camputericed “No My Woatch List” the (aderal guvitiment now supplias to all
the alriines. The exictenca of this Na Fly llal was confrmed by mambers of tha tdliwavkee County Sheriffs
Department, the FBI, the U.5. Marshals, MIgwest Bxuiess, the liew York Port Auchorlty, aud the Department

of Tranawortation. The dirlines today are raqt iirad T0 cross-chack thelr passenger Hsts agatns Unis Mo Fly
nst.

*The name arnames of peuple in that group cama up on 3 watch list that Is provided through the teneral
government ang s provided for cvaryenc who flias,” cays Sergaant Chuck Coughlin of the Milwaukao
sheriff's departmant, “ihe comprur Whecks:for exnct matches, similae spalings, and alioses.”

The list "came fram Wachington,” 53ys Special Agent Dorry 2abler, the £80's media ren In Milwgukee, “It's
beet in ploce several months, and it's distrinnred 0 3l ghpuits. IY's the responsibliity of those who liave

serunity Julles at the airport to check that fist agminer passenyer manifests. When 2ameona s nama tims
up an rhe watch Ust. the sheriff or the MYrshals do an invesfigation, and we're notified.”

Babler says thers acludllv werc two No Fly licts. “Tha initial ane had'e fiumber of names on it-pacpie who
might have nad inualvemunts in the hijackings, sllaces or penple invalved, or people who might have had
contact with, or knowledge af, Uwm. Subsegquently, anothar Wateh (st Was put oul.” Babler 3pys he @n't
comment about why 3 parGicular name may avoear on the ncw lizt.

Yiho puts the list together?

http://g!obal.factiva.com/en/arch/displ::*._r".a:-p 1//7/03
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A spokesparson far te FBL 111 Washington, Steva Yarey, wauld uut comment at all on the e af Wie No 'y
I He referrcd ail quastions tn the Transportation Secunty Administration (TSA), & naw wing of the
Oeparlinent of Tronsportaton.

“[t's somarhing Uhat's produced by the T3A." xays Steve Coleman, 3 spekesperson for Ui New York Port i
Authority. .

The TSA was gstabliched Ly the Aaviation and Transparration Securily Act, Which Presidant aush <igned Into o
lav on Novembar 19. Madia Coveraye focused on federaliing Che Secwiity personnch 3t airports. Bur nther . e
aspects of the 13w raceiveq utrie scrutlny. This lew cstablishas 2 new nosltion, the Undcr Secrotaty of
Transputlation for Security, and puts that peson in charg? of aifline security. Todsy, the Under Sacretary of
transpartatlun for Security i John W Magaw, wlw previously servad as director of the Secret Service and
director of thu Bureau of Alcohol, Tobaceo, and Flrearms.

In his current past, Mayaw hes tremandous diccration. tinder “emergency procedures,” tha law says, "If the

Undcr Secretary datarmunas thal o requlntion or security directive must e issued immediataly in orter W
protect transportation securdy, the Under Seeretary shall issue the ragnlation or security directive withour ¢
providiug notice or an opportunsty for comuie=nt and without prior approval of the Secretary.”

ag part of s 1equior dutics, the Under Secrarary is appowercd by the law to ~establlsh pollcies and

pracedures requiting air carricrs to usq informarion lrum government 3genclec 0 1gannty individuals on

passenger UsTs whu may be a threat to civil aviation ang, If sudi an Individual is identiriad, o antify .
appropriate 13w sofareanent saencles and prohibit the \natvidual frum boarding an alrcratt.” .

The TSA has taken thar pawer and run with it. In testimony before Cangress on Janusry 23, Magaw sald
thot "computers will screen pacsengers,” and "the new scqunity system will he rubust nnd redundant.”

" Dennis Kutinich, Democrat of Otlg, i6 autrages abuut the treatment of tha Milwauker adivists. *Databases
are halng organiced, including the namas of totally innueent Individuals who ara being suhjact to question

bacad on their poiltical views. In 3 demacracy, that is nar atuz=otable.” he sayz. Kudnich, the ranking ST
Democrat on 3 natinnal securlty subcommittce, vows to Invasrigate, *1 Loke this very serfoucly,” n@ $ays. .
Genatar Ruse Falngetd, Demacral uf Wisconsin, 3lso e concerned. ") pian to ask FBI Director Roberk Mualiar o .f-'~

about the creadan and implamentation of Uie so~called Ne Fly lists,” Faingala says. *1L is Importunt that
security mesgures da not unduly infrmge on our Livil liberties.”

\n tne case of Line Milwgukee activicts, about five nr six individunls came up on tha-wateh Iist,” Sergeant BRI
Coughiin §3ys. “Allhuugh it was time-consuming, ana aithouyli they were flight-- delayqd, the sysrem
actuality worked * )

Don't tell Dianne Hanke that.

A volunteer with Paaca Actien, Henka Iy Lhe person who arganized the tnp. "We were very uysat,” she 30ys.
"Here we were, going out to lobby, 1o s our Jemocratic rights, to talk to our iegisiarars, T use vyt o
fieedom of apeech and dissent, and then we'ra deing dutainzd and not told why. Wa were caking yauny

peopte and telting them if you usc means that are nanvinlent ard peacehul, your message will be nearrd. But

the Fact that we were hampered, that we were gotained, was Just a lutally ditferent message.”

Henke doesn't plamp the shlif's deoutles. “They wera very sympathetic Lo us, but they just weren't
getting tha answars they wanted fiom the other end of the telophane,” she CAYs.”

It was never made clear o her exardy why Uwey were belng detalned.

*We wers getting all thase diterant stonés from Ui depubics. One possibliity was that a UWHM {University of
wisconsin-Milwaukee] student had 2 name Jaran Laden, thol was similor te 2 terrorist's namae {Usama hin

1 aden], Then another story was that comaeone nan a farglgn name Lhat was changed to make it gound mare
Amencan, Alld Kate, wha used to be Alia Torabian. Her tather wac Persian or lronian, ['ve known her A my

fita,” says nanke, wha luuks ug Kate's pumber In an old Montassort phnne buok.

1 wag ong of tha ftesr peuphe in our- aroup to try to check In,” says Kare. "Wiheit [ went uo to get my ' . '
boarding pass, me laay <A thwre were some sroblems. She gald her commirer tocked uy and she had to '
walt far comaone eige. And T found uul that the somcone clge wat one ot tha shertr's deoulles on dutv, And

http://global.factiva.curn/en/arch/display.asp 1///03 | S ‘
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the shictifP's deputy came ang told me 1 had to grab my bdgs and foliow her for furlher questoning.

st was a e scared. § was 3 fittle confusad ¥ ddi't know what [t was about. 1 was ajone #nd was taken to
2 bwiding nearty, Thay sat me down in 3 chatr, and [ just waited for fiftaan or twenty minutes. Thiey had
my driver's licensa. Thev asked me what my phone aumber wds and oddress wac 1 heard mem making N
phone calls, reading nff some s\uff un my hicensc. Then they asknrd me what my nationality was. N

“[ s8ld J'm half Perslan 3nd trallan and German.

“They asked who was Persian, my mathar of my (ather. Co
*1 sald, my father. my blolaglcal father. [ don'r pven knuw him, R
~They aiso ackud e If [ wos 8 US. citizen.
] told tham L was

*They acked ma IF I was fram around hete,
*] sold yes."

Thuugh one of the sherlffs deputies sala "ir was Just o routine procedure,* Kata says they Gave her several )
ditferent exalanstions for what was happening *hay sald L might have to do with increased serurlly in the el
Wasningron, D.C., area, or it might have te do with Indonesian Letrorists,” she recalls. T e

She gays thera may have beet) on element of racial protiling wwolved, tou. *I quess we're looldng for
INspenic names,” one of the deputiey yaid, according to ata. Sha suspacts they thought her first name was
Hispanic, and she Savs tat twa others delained eacly on, Manuel Sanchez and 1¢abeild Horniny, may have
been selected for their names. ine sherifr's dupattment denies a deputy made that ramment aboul

Kisparics. "That did not happen,” says Depuly inspector Shieiry Weber. *I belleve the gepudes didn’t really
say any ui Uiis stuff.”

Finaily, they walked Kate Lack to the ticket counter, but tha compuiter fraze up og9ein, so Kate and sanchez
and Harning ware roid 1o go sit duwn and wait for the deputias to deliver thelr boarding passes.

*They gave us aur boaralng passes, which had 3 bold-faced S with littia asterisks on hul sides, circled with
an Ink marker,* Kate says. "This meant thar when we went to the gate our carry-on DAge would have to be
hand-searched and they'd have to wand us.”

ur the depulics tuok so much time going through the whale pruud that not everyone wag ready to go hy
6:85.

Midwaest exprags hald the fliuht for a3 long as it could but then left, almost empty, wihiwut most of the LA
sctivists,

“[ waz chocked,” Kate says. "L cautdn’t Delleve wlial was happening, that they couta deain us Inng enwvugh
for us to miss cur flight in an apparent artampt ta keey us in Milwaukee. It was sort of McLarthy-- styles the

way ey have the namcs appearing on 3 (155 and Largering cen Lain people, digsenters cspecially. L felt my
rights hat been violated.” .

Jacob Laden, with rhe unfurlunate last name, says ne's flawn two other tmes sinve September 11 ond Lo '

nevar had trouble Ana Ry the Uine e started to check in, other mombers of (he group wers aireouy being

detainad. $o he dogsn't nellave his waine tripped the trigger, though ho says he “wmin have s@yed

be:h\lmt"t if ho thought it woula hava been a prulicin, He balicves “our whole group was baing carpgorized a3
3 threat.” .

Sister Virgine Lawingar of the Racins 3aMInicans way alsv detained
lady at the ticket counter zald, "I'm corry, you have o well o minute,’ and then the cheriff's deputy came
and Luuk me and some others to an office,” che says “all they asked us ot that point was aur birthplace

and sald Uiese were just routing checks. They §ald our aamas ware nagged. That's the ree) stronge thing:

W har ~30ced thim s ciinaciten ba Hon bhaca anemacd 1 Ald faal iF wac Arafllina > nuslls vl Arvmsion soiWhme it & hacle.

. “When [ went through tha line, the Dol

http://global.factiva.Com/en/drch/display.asp 1/7/03
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2 peace group, The dbusa o POWer was su ubvious.”
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Sister Vieyie says she's upset about “lasing an entise doy of Intence aducation nn tha issue of Cotombla.”

And she says et "right to digsent™ was intringed upait.

Eather Bil drennan of SL. Patrick's Church in Milwaukea aln missed fiis fight.

.

"No ona wag chargen with o

crime or thraat of 3 crime,” he 53ys. ‘4o one vras advised ot his or her civil ights. My personat réaction IS
fear of the arbitrary use of power this Incident reveats. Someane in washington has the power to inspoct 3
passenyet list drawn up in Wisconein, discaver Wie mative of our flight (namely, A puace protest agalnst
what goes ont at Fort Denning, Georgl), particularly as it affects Colombla), dacide wha might pasyibly be

cupwversives, and ywo our takeoff.”

Sarah 8ackus, 3 conralnacor fof SOA [3chool of the Amancas) Watch Wisconsin, 38Ys she was taid by one nf
the cheniff s daputies: "vau're probaebly b2ing topped becausa you 3re A peace group snd you're protesting

aqainst your country.”

Backus later asked the cheritt, Dawd Clarke, abuut this. snd he denfed this was the reasan for Ui

gatentinna, she says.

"1 sympatnize with Lhose peoole,® says Weber, *I'm sure thay belleve they were gsingled out. 1 truly an nar

believa they wera."

Backus 2lgo went to tha Midwast Fxprusy Lickst desk to find out what was golng an. "Tha names are in the

womputer, snd the names came up, sne sayy shie was told.

| ixa Balley, o 3pokegpcerson for Migwest EXPress, ways, "As the qroup checked In, one of the PasSENoLry

shawad up un this list. At that point, the airfine got fa T3A rep and Milwaukee County shanffs. The TSA

made the dacision that since this wes 3 group, we ehauld rescraen all uf them.” Midwest Express aither

faund hotats for rnose viho (nissed their filghts or providad transporatian home.

Datley says that scraaning the names ayainst the list Is standard operating proreriure. *Everyone who

wavels is now cleared througn this lisT”

Spadfics about the fist remain tUghtly guarded.

“Tha Iist 15 & cumgllation from Intelligence agandles and is <hared with Ue ahilnes,” sayg Paul Turk, a
epakaspersan lar the TSA. “Bul as to how you gct on it, or how it's matnrained, or who malatains it, I can't

hiclp you with that.”

Turk adds that he doasn't know how larye Uiz Itst 1s, "and If 1 ¢id, T couldn'ctell you," ~

Hotthew Rothschild 15 Editor of tne progressive.
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Ratired Coayt Guard cammandar finds himyelf on FBI list

VIl worgs
11 Saptember 2002
18:35

20ciated Prask flewswiras
English Y
Copytight 2002, The Assaclatag vress. alf Riulits Reserved. b7C R

JLINFAU (AP) - Larry Muzarra's trouble with the FBL beqan In late Jung, when the redred Cuast Guard
neutanant conmnander, his wife Unne and thetr 17-year-oid son Tim checked In at tha Junaau Afrport. . .

Thay ware on theli way %o Portiond, Ore., whare Tim, who Is disalild, would attend 2 special schon. R

At the Alacka Aldines alactronie heck-in klosk, Musarra typed n his confirmotion cade and the machina ’ RN
displayed 3 mesgage askang him o sce 3n ateendant, . -

AL Lhe counter, Musarra ana fus family wallcd while the customar senvice reprasentative dicked on 3
veyhaary. The derk became puzziag and said she couldn'e qet a boarding pass either, She called her .
suparvicar, Thiey called Seattie. Finally, 30 minuras lacer, e supervisor explalned.

“She s3id, 'We are hiaving trouble cizaring your name acrually, we Lan't clear your name. You ar@ on an e
FRI list," Musarra Saic. S

Mugarra, 47; is 3 rather of three wii warks for the U.S. Forast sanvice ac Une Mendenhall Clacler Visitor
Center. He iz whita, of Jtaitan and Trish eucestry, and was born in New Jarsey. He'has lived in and flown out
of Juneau for seven years. Because nf his wuik vith the Coast Guard and the varast Service. he hos had
more federsl Background chacke than he ran remembet.

Far A russunt Alaskp Alriines, the FBI, the Federal aviation Administration, 8nd the newly craatad R
Transparmarion Safety Administration cannot or will not say, Mukarra's name, which is Sleltlan of Acabic o

origln, is on A UK of suspecls who pose 8 potcntal thraat to atnling cernly, And, ot this point, thera s na R

way for hic namae ta be remaved. :

*I'm not the type of parson wha makes o fuss, but T am this all-American boy, and here I'm taryeted os S
terrorist, It is just kind of funny,* he satd. “I'ny Lelting it's the nome. My name sounds aranic.*

On the way to Portland, tha Musarra family was piven au exhavstive acreening with matal detectne wands,
thalr shoes were X-rayed, thelr belts ramoved and Meir hayy scaiched before they wera aliowas an the
plane. On the wasy Lack, the check in dearance took so lang, an ditline agent had to hand-write Larry and
Unne MUSArra's hourding pass and escort them on the atrerar, minules before take off. Their seate already
had baan hllad witn srandby passcneers who then had to get oft the plane. o

*Evaryone has been really nive,” sald Linne Muzarra. "But If you are rraveling with children who have .o
zpecial naeds, this cifcumsrance produees tremendous anxicty.” s

http://global.tactiva.com/jen/arch/display.asp 11/11/02

oo - FBI00041



JAN-08-2083 1451 WALL STREET JOURNAL ald Zr4 (4 Uedd

Musacris heprd from other relatives with the sane last name who had cimllar expenances. Since June, his A
brother tiay had his bogqs scarched evory tima ne filas. An untle, traveling with 3 91-yoar-old refative In a : A
vihaalchatr, was searched end told he, too, was on The ¥B3 hist. When his uncle called tha FBX, he was fold R
o llgt existed, Musarra sald. AR

Huzarra called the tocal figld office of the £B81, where 3n agent found his natire on 8 fist, and sald there O
was no way to hava It ramoverl, She tolu tim the best thing to do was ta call the wirline ahead of the tme R
when he is going to fy, to prepard them far Uie corr_wllcutlons, he s3id. NI

Juneau PBI Agent Mery Beth Kepner confirmed she had a converaation with Musarts, but diracted all calls Lo
ahnut the nature of the list o the FBI oftico In ARCHOFADE. o

Eric Gon?alex, FBI special agentin Anchardge, ¢eald the liSL atrlines use was controfled by the Transportation
Safety Adruniscration, a new lomeland sscurity organization rormed by Uie Bush administration sinca Sept.
11. Alaska Alrtines spakpeman Jack Evans agreed the airiina gets the s trom the TSA, and sald the aldine i
{s mandated te uca the list In the passengcmcreening procass. Evans and Gonzalez suid they did not knaw oo
p way to remove Mucsrra’s nams fram the list. ) :

Erom there, the origin of the list and tne ceason Musarra ls on it are unclear, and mired In a world of
fuder al, \nterdepartmental “information sharing” that has caused confuslon since the incapton of the TSA
garller tnis year.

Dave Sreigman. spakesiiton for the T5A, said revealing any of the rearacs a name may end up on the list
could jeopardiza natanal secutity. He denied the TSA had a list concatning meny speflings of Arab or Arab- .
gounding names. .

*The TSA does not profiie by ethninry, uttusic orlgin, race or reltglon,” Stelgman satd, and then directed oll
Inquices about the list to the Fadarat Avianan Adiainistrotion or back to the FBL.

Tutimy Deme, 8 TSA employee, angwerad tne phonu at the FAA office In Anchorage.
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THE NO-FLY LIST

Is a federal agency systematically harassing travelers
their political beliefs?

By Dave Lindorff

If anything is different after 9/11, it's
air travel, as passengers endure long
lines and extra security checks at
airports. For some passengers and
would-be passengers,.though, air
travel has become something much
more harrowing, as the
Transportation Security
Administration targets political
activists for harassment.

For months, the TSA, a federal
agency established a year ago to protect the nation’s transportation system from terrorism, «
ithad ablacldist of people to be singled out by security staff for special inspection and quest

-But in mid-November, in an interview with this reporter, spokesman David Steigman

acknowledged that the government has *a list of about 1,000 people” who are deemed “thre:
aviation” and not allowed on airplanes under any circumstances.

Steigman added that the TSA itself has no guidelines defining who is put on the list, but ratt
relies on names provided by other federal agencies, such as the FBI, Secret Service or INS. T
TSA also has no procedures for people to clear their names and get off the list.

It appears, however, that this is only part of thestory. Most of those why have been singled ¢
special interrogation and searches of their g s3pe and Gicir persons, &t least those who hav
public with their experiences, clearly are not “fitreats to aviativn.” Indeed, many have been ;
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advocates of nonviolence.

Consider the experience of John Dear, a 43-year-old Jesuit priest, member of the Catholic p
group Pax Christi and former executive director of the Fellowship of Reconciliation, an inte1
global peace organization. I fly just about every week,” Dear says. “Since 9/11, I've been tak
aside at the boarding gatc every single time and searched and questioned.”

He describes one particularly disturbing experience. “J got to the Southwest Airlines gate at
San Josc airport, on my way to Los Angeles, but as soon as the attendant saw my boarding p
shouted, “You can't be here. You have to be searched!”

“Everyoue's jaws dropped, and all the passengers backed away from me,” he recalls. The flig
delayed while Dear was taken aside and minutely searched, with more than 100 passengers
loaking on nervously.

Others, like the Green Party’s Nancy Oden, have reported being detained by armed soldiers,
like Green Party leader Doug Stuber, questioned by Secret Service agents, sometimes at suc]
length that they missed their flights. In most cases, they ultimately were parmitted to fly to1

destinations.

Asked if such people are considered “threats to aviation,” Steigman said no. He speculated ©
they might have gotten on the list because they committed federal felonies. Some do have re
In Dear’s case, he went to jail for ceremonially whacking an P-15 jet with a hammer in an ac
civil disobedience.

But nane of the people whose cases In These Ttmes has examined had any history of violene _
would suggest they might be a threat to airline safety. Indeed many, like Dear, are ardent pa
What they seem to share is opposition to the Bush administration's war policies and its attac
civil liberties.

So what is going on here?

Asked if the TSA has a second list, one not of the “threats to aviation™ who would never be al
to get on a plane, but rather of political activigrs who ara to be singled out for intense scrutin
interrogation, Steigman said, “I don't know. I'll have to look into that,"

A day later, he came back with a curiously candid, if rather alarming, answer. “I checked wit
security people,” he said, "and they said there is no second list.” Then, after a pause, he adde
course, that could mean one of two things: Either there is no second list, or there is a list, an
they're not going to talk about it for security reasons.”

Some of those who have been stopped for special scrutiny by TSA agents in recent months h
been specifically told that their names were "on a ljst.” Last spring, Virgine Lawinger, a 74-y
old nun and a member of Peace Actjon, was stopped at the Milwaukee airport along with sor
other members of the group on their way to Washington to lobby the Wisconsin congressior
delegation against military aid to Colombia. She says they were told at the time by local shes
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deputies and Midwest Express ticketing personncl that one or several of them were "on a'lis
that the TSA had instructed airport security to keep the group off the plane.

Lawinger, with the help of the local ACLU, filed a Freedom of Information request with the’
early October, secking to learn why she bad been barred from her flight. A month later, wor:
back that the TSA had a file on her, though all the pages were withheld except for a copy of ¢
clipping from the lucal paper reposting on her experience at the airpart. It isn't known whet
other information in Lawinger's TSA file contains information predating the airportinciden

Barbara Olshansky, assistant legal director of the Center for Constitutional Rights (CCR) in
York, reports that she has been stopped and searched every time she has flown since 9/11. 0
three of those accasians, she was forced to pull down her pants in view of other travelers. O1
those times, when she demanded to know why she was being singled out, the airline agent a
gate threatened to bar her from the plane if she raised a fuss and added brusquely, “The con
spit you out. I don't know why, and I don't have time to talk to you about it."

B PP,

While few would object to the TSA's maintaining a properly compiled list of genuine “threat:
aviation” or preventing such people from boarding planes, it would appear that such a “no fl
is nat the one leading to all the harassment of political activists, who, after all, usually do get

Nancy Chang, a senior litigation attorney at the CCR, who also has been singled out for sear:
and questioning at the airport, says the government is “leveraging legitimate air safety concs
into a program that targets law-abiding Americans for qu estioning and detention based on t
political viewpoines.” '

Father Dear agrees. “I think what they are doing is harassing people wha are oppasing the w
publicly speaking out against administration policy,” he says.

One hint that this may be what is going on was provided to the Green Party’s Stuber. When-
Secret Service agents called in by the TSA security guards arvived at Raleigh-Durham Airpor
interrogate (and run 3 retina scan on) him, he says they came armed with a loase-leaf binde
which they left open near him as he was being questioned. On an open page, he claims he w:
to discern a long list of progressive political organizations. Among those he was able to maks
clearly on the list: the Green Party, Greenpazace, Barth First! and Amnesty International. Sic
interrogation in October, Stuber, an art dealer, says he has been unable to getonto a plane.

Confirmation of a TSA travel blacklist is particularly troubling to civil-liberties advocates, be

_ the names of people to be subjected to extra security investigation are being made available

private companies. Airline computers at airport boarding gates are flagging people. These li:

not being closely held within the natjonal security or law-enforcement files, but are apparen
being widely dispersed.

In fact, this seems to be the new privatization approach of the administration when it comes
Homeland Security. The Wall Street Jowrnal reported that the FBI made its list of people w:
even remote links to terrorism—having associated, perhaps inadvertently, with a terror susg

for example—available to a wide range of private companies, from banks and rental-car cor
to casinos.

1/8/03
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Says CCR's Olshansky: “It’s bad enough when the federal government has lists like this with
guidelines on how they’re compiled or how to uce them. But when these lists are then given:
private sector, there are even less controls over how they are used or misused.” Since airline
always had the right to decide whether someone can board a plane, she observes that provid

such a list to an aicline represents a “tremendous chilling of the First Amendment right to tr
~ and speak freely.”

This week, the CCR announced that it is considering a lawsuit against the TSA. A number of
whose travel has been interfercd with have signed on as possible plaintiffs, and CCR is inviti
those with similar experiences to contact them. Meanwhile, the ACLU has posted a no-fly

complaint form to fill out on its Web site for those who are harassed or prevented from flyin

Calling the existence of such travel blacklists “an obvious and egregious violation of the First
Amendment, because it permits both discrimination against a particular viewpoint and bec

is a prior restraint on Americans’ right to travel,” CCR Legal Director William Goodman say
U.S. government appears to be targeting citizens because of their beliefs." N

Dave Lindorff, a regular contributor te In These Times, is the author of Killing Ttme, a ne
on the case of Mumia Abu-Jamal.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: DEADLINE 11/15/2002 Date: 10/23/2002

To: All Field Offices Attn: ADICs

SACs
IT Program Manager
DT Program Manager

All Legats
&J1s ' uc
Counterterrorism Section Chiefs

From: Counterterrorism
NJISAWS/TWWU/Room 11303 "
Contact: SSA

Approved By: D'Amuro Pasquale kﬁ*"’///r

Pistole John S ¢ ' b7C

Miller Mark E N

£ «
b2
Drafted By: 341
|
Case ID #: (Pending) gb_ﬁ
Title: TERRORISM WATCH LIST D5

Synopsis: This communication summarizes the evolution of the !
errorism Watch List (TWL), sets forth criteria and g;g;gcng

Reference: b2

Details: By EC dated 03/19/2002 (see referenced serial 37), all field
offices, FBIHQ Divisions and Legats were advised of the creation of a
permanent Terrorism Watch List (TWL). The purpose of the TWL was to
serve as a centralized repository of names of investigative interest
‘ IQIQ:Ed tQ terrorj sSm jn::egt:‘ Oations )

: b5
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Talking Points for the Directar Goncerning the TOA No Flyleiectes Lists Page 1]

From:
To:
Date: Wed, Apr 23, 2003 2:19 PM
Subject: Talking Points for the Director Concerning the TSA No Fly/Selectee Lists
b7C
1

Attached are the talking points you requested for the Director conceming TSA's No Fly and Selectee List.

CC:

ALL INFORMATION CONTAINED
HEREEISﬁEﬁSIFﬂ WA N LS/ e /CA .

Cat asz-11119
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From:

To: LEGAT VIENNA

Date: Thu, Oct 10, 2002 12:35 PM
Subject:

b2
b5
b7C
b7D
b7E

However, you could direct them to one of the following persons who may be able for further assistance:

I I
|__—_|TSA Intelligence Watch | histributes the lists to me)

Hope this helps somewhat. ['ve cc'd the TSA Detailee here.Es he surely might have other
names to contact.

‘zz_quFt Vienna 10/7/02 4:45:23 AM >>>

Additionally, | have read many e-mails back and forth on the topic of dissemination and nothing seems
clear. | assume the US military can have a copy of this list. If not, kindly advise.

—
cc: |:| TSA LIST PROCESS

b7C

m. INFORMATION CONTAINED

T
CAY o3 angq. 61 NLS 'QG/COL
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NoFiyList i page 1 4
b2
_ b7C
From: l I
To: ALL LEGAT GROUP; Aviation Field 17 ' b7D

Date: Tue, Sep 17, 2002 _8:05 PM
Subject: | i\lo Fly List

| forward the attached for your information. Knowing this group, there will undoubtedly be some wise
comments and observations, which | welcome.

Thanks.

CcC: . Aviation-CIRG&Training; Aviation-CTD; Aviation-D...

_ALL INFORMATION CONTAINED

W;Maw NLS(‘QG/@L
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From:
Sept: b7C ‘ Q_Q;;;g;;ly_, June 26, 2002 4:58 PM

Subject: e: Meet with 1S5A and Bl Counsel re TSA lists

Monday at 3 is fine with me. | may be bringing a2 TDY agent with me, as that is his first day here and he is an Airport
Agent, so this will provide the field perspective, if any such questions arise. b7C
22 126/02 4:45:26 PM >>> '

Tal TSA Counsel calied and suggested Monday afternoon at 3. Is that okay with you? | assume over here so |
have reserved our OGC conference room, 7426. 1l clarify details and talk to you before that.

>>3 |06/26/02 10:50AM >>>
l | please set it up as soon as possible, Mon afternoon or Tues. thanks.

>3 T6r26/02 10:47:21 AM >>>

Just let me know when the meeting is going to be, and where.
ﬁﬁs
b2
223 ~ D6/25/02 05:00PM >>> LE

| Fare'you available early next week to go over the No Fly and Selectee lists with the TSA Counsel? ll.manhnnad.m-z_—-l i
previous email, | spoke wit]  Leste : o list "basics” o to ideati o ori

>> l6/25/02 1:41:21 PM >>>

I called the TSA counsel and he wants to meet w/me, you an%o learn more about the watchlists and what
should all do about it. | think that's a good idea. What is your availability this week and next? and can you find out whab
is?

[ ledd | : . bicC

>>>| 16/24/02 12:19PM >>>

Attached are two pieces which I've'written or contributed to relative to the Watch lists. In d", the second “bullet"
talks briefly about Project Lookout transitioning into the current Watch lists P re extensive, and is a
combination of answers provided bf:_ind me about the TSA lists versus other Tists, i.e., the FBI's Terrorism Watch List.

Perhaps this will give you some additional info, maybe not....

SSA _Kfax) ) ALL INFORMA
Civil Aviation Security Program, Room 11795 b HERELiy

Domestic Terrorism Counterterrorism Planning Section 1H7¢C DAT
Counterterrorism Division

[ | 231777
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From: | I . b7C
Sent: ursday, June 27, 2002 1:10 PM

To:

Cc:

Subject: Re: Meet with TSA and FBI Counsel re TSA lists

Dif at all possible | will attempt to attend this. AMC

06/26 10:50 AM >>>
please set it up as soon as possible, Mon afternoon or Tues. thanks.
Imlj__;___—_hlwoz 10:47:21 AM >>> b7C
ust let me know when the meeting Is going to be, and where.

S .

2224 6/25/02 05:00PM >>> .
are you available early next week to go over the No Fly and Selectee lists with the TSA Counsel? As! mentioned in a previous email, | spoke with
esterday about the list "basics", but | was not able to identify the criteria, for one, as to what makes one a *known" vs a "possible” threat to
viaton, and other issues re interviewing passengers on the basis of the list, etc.

D b7C

6/25/02 1:41:21 PM >>> ‘
called the 1SA counsel and he wants to meet w/me, you an feam more about the watchiists and what we should all do aboutit. | think
at's a good idea. What is your avallability this week and next? and can you find out what is?

L 2 b7C
>>y J06/24/02 12:19PM >>>
Attached are two pieces which 've written or contd tive to the Watch lists. u{;:lm-. the second *bullet” talks fr t Project
Lookout transitioning into the current Waitch lists d" is more extensive, and 1S a comuination of answers provided b! nd me
about the TSA lists versus other lisis, i.e., the FBI's Temonsm Watch List. Perhaps this will give you some additional info, maybe not....

) SS/’ ax) 2
4 Civil Avia ecuniy Program, Room 11795 b

4 Domestic Terorism Counterterrorism Planning Section b7C

) rcqsm&nmﬁ;n_L%isbn
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From:

Sent: “Wednesday, August 07, 2002 1:49 PM

To: b7C

Cc:

Subject: Re: Legat dissem of No Fly List . b2
b5
b7E

All, the No Fly and Selectee lists are controlled by the TSA and as su i i j i | watch list is not 1o
__be disseminated outside of the U.S. intelligence community if that far.

>y p8/05 6:52 PM >>>
L I b7C

This is probably a tricky question depending on to whom you wish to give it and why. If you have an FAA/TSA rep at your embassy, it might be best to
discuss this with them and let me know what they say. I've been answering this question for other legats, but each legat's situation may be different.

| think it should be disseminable to liaison contacts responsible for aviation-security matters, meaning the police at the airport who will be interviewing
potential matches to the list. You can't conduct the interviews... Beyond that, we have made no decisions as to putfing these fotks in NCIC, and what
to do if they are stopped on a street comer. | am permitied, by TSA regulation now, to disseminate within my agency, and the carriers are permitted to
disseminate locally to law enforcement, so if you give it to law enforcement, same thing.

Hopefully, you can loak at the purpose of the list, and go from there. Thanks for your question. If you run into problems or other questions, please let
me know.

>>] I8/5/02 1:11:06 AM >>>
L b7C

Can we dissseminate this list to foreign liaison?

]

s> "~ 8/01/02 05:58AM >>>
I've received a couple of questions from Legats about the lists, such as whether the names are in other databases, etc. I'll answer as | can and cc
everyone, and then try to compile a comprehensive info sheet at some point. For example, since the FBL is only one contributor to these lists, | cannot
say what other databases may contain ALL the names. However, itis very likely that a lot, if not all, of the names are in TECS and Visa/Viper, because
those agencies often receive the same info that the FBI receives, and those agencies input names whether they end up on the TSA lists or not. | am
hoping that any FBI entity which adds a name to this list also sees to it that the name is added to all the other lists as well.

Piease forward this mail as appropriate within your offices and to CPIDuty Agent. Thank you. b2

* Recipients of this mail have either been designated as Airport Liaison Agents or have duties and respansibilities which necessitate, or are enhanced
by, awareness of Transportation Security Administration (TSA - formerly FAA) security information.

These lists and general guidance for FBI response to possible name matches on TSA lists may be found a{ pn
the FBI Intranet, and also on LEO, Special Interest Groups, FBI, Member Area. The lists are sorted two ways, W
number.** -

SSI’ ) Ifax)
Civil Aviation Securily Program, Room 11795 b2

Domestic Terrorism Counterterrorism Planning Section
Counterterrorism Division b7C

ALL INFORMATIC:: CONTAINED
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From: 1

Sent: Thursday. February 13,2003 2:46 PM
To: b7C

Cc:

Subject: TSA No-Fly List
I__—_—IAnother fing infn A " ion”

__on the No-Fly List

Do you know in thi int o voudl

Anyway, something more to think about. b2
1] b5
B7C b7C
b7E
ALL INFORMATION CONTAINED
HEREIN | SSIFIED -
SO LA/

83- /777
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From: ]

Sent: 1,7 —Thursday. October 17 2002 11:23 AM

To:

Cce: ‘

Subject: Fwd: Re: Terrorism Watch List, etc.
b7C

| have dealt withl:Fin DT (who disseminates the No-Fly list to field offices and provides them guidance on what to
response to a “hit") and the people on these concems a few months ago but not the TWL people directly. Feel free to send it to
although ! realize the criminal law/procedure concerns are not really his job to tend to directly.

]

>> hor7/02 11:06AM >>>

1 ] sent the information to you for the criminal faw issues that you raised, and not the intel issues. | can't determine from your response
whether you are dealing with TWL pecple regarding the issues you raised in your response to me. If not, I'll forward your response to
unfess you did so separately. Thanks.

>>>l hor1z:00 09-46AM >>>
Thanks|

b7C

I___] b7C b2

>>] 0/16/02 01:56PM >>> bS5
RN entioned that you would be reviewing this for ILU. b7C
jthis is

b7E

INFORBATiDiy conry

AL

He NED

iy %«ﬁ;mg . 4/ :
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Sent b7C 17, 2002 9:46 AM
To:
Cc:
Subject: Fwd: Re: Terrorismy Watch List, etc.
Thanks |
b2
>>3] 0/16/02 01:56PM >>> b5
entioned that you would be reviewing this for ILU.
1515 Tyi b7C
b7E

ALL IR

FORMATIUN CONTAIED
A ASSIFIE
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From:

.?:?t: b7C Ii:f:ﬂber 10, 2002 9:11 AM
Subject: wd: Re: Terrorism Watch List, etc.

[

» b2
> Thoronzor:53amM>>>
How come you were not part of this e-mail? Are you aware of this? Please review and let me know what you think. b5
b7C
b7E

FBIO0057
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b7C
movement." A

TOOL FOR TERROR

In his testimony before Congress, Mueller described the watch list as an necessary tool for tracking
individuals who had not committed a crime but were suspected of terrorist links. "t is critically important,”
he said, "that we have state and locals {police) identify a person has been stopped, not necessarily
detained, but get us the information that the person has been stopped ata particular place.” None of this
makes the peace activists fee! any safer - about flying or about their right to disagree with their
government.

"It's probably bad for (airport) security,” said Sister Virgine. "Stopping us took a lot of staff away from
checking out what else was going an in that airport.” Uttimately, she said, “To not have dissent in a country

like this would be an attack on one of our most precious freedoms. This is the essence of being an
American citizen -- the right to dissent."

CcC:
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From: ‘
To: : S"
Date: 12/26/02 2:57:25 PM

‘Subject: Re: No Fly List Issue
n__]

No, I have not heard anything, but | would be pleased if the SACs would talk to someone about it. As with
everything else these days, there probably needs to be an MOU between the TSA and all the submitting

agencies that no names will go on the list without associated Mi No .
__one is really fully accountable to fix the problem voy descnbei bl
| b2

) - |

b2

b7E

X ' help you further, except that | will send a copy of the below email directly tD

o7C

By the way, I'm retiring from the FBi on 12/31,and SSA__________Jwill be the Civil Aviation Security

Program manager, if you have further questions ar need additional help. Please give my best to SAC

Knowiton.

Regards

>>31 12/26/02 12:10:14 PM >>>

" Do you have any update on this matter?
Thanks,
o7C

>3 12/12 11:20 AM >35>
bl
b2
b7E

Please talk td }o see if TSA will require the subumitt i i
b7C information forwarded to 1SA for inclusion on the list an l0 pleas

-5-J3

cu\ssmeg gv Ut LoaEI NS | o ?;m;&o«
EASON ASSIFE
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[Re:NoFly Listissue = @@ @

I'm sure an expeditious response will be most appreciated by all concemed. Thanks. L—_:

ssAl

(fax)

Civil Aviation Security Program, Room 11795
Domestic Terrorism Counterterrorism Planning Section:
Counterterrorism Division b2

b7C

5>

~h2/10/02 12:08:13 PM >>>

SAC Knowlton would fike a resolution to a recurring problem we've encountered in LV regarding a No-Fly

List (NFL) issue.

)

and has not been rectied. ~(S|

Your attention in this matter is very much appreciated.

CC: . Aviation-CAS Program;

b7C

' fis proE]em has occurred several imes over he pasE Tew montl

bl

FBI00060



From FBI)
Sent: July 06, 2 St P
To

C

Subject: Re: TSA No Fly List

——- Original Message —--

From:| kFBDY |

Tol . b2
b7C

Cor - | b7D

(E-mail})" b7E

Sent: Friday, July 05, 2002 5:50 PM
~ Subject: Re: TSA No Fly List

Hellg -

upervisory Special Agent

Civil Aviation Security Program ,

Special Events Management Unit, Room 11795
Domestic Terrorism Counterterrorism Planning Section
Counterterrorism Division

Federal Bureau of Investigation
lfax)

-—-- Original Message -—-
Froml |

T
Cc
(E-mail)| T
£1L INFORMATION CONTAINED
2&“‘%‘3 UNELASS;FIED 0ab ,) I\[LS Q ¢ /Ca(_
Cok03-11N9
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From]_ AFI

Subject: Re: TSA No Fly List
Date: Tue, 18 Jun 2002 21:31:57 -0400
Hi - I'm working late, which gives me time to answer. I have been =

preaching the exact same problems here, but perhaps it will mean more to =
my bosses coming from you]

b2
b5
b7C
b7D
b7E

bicC

ﬁtz%z INFORMATION CONTAINED
IBR-OAm 1 CL0a6N N Ls{ne /mg
Cak03-1N1Y

b2
b7C
b7D
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Privacy Issues - Follow-up

~ Follow-up after 12-20-02 Mtg with Director on Privacy Issues

o7C

Racial Profiling - Check on OLP Guidance (Done-Nothing forthcoming)

Re: Watch Lists (TWL, No Fly List/Selectee List)

Talk to Larry Mefford about Protocols as to who goes on list, and ho be
removed, criteria for Terry category of detain for questioning by FBJTTH

Follow-up on MOU re: Tip-Off Terror names into NCIC

Re: Investigations relating to Public Places and Events
CDC Conference scheduled for January, put it on agenda for discussion to determine
whether it is being done, whether they have concerns

Re: Schools/Libraries
Prepare EC or e-mail instructing that if ing non-specific request for records in
absence of predication, check with OGC LU) '

Techhology Review Board ‘
Move forward on design, foxmation' TLU)

Designate OGC Attomey to monitor ongoing privacy issues

Prepare Talking Points ()

Prepare Briefings/Speeches ( )

ﬁg}.‘ El}!‘ll’o#}rﬂt‘;‘{l’!ON CONTAINED
LASSIFL y
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Tuesday, November 19, 2002

Far Afield: FBI's Post-Sept. 11 'Watch List' Mutates, Acquires Life of Its
: Own

Bureau Gave It to Companies; Now, Out-of-Date Versions Dog Some People Named
Still Citing the Atta Brothers
By Ann Davis

LAS VEGAS -- When a patron at the New York-New York casino plugged his
frequent -player card into a slot machine one day this summer, something strange
happened: An alert warned the casino's surveillance officials that an associate
of a suspected terrorist might be on the grounds.

How did a casino's computer make such a connection? Shortly after Sept. 11, th

FBI had entrusted a quickly developed watch list to scores of corporations aroun
the country.

" Departing from its usual practice of closely guarding such lists, the FBI

circulated the names of hundreds of people it wanted to question.
Counterterrorism officials gave the list to car-rental companies. Then FBI field
agents and other officials circulated it to big banks, travel- reservations
systems, firms that collect consumer data, as well as casino operators such as

| MGM Mirage, the owner of New York-New York. Additional recipients included

i businesses thought vulnerable to terrorist intrusion, including truckers,

| chemical companies and power-plant operators. It was the largest intelligence-

1 sharing experiment the bureau has ever undertaken with the private sector.

!

A year later, the list has taken on a life of its own, with multiplying -- and
error-filled -- versions being passed around like bootleg music. Some companies
fed a version of the list into their own databases and now use it to screen job
applicants and customers. A water-utilities trade association used the list "“in
lieu of" standard background checks, says the New Jersey group's executive
director.

The list included many people the FBI didn't suspect but just wanted to talk
to. Yet a version on SeguRed.com, a South American security-oriented Web site
that got a copy from a Venezuelan bank's security officer, is headed: "list of
suspected terrorists sent by the FBI to financial institutions." (The site's
editor says he may change the heading.) Meanwhile, a supermarket trade group use
a version of the list to try to check whether terrorists were raising funds
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through known shoplifting rings. The trade group won't disclose results.

The FBI credits the effort, dubbed Project Lookout, with helping it rapidly
£ind some people with relevant information in the crisis atmosphere right after
the terror attacks. MGM Mirage says it has tipped off the FBI at least six times
since beginning to track hotel and casino guests against the list.

The FBI and other investigative agencies -- which were criticized after Sept.
11 for not sharing their information enough -- are exploring new ways to do so,
‘including mining corporate data to find suspects or spot suspicious activity. Th
Pentagon is developing technology it can use to sweep up personal data from
commercial transactions around the world. "Information sharing" has become a
buzzword. But one significant step in this direction, Project Lookout, is in man:
ways a study in how not to share intelligence.

The watch list shared with companies -- one part of the FBI's massive
counterterrorism database -- quickly became obsolete as the bureau worked its wa
through the names. The FBI's counterterrorism division quietly stopped updating
the list more than a year ago. But it never informed most of the companies that
had received a copy. FBI headquarters doesn't know who is still using the list
because officials never kept track of who got it.

"We have now lost control of that list," says Art Cummings, head of the
strategic analysis and warning section of the FBI's counterterrorism division.
“We shouldn't have had those problems.*

The bureau tried to cut off distribution after less than six weeks, partly frot
worry that suspects could too easily find out they had been tagged. Another
concern has been misidentification, especially as multipart Middle Eastern names
are degraded by typos when faxed and are fed into new databases.

Then there's the problem of getting off the list. At first the FBI frequently
removed names of people it had cleared. But issuing updated lists, which the FBI
once did as often as four times a day, didn't' fix the older ones already in
circulation. Three brothers in Texas named Atta -- long since exonerated, and no
relation to the alleged lead hijacker -- are still trying to chase their names
off copies of the list posted on Internet sites in at least five countries.

People who've asked the FBI for help getting off the bootleg lists say they've
been told the bureau can't do anything to correct outdated lists still floating
around. The FBI's Mr. Cummings says that “the most we can control is our officia:
dissemination of that list." Once it left the law-enforcement community, "we hawve
no jurisdiction to say, 'If you disseminate this further, we will prosecute
you. (]

Despite the problems, Mr. Cummings and other proponents of information- sharinc
say the process should be improved, not abandoned. Software companies are rushinc
to help, trying to make information-sharing easier and more effective.
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Systems Research & Development in Las Vegas is among those working on ways to
make exchanging law-enforcement and corporate information a two-way street
without compromising privacy. "I believe there's probably 10 to 50 companies in
America that across them touch 80% to 90% of the entire country," says SRD
founder Jeff Jonas, citing credit-card companies, banks, airlines, hotel chains
and rental-car companies. "There should be a protocol in place that corporate

America could bc plugged into that allows them to say, 'We'd like to help,' " he
says. A

But some officials at the U.S. Customs Service, the Office of Homeland Securit
and the FBI's own Criminal Justice Information Services Division doubt the wisdo
of circulating watch lists widely, and some say they didn't even know about
Project Lookout. Civil libertarians worry about enlisting companies to track
innocent people for the government. Many companies say they need to be insulated
from liability if they're expected to share data on people with the government.

"It's a tough, tough box to get into. You end up with legitimate concerns abou
moving into Orwell's '1984,"' says Henry Nocella, an official of Professional
Security Bureau Ltd. in Nutley, N.J., and a former security director at
Bestfoods. "Yet you know there's a need to collect and analyze information."

Before Sept. 11, the government rarely revealed the names of terrorism suspect
to companies. The exception was when it had a subpoena for specific information
the government believed a company had about a person under investigation. But
after the attacks, counterterrorism officials were concerned that members of
terrorist cells could have slipped undetected into companies or communities. The:
feared that by the time they figured out where to direct subpoenas, the suspects
could get away or even stage another attack.

Holed up in a "strategic information and operations center' in Washington, a
small circle of FBI officials decided on Sept. 15, 2001, to put out a broad
heads-up to state and local police and to trusted companies. "We're not playing
games here. This was real life. We wanted as many people as possible to know thi
is who we wanted to talk to," says Steven Berry, an FBI spokesman. v

Agents cast a wide net that, by its nature, included scores of innocent people
They started by using record gsearches and interviews to identify "“anybody who ha.
contact" with the 19 hijackers, Mr. Cummings recalls. Kevin Giblin, chief of the
terrorist warning unit, decided.that car-rental companies.and local police shoul.
be the first outside of the airlines to get the list. One firm that received it,
Ford Motor Co.'s Hertz unit, says it checked the list against its records and
told the FBI of any matches, but then pasically let the list lie dormant.

Trade groups proved a quick way to spread the word. The FBI gave the list to
the Transportation Department. It shared the names with the American Trucking

' Associations, which promptly e-mailed the list to nearly 3,000 trucking

companies. The International Security Management Association, an elite group of

executives at 350 companies, put the list on a password-protected part of its We

site, allowing members to scan it in private, members say.
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On their own, FBI field agents shared the list with some chemical, drug,
security-guard, gambling and power-plant companies, according to interviews with
companies. The FBI's Mr. Giblin says he hadn't realized how extensively field
agents distributed the list. But he says agents have considerable autonomy and
are expected to keep close ties to companies in their area.

One field agent, Daron Borst of the FBI's Las Vegas office, says, "I do
remember very distinctly the attitude of the country was, ‘Do something.' This
was one way to .get out there and develop an intelligence base. The other option
was to sit in our offices and wait for the phones to ring."

Mr. Giblin says that by Oct. 23 of 2001, he had notified police agencies that
the bureau was no longer looking for the people on the watch list. But he made n
arrangements to tell businesses. Indeed, Southern Co. didn't receive its list
until November 2001, when FBI field agents in Alabama asked the power company to
"see if any folks on the list . . . had ([customer] accounts," says a company
spokeswoman, Laura Varn. The FBI declines to comment on the timing.

Mr. Giblin says the bureau stressed to recipients that the people named weren'
all suspects. "This wasn't a blacklist," he says.

Mark Deuitch landed on the list. A financier from Boone, N.C., he works on
deals for Middle Eastern investors. On Sept. 11, he was scheduled to begin a
flight that would take him to Washington -- using a ticket purchased by a Saudi
business partner. After interviewing Mr. Deuitch, the FBI removed his name.

But even now, Mr. Deuitch says, nearly every time he does a Google search of
the Internet, he finds another version of the list that still has his name on it
He says he is searched so often at airports that he has curtailed his flying. He
says it orice took him nearly two hours to get a rental car from Budget in_
Florida. Budget Group Inc. had no comment about Mr. Deuitch's experience except
to say it gave the FBI historical reservations data right after Sept. 11 and "we
have not been asked in recent months to assist the FBI in this manner." Mr.
Deuitch says his worst fear is “an unstable person getting hold of the name and
- wanting to take some sort of revenge."

The initial list also named Asem Atta. Mr. Atta, a Pakistani programmer who
once worked for Enron Corp., wasn't hiding. He has his own Web site, which
proclaims his affection for the rock band Red Hot Chili Peppers, his dislike for
the color purple and his love of a special hummus recipe.

The FBI later removed Mr. Atta and two brothers from updated versions of the
watch list. The brothers d=clined to comment, but Rhonda Atta, the U.S.-born wif
of one of them, recently called the FBI to complain about several lists that
still include tliz brothers. She cited an Italian Web site and one in Mexico. Ms.
Atta says an FBI agent in Texas told her it didn‘'t have control over those sites

and she needed to write the sites a letter.

At DuPont Co., global security manager William Reiter says he ran the FBI watc
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list against all 97,000 DuPont employees. He also sent a printout to managers at
hazardous-chemical plants and asked them to check the names of vendors'
employees, warning: "If you find anybody, do not confront them. Go to your local
terrorism task .force." DuPont saw a few names it had questions about, but none
turned out to be the people the FBI was interested in.

The absence of addresses, dates of birth and Social Security numbers for many
names made some companies fret that the lists were an invitation to misidentify
people. At Securitas Holdings Inc., a unit of Securitas AB that runs the
Pinkerton and Burns security-guard businesses, Chairman Don Walker says he

compared a watch list of about 150 to 175 names against his payrolls once, then
told the FBI to take it back.

The few hits he got turned out to be the wrong person. Mr. Walker says he was
uncomfortable participating in "a snitch system" based on possibly faulty data.
"We didn't feel like it was information that was something you could make a
decision about. You get a name and what are you going to do with it? Are you not
going to hire anybody with that name?"

Airline Automation Inc., a Tucson, Ariz., company that helps airlines process
reservations, says that early on, it was receiving four or five versions of the
list a day from an airline client. Using a "fax of a fax," staffers furiously
pecked names into a database. "Some of the names were 80 smudged it was difficul
to see. . . . The 'o's blurred into 'e's," says Frank Arciuolo, an executive vic
president. The FBI later sent some companies electronic versions.

Few companies had the skills to detect whether Middle Eastern names had errors
or to check for common alternative spellings. Airline Automation called in
Language Analysis Systems Inc., a name-recognition-software firm in. Herndon, Va.
A list reviewed by the language firm's chief executive, Jack Hermansen, for The
Wall Street Journal contained a number of first names of Abdul, which Mr.
Hermansen says is almost never a complete first name on its own. "The risk is
that you'll match many, many Abduls. It's like looking for 'Mac' in the Scottish
phone bock," he says. Other entries looked as if they'd been transcribed by an
optical scanning machine with some mistaken letters.

By the time the FBI tried to close out its list, at least 50 versions were
floating around, say people who saw numbered ones. Some companies were asking
goftware firms such as Systems Research & Development how to make better use of
the lists. SRD, which is financed in part by a venture-capital arm of the Centra:
Intelligence Agency, has a program called NORA, for Non-Obvious Relationship
Awareness. It mines data to detect hard-to-see links between people, such as use
of the same residence oxr phone number.

MGM Mirage -- which was already using NORXL to cneck hotel and casino guests!'
names against a lot of lists, such as those of people whose assets have been
frozen -- began using the software with the FBI watch list. This is how Patricia
Fischer, an MGM surveillance executive, got a computer alert this summer about
the gambler at the New York-New York casino. She decided the gambler's link to

Copr. ¢ West 2002 No Claim to Orig. U.S. Govt. Works

1

e e e FBIO0O070



Page
11/19/02 wWSJ Al

the watch list was too tenuous to pass on to the FBI: The man merely lived in an
apartment building across the street from someone whose name had once had been o:
the list but had been removed. NORA software had made the link.

Though MGM's list is out of date, Alan Feldman, an MGM senior vice president,
figures that "it's better to have the information than not, on the off chance
that something might develop from one of the names even though it had been
removed. . . . We don't see the harm in it." Mr. Feldman says “the beauty of the

system is that we're getting advance information" such as a hotel reservation arx
*watch for you to come in."

The FBI's Mr. Giblin says when he fields tips nowadays from companies that have

the watch list, he tells them it's obsolete. But not all field offices turn down
such tips.

There are conflicting views in the government about how far to go in recruitinc
companies as law enforcement's eyes and ears. The Office of Homeland Security
says it has no plan to share with companies a master list it's compiling that
consolidates watch lists from various agencies. SRD, meanwhile, is trying to
interest companies and the FBI in software that would allow them to query one
another about possible matches without letting them see each other's data.

If the government does decide to disseminate watch lists in the future, it
won't face high legal hurdles, says Daniel Ortiz, a law professor at the
University of Virginia. He says someone who appears wrongly on a watch list coulc
ask for a correction but couldn't prevent the list's circulation or sue the
government for damages under current privacy laws. The government just has to be
careful not to single people out solely on race or ethnicity.

Businesses face more jeopardy, however. Many industries, such as cable
companies and banks, operate under special privacy laws preventing them from
giving customer information to the government without a subpoena.

Galileo International, which processes millions of air, hotel and car-rental
reservations, has discussed ways the government might link up to Galileo's
system. The firm, a unit of Cendant Corp., hasn't gone forward in part because of
both privacy and liability concerns, says Paul Quade, a vice president.

“ITf the government comes out with an indemnification or firewall or total
privacy system, we'd be happy to participate in anything that serves homeland
security, " Mr. Quade says. "I don'‘t think anybody's come up with a solution yet
that we can use to identify dangerous people and at the same time protect real
people. ™ :

Question: Should companies be given the names of people the FBI wants to
interview in its counter-terrorism efforts? Visit WSJ.com/Question to vote.
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Tough Call

Enlisting corporations to help terror investigators has benefits and
pitfalls:

PROS

-- Could help find terror suspects more quickly.

-- Vastly increases information at law enforcement's disposal.

-- May help vulnerable companies discover terrorist intruders before
being attacked.

CONS

-- Increases chance of mistreatment or misidentification of innocent
people. :

-- List could fall into terrorists' hands, leading them to assume new
identities.

-- Raises fears that government will store corporate data for future,
nonterror uses.
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To: TMU, TRANSPORT, Watch

Date: Tue, Apr 22, 2003 9:18 PM

Subject: 4/22/03 NewsEdge Article re ACLU seeks government data regarding secret *"no-fly"

list

ACLU seeks government data regarding secret "no-fly" list

SAN FRANCISCO (AP) The American Civil Liberties Union sued the FBI and other government agencies
Tuesday on behalf of two peace activists detained at an airport because their names popped up on a
secret “"no-fly" list.

The women were among 339 travelers briefly detained and questioned at San Francisco International
Airport during the past two years after their names were found in the database, the ACLU said, citing
government documents. Those travelers ultimately were allowed to continue on their journeys.
"*Thousands of passengers are likely being subjected to the same sort of treatment at airports across the
country,” said Jayashri Srikantiah, an ACLU attorney. .

The database was created after the Sept. 11 terrorist attacks as a way to prevent potential terrorists from
boarding planes. The Transportation Security Administration gets names from law enforcement officials
and gives the lists to airlines to screen passengers.

The ACLU is asking a federal judge to demand that the TSA, FBI or the Justice Department disclose who
is on the list, how they got on it and how they can get off it.

The plaintiffs, Rebecca Gordon and Janet Adams, publish the San F rancisco-based War Times. They
were stopped in August while checking in for a flight to Boston.

"It was very distressing,” Gordon said. The two invoked the Freedom of Information Act to demand that
authorities reveal why they were stopped. The TSA did not respond to their request and the FBI said no
files on the two existed, the ACLU said.

An FBI spokesman on Tuesday refemred inquiries to the TSA. TSA spokesman Niko Melendez said those
on the no-fly list pose, or are suspected of posing, a threat to civil aviation and national security. He added
that the agency does “not confirm the presence of a particular name of an individual on a list.”
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'No Fly' List Is Challenged In A Lawsuit
The New York Times
By Eric Lichtblau

April 23, 2003

WASHINGTON, DC - Civil rights advocates démanded today that the federal government explain how
hundreds of people — some of them vocal critics of the Bush administration — have ended up on a list
used to stop people suspected of having terrorist links from boarding commercial air flights.

In a lawsuit filed in San Francisco, the American Civil Liberties Union said government officials had
improperly withheld information about how people wind up on the "no fly" list, what steps are taken to
ensure its accuracy and how people who are erroneously detained at airports can get their names off the
list. "Without even basic information about the no-fly list or other watch lists," the lawsuit said, "the
public cannot evaluate the government's decision to use such lists." Since the attacks on Sept. 11, 2001,
the FBI. and federal transportation officials have generated secret lists of people suspected of having
terrorist ties who should be stopped and questioned if they try to board an airplane.

Law enforcement officials say the policy is a necessary safeguard to prevent the type of security lapses
that allowed two of the Sept. 11 hijackers to board a plane even though intelligence officials had reason to
suspect they were terrorists. But the so-called no-fly lists have generated criticism. Many people have
been mistakenly stopped, while others assert they were on the list in part because of their strong liberal
politics. In a well-publicized incident last year, some two dozen members of a group called Peace Action
of Wiscousin, including a priest, a nun and high school and college students, were detained in Milwaukee
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-en route to a "teach-in" and missed their flight.

In San Francisco, meanwhile, Rebecca Gordon and Janet Adams, two self-described peace activists who
help run a publication called War Times that has been critical of the administration's terrorism policies,
were detained on their way to Boston. An American Trans Air employee told them their names appeared
on a no-fly list, according to the A.C.L.U. lawsuit, which includes both women as plaintiffs. Officials
insisted they were not seeking to single out legitimate political critics. Ms. Adams's name may have been
similar to that of another person on the no-fly list, they said. Ms. Adams said in an interview that it
strains my credulity" to think that her longtime role as a political advocate did not play a part in the
incident. "It's bad enough that the government is stopping people in these vast quantities," she said.

"But then to learn that you can't even find out why they did it is just an additional injury.” In its lawsuit,
the civil liberties union said it had documented 339 cases since the Sept. 11 attacks in which people at San
Francisco International Airport were stopped and questioned because they were thought to be on the no-
fly list. While the group's investigation has focused on San Francisco because of complaints there, it said -
the situation there offers a window into what is happening at airports around the country, based on
anecdotal evidence the group has collected. "There's every reason to believe this is happening at airports
around the country," said Jayashri Srikantiah, staff lawyer for the A.C.L.U. of Northern California.

The civil liberties union brought the lawsuit under the Privacy Act and the Freedom of Information Act
after federal officials turned down several months of requests for information on the passenger lists. The
FBI. told the group in 2 letter last December that it found "no records pertinent" to the no-fly issue. But
A.C.L.U. officials said records from the San Francisco airport showed that the FBIL. was contacted about
many of the airport detentions. Officials at the Transportation Security Administration, named as a
defendant in the suit, did not return calls seeking comment. Officials at the FBL., also named as a
defendant, said they could not comment because the lawsuit was pending.

- But a law enforcement official, who would speak only if not named, acknowledged that there was
confusion in the public about how the no-fly lists were created and executed. The official said the FBI.
provided intelligence on people suspected of links to terrorism, which was relayed to the transportation
security agency. Transportation officials then provide airlines and airports with lists of people to look for
at airports. The security agency "needs to do a better job of explaining what this list is," the official said.
The official insisted that politics had nothing to do with who makes the list, saying that "people that are
expressing their constitutional rights of free expression would not come to the attention of the FBL"
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Subject: 4/22/03 NewsEdge Article re ACLU seeks government data
regarding secret ~‘no-fly'' list

ACLU seeks government data regarding secret ~“no-fly'' list

SAN FRANCISCO (AP) The American Civil Liberties Union sued the FBI and other government
agencies Tuesday on behalf of two peace activists detained at an airport because their
names popped up on a secret ““no-fly'' list.

The women were among 339 travelers briefly detained and questioned at San Francisco
International Airport during the past two years after their names were found in the
database, the ACLU said, citing government documents. Those travelers ultimately were
allowed to continue on their journeys.

" "Thousands of passengers are likely being subjected to the same sort of treatment at
airports across the country, '' said Jayashri Srikantiah, an ACLU attorney.

The database was created after the Sept. 11 terrorist attacks as a way to prevent
potential terrorists from boarding planes. The Transportation Security Administration gets
names from law enforcement officials and gives the lists to airlines to screen passengers.
The ACLU is asking a federal judge to demand that the TSA, FBI or the Justice Department
disclose who is on the list, how they got on it and how they can get off it.

The plaintiffs, Rebecca Gordon and Janet Adams, publish the San Francisco-based War Times.
They were stopped in August while checking in for a flight to Boston.

Y1t was very distressing, '' Gordon said. The two invoked the Freedom of Information Act
to demand that authorities reveal why they were stopped. The TSA did not respond to their
request and the FBI said no files on the two existed, the ACLU said.

An FBI spokesman on Tuesday referred inquiries to the TSA. Tsa spokesman Niko Melendez
said those on the no-fly list pose, or are suspected of posing, a threat to civil aviation
and national security. He added that the agency does ~“not confirm the presence of a
particular name of an individual on a list. '
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Davis, Ann

From: Davls, Amnt

?fft rm:;m.-ﬂ‘ﬁfv_‘ia. 2003 2:26 FM # M' /777

Cc: Davis, ANN

Subject: *No Fly" clams ﬁ!é!kél“lFORMAﬂON Cl(;!:ITAINED
el D Rl /75
oo ]

“b7C As pramised. hers ls a mare comprehensive list of some of the activists who claim to have been
EADR placed on the federal No Fly List of its companion, the Sclectee list. | have also noted a few others
who claim they have been placed on the VGTOFT list or are munitored by local police or federal
investigators. Some of these individuals say they've been arrested over the ysars for what they call
non-violent civil disobedience--such Ihings a3 protesting wilhout a permit, refusing to leave
government offices/sites when pulice tried to break up demonsirations, or trespassing. Othcre say
they have no criminal record at all. | may learn of additional claims while you're traveling, so if you'd
like me ta pass the new examples on to anyone before your retum on 1/17, please just lat me know.
1l algo print this out and fax it with any articles that might help fill out lhese activists’ versions of what
they say happetied. Since there are many jnssible reasone why these people wera stopped, it will be
o very helpful tu hear from you and wurk with you on this. f've listed contact information at the bottom
L of the email; don't hesitate to get in tourh with me if you have a question. Also, | just need to add my

standard request herc: please don't relay my interast in this tapic. or the examples | have compiled,
to other news organizations. Thank you again for being so responsive.

Regards.
Ann Davis

1) Jan Adams and Rebccea Gordon {already sent 10 you), in their 50s, stopped at San Francisco
alrport on 8/7/02; publishers of an anti-war publication called War Times: claim they were told they
were on the No Fiy het and were questioned, but then were allowed to fly.

b7C
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10) Sume of the groups tracked by the Denver
they ane being trackcd statewide ur nationwide,
Pikes Peak Justice & Peace Commussion, Citizens
Infemational, American Friends Service Committed,
Coalition for Prevention of Nuclear Wer.

Anu Davis

‘The Walt Sereet Juurnal ",
Please nots we have mavesl Ltk to our oripinal offiees:
200 Liberty Strect, 10th L.

New York, NY 10281

Vofee: 212.416.3518

Fuz: 212.416.2653

Cel): 911.797.5701

Emailt snrudavis@we] com

Police intelligence unit, who say they are concemed
include the Chiapas
for Peace in Spare, Justice for Mena, Amnesly

Coalition, Direct Action Now,

End Politics of Cruelty, and the Colorado

FBI00080
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As promised, here s 3 mare comprehensive list of some ot the activists who claim to have been
piaced on the faderal No Fly List of its companion, the Selectee list. | have also noted 3 few others
who claim they have been placcd on the VGTOUT list or are monitored by local police or federal
investigators. Some of these individuals say they'vc been arrested over the yaars for what they calt
non-violent civil disobedience~such things as protesting without a permit, refusing to leave
government offices/sites when police tried to break up demonstrations, of traspassing. Othcers say
they have no criminal record at all. | may learn of additional claims while you're traveling. so if you'd
like me to pass the new examples on to anyone pefare your rctum on 1/17, please justlet me Know.
1l also print this out and fax it with any articles lhat might help fill out these activists' versions of what
they say happened. Since there are many (nssible reasons why thess people wera stopped, it will be
very helpful tu hear fram you and wurk with you on this. I've listed contact information at the: bottom
of the amai; don't hesitate to getin tourh with me if you have a question. Also, | just need to add my
standard request herc: please don't relay my interest In this tapic. or the examples { have compiled,
to othier news organizations. Thank you again for being so reaponsive.

Ragards,
Ann Davis
_ b7C
1) Jan Adams and Rebccca Gordon {dirzady sent 10 youy; in their 50s, stopped 3t $an Francisco
alrport on 8/7/02: publishers of an anti-war publication calfed War Times; claim they were told they
‘ were on tha No Fly list and were cuestioned, but then were allowed to fly.
|

b2
b7C
b7E
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10) Swume of the groups trackaed by the Denwver Police inteliigenes unit, who say they are concemed
they are being tracked statewide ur nationwide, include the Chiapas Coalition, Direct Action Now,
Pikes Peak Justice & Peace Commission, Citizens for Peace in Space, Justice tor Mena, Amnesly
intemational, American Friends Service Committes, End Politics of Cruelty, and the Colorado

Coalition for Prevention of Nuclear War.

Anit Davis
The Walt Screet Juurnal .
Plcase nots we have moved Lk to our orfginal offices:
200 Liberty Strect, 10th Kl

New York, NY 10261

Volce: 212.416.3518

Fuz: 252.416.2653

Celt: 917.797.8701

Emoils ann.davis@ws).com

FB100082
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ACLU-NC Press Release

For Immediate Release:
December 12, 2002

: Press Contact:
Stella Richardson ACLU-NC, 415-621-
24SG3

ACLU Seeks Government Accountability Regarding
Federal “No Fly” List
ACLU Files Request under the Freedom of Information Act and
Privacy Act

SAN FRANCISCO - The ACLU of Northern California filed requests
under the Freedom of Information Act (FOIA) and the Privacy Act
seeking information about the government’s “no fly list” and other
government watch lists today. The requests were flled on behalf ofJan
Adams and Rebecca Gordon, who were told by airline agents that their
names appeared on a “no fly” list at San Francisco International Airport
(SFQ). The requests were filed with the Transportation Security Agency
(TSA), the FBI in Washington D.C., and the FBI in San Francisco.

“We want to find out how a person's name gets on government watch
lists like the "no fly" list, and how a person can get their name off such
lists,” said Jayashri Srikantiah, staff attorney with the ACLU of Northern
California. “There should be public accountability as to government
watch lists like the "no fly" list."

The requests also seek information on the number of names on the “no
fly” list or other government watch lists, the number of times that
individuals were incorrectly identified as being on such lists at SFO and
other airports across the country, and whether individuals are targeted
for such lists based on First Amendment activity.

On November 14, 2002, the ACLU-NC sent a request to SFO under the
California Public Records Act asking for documents relating to the SFO
incident involving Jan Adams and Rebecca Gordon. SFO responded by
previding documentation confirming the existence of a “no-fly” list, and
a.si cor rining that Ms. Adams' and Ms. Gordons’ names were checked
against a rnaster “FBI list.”

Jan Adams and Rebecca Gordon were stopped at SFO on August 7, 2002

when they checked in for an American Trans Air (ATA) flight to Boston
via Chicago. The ATA agents who checked them in told them that their

http://www,aclunc.org/pressrel/021212-nofly .htm! 1/6/03
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names appeared on a “no fly” list. San Francisco police arrived and
informed Ms. Adams and Ms. Gordon that the police would have to check
whether their names appeared on a “master list.” Although they were
eventually aliowed to fly, their boarding passes were marked with a red
“S," which subjected them to additional searches at SFO. -

Download the following Freedom of Information Act and Privacy Act
request letters by clicking on the links. Jan Adams: EBI (San Francsico),
EBI (Washington, DC), Transportation Security Administration. Rebecca
Gordon: FBI (San Francsice), FBI (Washington, DC), Transportation
Security Administration. For more information about their story go to

- http://www.aclunc.org/911/backlash/

#H#

The Amarican Civil Liberties Union of Northern California
* 1663 Misslon Street, Suite 460, San Francisco, CA 84103
(415) 621.2493

[Home Page] [Press Releases] [Search] [Join the ACLU]

htfp ://www.aclunc.org/pressrelloz1212-noﬂy.html 1/6/03
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San Francisco Intemational Alrport

P.0.Box 097

San Francizco, CA 91128
Tel 650.821.5000

fax 430.821.500%

www ilystocom

November 22, 2002

American Civil Liberties Union
Foundation of Northern California
1663 Mission Street, Suite 460
San Francisco, CA 94103

Aun: Jayashr Srikantiah

Re:  Public Records Act Request Dated November 14, 2002
Your Clients: Rebecca A. Gordon; Janet A. Adams
Date of Incident: August 7, 2002

Dear Ms. Srikantiah:

This is in response to your Public Records Act Request datcd November 14,
2002, received in my office on November 15, 2002.

I enclosc copies of all responsive documents you requested which are under
the custody of the San Francisco International Airport and which are a matter of
public record:

1. Calls for Service Report: Call [D: 02000060761 for 8/7/02 event;
2. Event Chronology for Event Number: P02000060761 for 8/7/02 event;
3. Unit Information for 8/7/02 event.

Your request for “protocols that were followed or consulted in relation to the
August 7 incident” comains sensitve security information that is controlled under the
provisions of 49 CFR Part 1520 and request for such protocels must be directed 10 the
Under Secretary of Transportation for Secunity, Washington, DC 20590.

As you rcquestied in your letier, 1 am providing copies of these documents to
your office at no duplicating cast.

Very truly youwrs,

John
Alrport Director

Enclosures

o ‘ - FBI00086
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Calls For Service Report  Call 10; 02000060761

Printed: Navember 18, 2002

1. Agency 3 Person Received | 3. Datc/Time Received | 5. 1ime Amived | /. Case#

SEPD Complaint 08/07/2002 22:28

4, Time Dispatched 6. Yime Complete -
22:18 22:36
8. Nature Of Incident SUSP PERSON
8. Locatlon Of
Incident 200,12 CA

10. Victim or Caller b7C
11, Classification 12. How Received 13. Disposition | 14, Officer 15. Date Submitted

NO MERIT

08/07/2002

Nates: 2 PSGR ON NO FLY LIST. AWARE PD IS RESP & COOP MTF 1- REBBECA ALLISON GORDON WFA DOB

06-29-52A 5°2 110 BRN GRY SHT, GRY PNT 2-JANET AMILLIA ADAMS WFA DOB 07-06-47
ALL GREY CORRECTION ON CLOTHING SUBJ ONE: PURPLE TOP & JEANS ++ Recommend
ADM RICHARDSON COPY Na229784 WFA....2ND NG485209 BOTH SUBJ NEG ON FBI LIST

ALL INFORMAT]ON CONTAINED

HERE! ; 31;1W[5/f 6/65

0
a3 -1777

R_Cfsvt
vI/71°A

§'10 155§ WHT
ed Unit(s): ADM
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Event Chronology

Event Number; P02000060761

) b7C
Dare Tirue Term Operator  Action
080702 pooltion? 920246 GVENT CREATED: LOCATION: NUMBER: [200) AKEA. [TD1) MUNICIPALITY: (L2] APARTMEN] : INTATC)
oy posan? 920246 COMMEMT. [ GAATA TC] Event: [SUSP PERSON(STREET SINE)] TYPL: 917(S)] CALLER INFORMATION:
0n0702 posiiun? 920246 NAME ADORFSS [ATA] PHONE NUMBE
030741 position? 920246 Dirpatch Group. IALL] ETA. (0] beac: {TD 1) Prmary Uni: 16B30C] Primary 1 [204)
802 pasition? 920246 Prioriny: (1]
BTN positiun? 920240 REMARK ADDEN.2 PSGR ON NO FLY LIST, AWARE PD 13 RESP & COOP
U872.02 positivn? 920246 MIT ) .
08/07/02 pwitionS 930202 UNIT ANSOC DISPA ICHLD .
Tyl ] posiiond 920202 UNITaBdiC DISPATCKFO
o702 pasiion? 920246  REMARKADDCD:). REBBECA ALLISON GORDON WEA DOD 06-29-524 52 110 DRN GRY SHY, GRY PNT
uBIIY pusition$ 920202 UNIL 6B4LC ENRQUTED
DI pusitions 920202 UNIT 6D44C FNROUTED ) )
080702 pesition? 920246  REMARK AUDGD-2JANFT AMILLIA ADAMS WFA DOB 070547 510 155 WHT ALL CROY
O8G0 sorstion? 92046 REMARK ADDFD:CORRECVION ON CLOTHMNG SUD! ONE: PURPLE TOP & JEANS
aR07/07 pasitionld 920222 REMARK ADDED.ADM RICIARDSON COPY
oWy7/02 pasitions 920202 REMARK ADDEDNAZ29783 WFA... 2ND N6483209
08T wuiningl$ 920336 UNIT6B40C ALARM ACTIVA LED
QUoTAR \iningl§ 920336 UNIT 6B41C ALARM ACTIVATED
nwar? semio20 92U UNIT 6TWM0C CONTACTED Comment: Alatm Tinwr talended: 8
n$u7ru2 wnior20 920221 UNIT B4 16 CONTACTED  Cumvment; Alarm Trmer Exiended: 0
o143 pushiluns 920202 UNCT 6B40C ARRIVED
n7202 pwition§ 910202 UNIT 6B41C ARRIVFD
© AR posiitons 9201202 RIUMARK ADDEN-ROTH SURJ NEG ON FBILIST
RT3 pasitionS  92UI2  UNIT 60a0C AVAILABLE
uy/02 pasitions 920202 Dispatea Uraup. [ALL) ETA: (0] beat: [TBL] Pamwry Unit. (GRAQC] Prirary Member: (204)
0807102 positiond 920102 Pronty: (1] .
08M7102 pusiuun$ 921202 EVENT CLOSED: Dispoution Codz: [NOM]
iyl positin$ 920202 UNIT 6021C AVAILABLE
b2 per TSA
b3 per TSA

wT T ’{
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Unit Information

Unit 1D St Diepateh Nunp Fmp2 ID Tenninal  Uoculion
044iC D ' 52020 pocinens 200 TH! LLATATC: @ATA TC
6B40C  ER oFfC 92020 posidons 200 TBI LZATATC. @ATA TC
6BaC  ~ 92033 airunglS 200 TB1 LZATATC: @ATA TC
6B3a0C  CU 92022 scnior20 200 B! LLATATC: @ATA TC
OBAGC AR 92020. positions 200 TBI LZATATC: @ATA TC
6030C AV 92020. positions
6BaiC DP 92020, pesiionS 200 TB1 L2, ATATC: @ATATC
6Ba1C LR 4107 0 fe. 92020. positionS 200 TR1 L2, ATATC: @ATA TC
GRalC - 92033 wainingls 200 T8} LLATATC: ATA TC
eBaic  CU 92022 scniord0 200 1B1 L2, ATATC: @ATA TC
0B41C AR 920200 posiion$ 200 TB! 2 ATATC: @ATA TC
6B31C AV Y2020 positions

pZ per TGA

p3

pl/ot A

b7C
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Terrorism Is as
Terrorism Does

Currcm
Local peace activist may be on FBI list Weather:
by Terje Langeland e
'Culm_{udp Spnn;

Bill Sulzman has pratested nonviolently against U.S. milltary policy for '

more than 30 years. That, he discovered iast week, apparently makes
him a "errorist” in the eyes of the government.

Now, Sulzman, a veleran Colorade Springs peace activist, is concerned
that he and others will be subjected to FBI surveillance under new rules

that aliow the agency 1o spy on domestic groups and Individuals Acaiiteathar.os
¢ . Your sourggfof:

suspected of terrorism. tha Bags Wauhs
. onhe Wb,

Last Thursday, May 29, Sulzman was arrested while pearticipating In a
political protest at the U.S. Alr Force Academy. Between 15 and 20
activists demonstrated against the policles of U.S. Secretary g%efense
Donald Rumsfeld, who was speaking at the Academy’s graduafion-
ceremony.

(UTNEREAD
) ':‘ .
El Paso County sheriff's deputies broke up the demonstration at the -
request of Academy officials, who maintain the protesters wers on
Academy property without parmission. Four protesters refused to leavs,
arguing that they were standing in the public right-of-way. Tha four, who
included Sulzman, Peter Sprunger-Froese, Mary Sprunger-Froese and
Mary Sheetz, were arrested for trespassing.

Former priest and soldier

While the four were baing held, deputies ran a routine criminal
background check on each of them. That's when both Sulzman and
Mary Sprunger-Fraese who were in separate squad cars say they heard
something over the police radio: Sulzman, a voice said, was listed by the
FBI as belonging to 2 “terrorist organization.”

We Want Luke"
Life to Count

. She Said, He S:
Trough Sufzman was hald for about 30 minutes longer than the rest, all

four activists eventually received court summonses and were released.

e

1/6/03

FB100090
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Still, Sulzman says he wants to know why he's listed as a terrorist. A
former soldier and Catholic priest, Sulzman estimates he's been
arrested mare than 20 times in the last 30 years, but always for non-

violent protests, including various acts of civil disobedience. ()Id

Nnews
So far, he's been unable to get answers from the sheriff's office or the -
FBL. The agencies also didn't offer the Independent much information. 101
Gay Dischargas
A spokeswoman for the shariff's office, Lt. Melissa Hartman, said she the Rise
couldn't divulge what information the FBI provided on Sulzman, saying it
-would be "priviieged criminal-justice information.*

Ann Atanacio, a spokeswoman for the FBI's Denver office, refused to
comment specifically on Sulzman's case, ciling privacy concemns. °

Propensity to violate laws

staff
However, Atanacio hypothesized that someone might be included on an ~ advertising info
FBI list of potential terrorists for "any number of things," and that such subscribe
lists could include “persans who have propensity to violate laws at submit event
‘ find 3 newsstan

sensitive national security installations.”

That would fit Sulzman, who has often been arrested for nonviolent
actions at military bases.

International
Sports, Colle¢
flags and mor

A spokesman at FBi's national headquarters, meanwhile, said the
agency "absolutely” does nat maintain lists on peaceful protesters.

“The databases we have are on known violent Ipeopla), or those who

have a propensily for violence, or who have threatened with violence in Flagline.co
some way in the past,” said the spokesman, Paul Bresson. *There's no .
‘peaceful demonstration list anywhere within any FBI filgs.” Everything it

Flags

Bresson also said he couldn't discuss Sulzman's case in spacific.

i \ 1 T
Sulzman says he's determined to get to the bottom of the matter. Like “< Buck ToThe Tor

many other political activists, he was concemed to leamn last week that
the FBL, in the wake of intelligence failures prior to Sept. 11, has
raceived broad new powers to spy on domestic groups and individuals,

The FBI has said the new powers will only be used against suspected
terrorists. But that no longer reassures Sulzman.

“That I'm labeled a ‘terrorist’ means a lot of peaple are labeled
terrorists.™ Sulzman said.

Tenja Langeland

RECENTLY:

e Gay Discharges on the Rise More gays booted from Fort
Carson by Terja Langeland (05-30-02)

¢ Ticket to Ride Small transit businesses squeezed by rising
insurance rates by Terje Langsiand (05-30-02)

http://www.csindy.com/csindy/zoo2-06-06/news.html 1/6/03
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Grounded A“enTs

A federal agency confirms that st rmointains an a.ir-tr'avcl )
Blacklist of 1,000 people. Peace activists apd civil lihettanans
fear they're: on it.

............

By Dave Lindorff

Nov. 15, 7002 | Barbara Olshanaky was at 2 Newark Djremational Airport departure gate last
May when an airlinc agent at the counter checking her boarding pass called airport security.
Olshansky was subjccted to a close search and then, (hough she was in view of ather ravelers,
was ordered to pull her pants down. The Sept. 11 teurouist altacks mey have created a new cia n
airport sccurity, but even 50, she was emburrassed and annoyed.

Perhaps one such incident might've been forgotien, Lt Olshansky, the assistant legal director for
the left-leaning Center tor Constitutional Righix, was pulled out of line for epectal anention the
noxt time she flew. And the gext ime. And (le next timc. On one tlight this past Septemher [rom
Newark to Washington, six members of the center's staff. including Olehansky, were swopped and
subjected to intence ecrutiny, even though they had purchaaed ther tickets independenily and had
not checked in as 2 group. On that vegasion, Olshansky got ongrv and demanded to know why
shc had been singled out.

*The computer spit you out,” she recalls the agent saying, 'l don't know why, and ] don't have
time to talk to you about jt."

Olshansky and her colleagues are, apparcntly, not alonc. For months, rmors and anecidaley have
circulated among left-wing and wthes activist groups about people who have been barred fion
flying or delayed at securily gales hecause they arc “on a list."

Eut now, a spokesman for the new T ansportation Sccurity Administration has acknowledycd for
the first time that the government has a list of about 1,000 people who are deemed “llueats to
aviation” and not allowed un airplancs under any circumstancas. And in an interview with Salon.
the official suggested that Olshansky and other polilical activigts may be on a scpat ate list that
subjects them [0 wlricl scrutiny but allows them to fly.

“We have a list of almat 1,000 peoplc,” said David Steigman, the TSA spokesinan. The agency
was crealed a year ago by Congress to handle trangportation safety during the war on terror.
“This list is composcd of names that are provided to uz by various government organizations like
the FBI, CIA and INS ... We don't ask how they decide who to list Fach agency docides onits
vwn who is a 'threat to aviation.™

ALL IRFORIATION CONTAIMED

HEREIBASAINELASSIFIE

P.@g

FBI00092




LT EETEEES Aaad WHLL SikeEl JIAJRNAL 212 274 934 P.@S

........

The agency hae no guidelines i determine who gets on the list, Steipman says, and no o
procedures for getting off the list if someone is wrongfully oniL. . CETh :

Mcanwhile, sirport security persunnel, citing lists that are provided by the ageney and that L
appear to be on airline ticketing and check-in computers, seem to b netting mostly priests, '
clderly nuns, Gresn Paily campaign operatives, left-wing jourmalists, right-wing activists and
people affiliated with Arah or Arab-Amencan groups.

o VigiacTitger, 2 nun in Milwaukes and an activist with Peace Action, 2 well-knowa
grassroots advocacy froup, was stopped from boarding a flight last spring to Washington, where
she and 20 young students wete planning to lobby the Wisconsin congressional delcgation
againat U.S. military aid w the Colombian government. “We were all prevented from boarding,
and some of us were taken ta another room and questioned by airport security personnel and
local cheriff's deputies " says Lawinger.

In that incident, an aizline cmployee with Midwest Alr and a Incal slieciff's deputy who had been ST
called in during the incident to help airport eecurity personne! iictain and question the group, told :
some of them that tkisiv names were "o a list," and that they were being kept off their _Rlane on

’

instructions from (e Transportation Security Administration in Washingtond:ly &,W-;m"{.??r -has'filed
, s R B s . VS R e N e R et AL L e
ar_#a_dnnt itfarmation request with the Transportation Security A "ﬁhona »

leaiifshens Qi "threat to aviation” list.

o Lact month, Rebecca Gurdon and Jan Adams, two journalists with a San Francisca-based S
antiwar magazine valled War Times were ctapped at the check-in counter of ATA Airlines, -
where dgbir{it tlerk told thera that her coimpiter showed they, wi STARSIBEOTELY st '
The airfinc cafled the FDI. and local police held them for # while before tclling them there had

been a mistake and that thoy were free to go. The two matlc their plane, but not before the

cotnler aitendant placcd a large § for "search” on their haguage, assuring that they got more

close yerutiny at the boarding gate. '

o Art dealer Dyng Stuber, who ren Ralph Nader's Green Patly presidential campeign in North

Carolina in 2000, was barred last month from getting o« flight to ITamburg, Germany, where

he was going on business, after he got engaged in2 loud, Maugh friendly. discussion with rwo

other passengers in a sccunty line. During the coursc uf thie debate, he shouted that "George

Busl is as dumb as a rock,” an unfortunate comment hat provoked the Raleigh-Durham Airport

security staff to call the local Secret Service burcan, which sent out two agents to interrogute
Stuber.

"Thcy took me into a room and questioned (e ail about my politics,” Stuber recalls. "They were ' Co
very up on Green Party politics, too.” They fingerprintcd him and took a digital eye scan. Lo
Particulorly ominous, he says, ws u lonse-Jeafbinder held by the JecrErS Ry }'g'&'n“"’(fwa '
ope, aadiidfle they were questioung me, [-disgroctly looked at i A I ad 9 lphy
organizations; and I was able tw wesngnize the Green Party, GreenpeakeiBartBimy
International.” Stuber was eventnally released. but because he missed his flight, he lied to pay
almost $2,000 more for « full-farc ticket to Hamburg so that he would not miss Lis husiness

engagement. In the ed, Wowsver, 2ficr rvng several airports in the North Cavolina area, he

found he was barred from boarding any flighte, and had to tum in bis ficket and canccl his
husiness tip.
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A Secret Scrvice agent at the agency's Washington leadquarters confirmed that his agency had
been callcd in to question Stuber. “We're not normally a part of the sirport security aperation,”
Agent Mak Cannelly told Salon. "That's the FRI's job, But when one of our profection subjects
geds theatened, we check it out.” Asked whunt the list of organizations observest by Stuber, the . ;
Secret Service source speculated that thwse organizations might be on 2 list of organizations that i
the service, which 15 assigned the task of protecting the president, might e to monitor a5 part

of its sccurity recponsibility.

Additional cvidence suggests that Olshansky, Stuber and other left-leaning activists arc also seen
a% a threat to aviation, though perhaps uf a different grade. A top official fur the Tagle Forum. an
old-linc conservative group led by anli-feminist icon Phyllie Schlafly, suid several of the group’s
members have heen delayed al seenrity checkpoints for so long that they missed their ihghts.
According to Pax Christi, » Catholic peacc argaruzation, an American member of the Falun
Gong Chinese religious gonp was barred from getting back on a pluue that had stopped in
Iceland, reportedly basedd vin information supplied to {celandic enstoms by U.S. authorities. The
parson was reporiedly permitted to Sty onward on 2 later Qighr.

Hussein Tbish, comruunications dircetor of the American Arah Anti-Discrimination Committee,
says his group hax ducumented over $U cases - involving 200 people ~ in which fliers with
Arabic names have been delayed at the airport, or barred alingether from flying. Some, he sayx,
appeur W iuvolve people who have no political involvermend at all, and he speculated that they

suffercd Mhe misfortunc of having the same name as somconc “op the list" for legitimate securily
TLASOIIN,

Uniif Steigman's confirmation ot the no-fly list, the puveiuncnt had ncver admined its existence.
While FBI spokcsman Paut Bresson confirmed existcuce of the list, ofticiale at the CIA and U S.
Lomigration and Naturalization Service declined to comment and referred inquiries back (o the
TSA. Details of how it was agssmbled and Low it is heing used by the govemment, airportx and
airlines arc largely kept secret.

A security officer at United Airfines, speaking wr condition of anonymity, confirmed that the
aitlines reccive no-fly listc from the Transpuriation Security Administration but declina fitrther
comment, 8aying it was a security maticr. A USAir spokcswoman, however, declined to
comment, £aying that the airline's secuity rclationship with the federal ransit agency was a
security matter and that discussiny it could “jcopardize pazsenger safety.”

Steigman declined to say who was un the no-fly list, but he conceded that peuple like Lawinger,
Stuber, Gordon, Adams and Olshausky were not “threats to aviation,” becuuse (hey were being
allowed 10 fly afler being interrogated and searched. But then, ina Byzantine twist, he raised the
possibility that the security agency might have more than one list. "1 checket with our security
people,” he said, "and they said there 15 no [second] list.” he said. "Of coursc, that could mean
one of two llinps: Fither therc 18 no sccond list, or there is 3 list aud {bey*rc not going to talk
ahout it {ur security reasons.”

In fact, most of those who have been stopped from boarding fligls (like Lawinger, Stuber,
Gordon and Adams) were able to fly later. Obviously, if the TSA thought somecne was 3 Tl
genuine "threat to avition”  like those on the 1,000-namc no-fly list, they would simply be Lo

FBI100094
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barred from flying. So does the agency have muie than onc hist perhaps - one for peaple who are N
totally harred from fying and another for peuple who arc simply harassed and delayed?

Asked why the TSA would be barting a 74-year-uld nun from flying, Steigman said: “T dan't
¥now. Yem could get on the list if you were arresied for a federal felony."

Sister Lawinger says shc was arrested only once, hatk it the 19803, for siting down und refusing
10 leave (he district office of 2 local congressman. And cven then, she says, she was never
officially charged or fined. But another persun who was in the Peace Action delegativn that day,
Tuditly Williams, says she was arrested and spent three days in jail for 2 protest al the White
Huuse back in 1991. In that protest, Williams and other Catholic peace activists had scaled the ~
White ITousc perimeter fence and scaticied haby dolis around the lawn to piotest the bombing of '
Traq. She says that the charge from that incident was o mitdemeanor, an iulraction that would not

scem enough to establish her as 4 threat to aviation.

Incvitably, such questions abeut how nne gets on a federal transit list creates questions about

how to gef off it, I is a classic - und unncrving - Catch 22: Because the Tiansportation Secunty L
Administration says it compiles the list from names provided by other agencices, it has no T
procedure for correcting a problem. Aggricved parties would have (o go ta the agency that first L

reported their pames, Lt for security reasons, the TSA won't discluss which agency put someone
on the list. '

Brecson, the FBI spokespersan, would not explain the eriteria for classifying somcone as 2 threat
1o aviation, but supyests that flicrs who bejieve they'r2 on the list improperly should "report to

airport security and they should be able to contact the TSA or us and pet it clearcd up.” He
concedes (hal nuight mcan missed flights or other inconvenicnees. Tlis cxplanation: "Airline
security hay gutten very complheated.” |

Many critics ul he sccurity agency's methods accept the need for heightened air gscurity, bus
remain troubiled hy the more Katla-esque traits of the sysicin. Waters, at the Eagle Forum,
waorries that the government has offered no explanation fur e a “threat to aviation” is
detenmined. "Maybe the people being stopped are already licing profiled,” ghe saye. "If they're
prufiling pcople, what kind of things are they lookiny fi? Whether you fit in im your
neighborhood?”

“l agree that the government should be keeping knowu 'rhrcats to aviation' off of planes,” Toish
says. "I certainly don't want those people on my plaue! But therc has to be a procedure for
appcaling this, snd there isn't, There ate nn safcguards and there is no recouree.”

Mcanwhile, nobody in the federal govemmenr has explaincd why so many law abiding but
mostly left-leantng political activists and aptiwar activists arc being harassed at check-in time at o
sirports. "L'hic all raises serious concemns ahoul whether the government has made a decision ©

target Americans based on their political beliefs," says Katic Corrigan, an ACLU official. The
ACLU has setup a No Fly List Cownplaint Form on tts Web_site.

One particular concern aboit the government's threat to aviation list and any other possible lists S
of people 10 be subjerteat to extra security investigation at airports is that names arc being made '
available (o private companizs - the airlines and irport authorities — charged with alerting
securily personnel. Unlike most other law -cnforcement watch lisix, thesc lists arc not being

FBI00095
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closely held within the aational secunty or law-enforgement files and computers, but are
apparently beiuy widely dispersed.

"It's bad anough when the fedcral govemment has lists tike this with no guidelines on how Doy
they're compiled ur low to ugc th » gays Olshansky at the Center for Congtitutional Rights. R

rBut when these lists are then gaven to the privae sectur, there arc cven lese controls over how R
they are used vt misused.” Noting that airlines have "4 frec hand" to decids whether someane can
board a plane or not, she savé the resultis a *memendous chilling of the First Amendment right to o
travel and speak frecly.” : D,
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Correction:

*(irounded”, a story published on Nov. 13, incorrectly rzported that altoruey RBarbara Olshanaky
of the Center for Constitutiunal Rights was atiempting, ©0 board a JetBlue {light when she wus
stopped and strip-seawrched earlicr this ycar. tn fact, when she flew vul of Newarl, she wos not
taking JetBlue, The siwn y also reported incorrectly that Green Parly activist Doug Stuber. after
being stopped from Laking bis planned flight from Raleigh-Durtium, N.C., to Ilamburg last
month by U . Sccrct Service agents, was able to fly 10 his dlextination on a later tlight. In fact,
after trying for two days at various aurports, Stuber found he was barred from boarding any flight
and missed his busincss trip. The ctory also described Peace Action as a Roman Catholic
urganization. In fact, 1t 15 not affiiated with any religions group. The story has been corrected.
Salan regrets the crrors. ‘

[Correction made 11/15/02]

P.13

FBI00097



”‘.&‘w

-,wg,;aé? d the. trusts thit would compensate -
ERE:

: ~ ey, e Sw——. Mg 004
3 ptimistic that one can’be:

i sald Glen Morgan, aBeaumont
5, -plalntitis nttomey-:lnvolved
 Degotiations with Halliburten.’
eparafely, nttorneys for Honeywe
the court that the Morris Township, |’
company has reached agreements |-

fier North AT mrican Relracmrles

Y \n agreemcnz would be “an enor-
$#Wlis positive for the company,” said™
)? eywell general counsel Peter Krein-
. “bringing closure toa slgnlﬂcant

" In recent wee'.'s. both Hnulbumn
«. § Honeywell have been working furi-,
ly 10 strike agreements that would

of ‘asbestos.\awsuits, as- well.gs °
¢ cliims, through trusts r.realed
“Jough former subsidiaries.that are op-
.ting under bankruptcy-law protec:
Il successfu!, the arrangement ’
uld require the companies to help”

e5108! victims; at the same time, .

ke of asbestos liability. .The clnunsx
_atc to lnjunes from exposure lo Lhe

@\grinciple” with plaintiff -attorneys -|"
7 seating about 190,000 of 200,000.°}
ants In lawsuits related: to-its |

- Ctvil-ltberties. groups dce: trying
- forcs the {edersl governmarit:to Te
“115 criterla for'puttlag people an, toy-se:

J :snz and subject others lggnznme‘,
ny a .

amer sued the'mnspomﬂan Security ¥ 4Rev
Ad.minlstraﬂon atx}d m;h mu?;"

Depamnenl ln t:.co T 4
Washingtos, D.C5} ;medlpg&l, i
- time limit to release information’
. the ‘ng-fly: llst: Undér; 8% bye:
FOIA~ request.:, Tl\e-ud!ocacvasmu”
+asked for information ‘sboutishe rmmb

“all;aviationdecuritiss

sjower-U.S.:levels; and then:phased oul
ltogether:iChile- also” agreéd .the U.S.
Hycould'put, g;place spectal surge.,
Wi -importsyof.Andividual

cess, That will happén with Some'fruitk
such as grapes and pem-but othe
_.mustwmtnslungaslzyem. 8

' Among many.
Congress; In'the’ end t.he»two sldes'a

the free-trade’ agreemml - youid-.co
\anguage’ stipulating”that | ﬂnww\ll E
‘imposed;’ backed up’ !Imneus

Diamond Ear Studs .
m;mﬁ:imxx .

om the mines in SomhAfnca Thats howwe

nds at our low importer prices. Count on next
a full refund if she's not compietely thrilled.

diamoande cans

-Another lough issue was: theus,.lnsls-.\ .0f the EPIC
contati: provia

1500 sald the yovel
Zgn atch tists prior-£0.Sep}y L1 buts
:/l' w‘gnmded \ll'a{xll}e %O&M ln

-hduslt ots:nmm:lscoﬂlylrnpem
- 1 -activists Jan Adams: and ‘Rebecca Gor’
| don."The . women,’ both {n -their: 604,
e e
‘Times,: sl Dl 2-The
women- were- stopped . whils * checking <.
{nto a0 Aug. 7 American Trans Alrflight ;|
in San Fraacisco. They were told they | -
were on the *no-fly” list- and local-police’
" detained them. The ACLU subsequently
-_out.ﬂud a record of a “suspicious per-
‘son”™ report generated on the incideat
. S3n Franelsco International
satd- the-womea were allawed to; boud~
after police officlals checked anathe
: FB! list, and thah‘ namei .we;eu ton it

mtmmhu:lsmuharmmay.‘ 239603,

FBI00098




FEDERAL BUREAU OF INVESTIGATION
FOIPA
DELETED PAGE INFORMATION SHEET

Serial Description ~ COVER SHEET 04/22/2003

Total Deleted Page(s) ~ 1
Page 9 ~ b5, b7C

X No Duplication

X for this Page X
xxxxxxxxxxxxxxxx§xxxxxxxx

XXXXX XXX XXX XXX XXXXXXXXX
X Deleted Pageés) X
ee X

FBI00099



]

From:
Sent: luhv 29, 2002332 PM
“To:
Cc: b7C
Subject; No Fly List rq |
Thanks.
Lastly, :LED IRFIEATION CONTAINED  ~
HEREL Il i
mm?f 1 2OAGT /Gyéﬁ ‘ o
7
b7C CHH=o2-r77 b7C
b7E

e FBI00100



From:

Sent: _Monday, August 05, 2002 7:25 PM
To:
Cc: b7C
Subject: No Fly Name & Frozen Money
piC
This is the best info | have at the present timel::| b7C
SSA __|fax)
Civil Aviation Security Program, Room 11795 b2
Domestic Terrorism Counterterrorism Planning Section
lcmnmnemrismm,ion biC
>>3 — Bi2i02 8:31:04 PM >>> biC
Hi
- b7C
] ]
1 .
[
["ATe other offices reporfing similar Issues’
Just wondering if you had any advice... bC

Thanx

4. IRFUL:. sajin COSYAINED

- JEREIIP M
b7C n.‘ﬂ\f_f‘

3-/777

BB o LWL S S
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From: |_;:| '
Sent: —Tuesday, July 23, 2002 1:03 PM
To: ALL INFORMATION CONTAINED
gzi)_ " bic RSN . HERE! sm W
ject: & No-Fly DATEY/ S o
03— /7 7
b7C
| agree with your assessment of the needs, the rationale, the assistance OGC can provide, and hearing from
(as to his perceptions and eveq if he provides info atisa
odds with my understanding of b5
Thanks again.
b7C
>>] F123/02 10:51:02 AM >>> o _

I would also add that OGC can help in the first catego

{
- o7C
. b5
>>> | |07/23/02 10:16AM >>> b7C
| |etal: This is to confirm our understanding in OGC of yesterday's meeting. We all recognize the needs:

FBI00102



From: E b2

Sent: b7C ~“Wednesdav, June 19, 2002 7:15 PM b5

To:

Cc: b7C
b7E

Subject: Re: USA PATRIOT Act Sec. 10097

D boy, this is getting a bit complicated. Of course, I should have known that someone in the FBI was following the implementation
Tequirements of various parts of all this legislation, and usually [ will end up with aviation-related things like this, but not this time.
So, not only is Congress wanting an update, but now DOJ is tracking it too. Just gets worse, doesn't it?

Thanks b7C

>>>) /19/02 9:55:49 AM >>>
7ou may recall that back in November the FBI made a report to the AG on implementation responsibilities for various parts of
ZUSA Patriot Act. IRD designated then-DAD Frank Sauer as the POC/ticket-holder for Section 1009. DOJ (OLY"
is now calling for an update on implementation status (report was dues to Congress months ago). Now that Frank's moved
om , can you advise who has this ticket? b7¢

| | Section 1009 requires the FBI to study and report to Congress on the feasibility of providing to the airlines "via
computer” the names of passengers who are suspected of terrorist activities by federal law enforcement officials.. So ['ve also
addressed this to you on the chance that in pursuit of your other info-sharing efforts you might have picked this up???

E ﬁ%LEi’NFOR JATIN CONTAINED

REN {FiE
Re: Overdue DATE Y _&Q&é?ﬂé/q'ﬁﬁs
Patriot Act requir...

CAt03-/777
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From: l::

Sent: _Thursday. June 20, 2002 9:42 AM

To:

C?:: b7C

Subject: “Re: RE: USA PATRIOT Act Sec. 10097

[:yes, | think so re coordinating and wilDas POC.

as| owink my draft letter is accurate, but should be coordinated/reviewed by athers, which looks
ike CJIS an

bi7C

l— If you want to meet on the response | drafied and/or for us to gain a common understanding of the legislative intent
elc, just let me know. Obviously, | could be off base because | responded only based on my own observations of the
current situation and what | know or think | know to be happening in other Bureau entities.

Thanks to all. b7C

>> 6/20/02 9:24:14 AM >>>

Thank From the threads on this message, sounds like CJIS and Lvill want to get together on
this.

>>§. b6/20/02 09:14AM >>> b7C
jusTtalked tci;]and we agree that he is best suite ke over this re

d ¢ nsibility for now. if duties evolve into
something eise, then we may have to reassign later. for now s the man. ext

. ;;;ﬁnmnaLMmﬁ
Sent: Wednesday, June 19, 2002 9:55 AM
T [I BIC

Subject UsA FATRIOT Act oec. 10097

you may recall that back in November the FBI made a report to the AG on
implementation responsibilities for various parts of the USA Patriot Act. IRD
designated F]gn-QAQ Frank Sayer as the POClticket-holder for Section 1009.
DOJ (OLP" is now calling for an update on
implementation status (report was dues to Congress months ago). Now that b7C
Frank's moved from IRD, can you advise who has this ticket?

| | section 1009 requires the FBI to study and report to
Congress on the feasibility of providing to the aidines "via computer” the
names of passengers who are suspected of terrorist activities by federal law </,-

enforcement officials.. So f've also addressed this to you on the chance that
in pursuit of your other info-sharing efforts you might have picked this up???

BLL THFOBHANIN CONTHNED

S o/
-/77
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/23/2002

To: Criminal Investigative Attn: VCMOS
SC Gerald L. Buten
MT/TCU
uc |
SS

Counter Terrorism Attn: DT/CPS
SC Tom Carey
SEMU
Ss
ITOS-I/TIT
b7C SC Andrew Arena
SC Charles Frahm

From: Office of the General Counsel

Investigative TLaw Init
Contact: -1 ext

Approved By: Steele Charles M

AlY IFORGAION CORTAINED
HERLIGATUN ’
Drafted By: w‘,-_;é_lbg W/ZS

Case ID #:| (Pending)

Title: CRIMES INVOLVING CIVIL AVIATION;
FBI INVESTIGATIVE JURISDICTION

 Synopsis: To provide a legal opinion from the Office of the
General Counsel (OGC) concerning the jurisdictional relationship
between the FBI and the Transportation Security Administration.

Administrative: This document is a privileged FBI attorney
communication and may not be disseminated outside the FBI without
OGC approval. Also, to read the footnotes in this document, it
may be required to download and print the document in
WordPerfect.

Details: |
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To: Criminal Investigative From: Office of the General Counsel
Re: 08/23/2002

b2

(1) Carrying out the provisions in Chapter 449 of Title
49 of the U.S. Code, relating to civil aviation security, and
related research and development activities;

(2) Airport screening operations; and

(3) Receiving, assessing, and distributing intelligence
information related to transportation security.

Chapter 449 of Title 49, entitled "Security," addresses
all aspects of aviation security, including: screening passengers
and cargo; receiving and evaluating threats to aviation; research
and development of modern security systems and facilities; and
reqgulation of security of foreign carriers and foreign airports
that serve passengers bound for the U.S.

In addition, ATSA grants the Under Secretary permissive
(as opposed to mandatory) authority to designate federal law
enforcement officers (LEOs) and empowers these LEOs to exerxcise
standard law enforcement powers when engaged in "official duties
of the Administration as required to fulfill the responsibilities
under [ATSA]." These powers include authority to carxry firearms,
make arrests without warrant for any federal offense committed in
their presence or for which they have probable cause, and seek
and execute federal warrants for arrest or search and seizure of
evidence. ATSA also requires the Under Secretary to provide
guidelines by which to exercise these law enforcement powers in
consultation with the Attorney General. The proposed guidelines
have been submitted to the Department of Justice for review.

Finally, ATSA continues the Federal Air Marshal (FAM)
program (formerly part of the Federal Aviation Administration) by
authorizing the TSA to deploy FAMs aboard aircraft for what are
clearly reactive law enforcement functions.

FBI Statutory Authority

The FBI's general enabling statute, 28 U.S.C. § 533,
grants the agency the authority to investigate any violation of
the criminal laws of the United States. As noted previously, 28
U.8.C. § 538 specifically empowers the FBI to investigate the:
primary crimes-aboard-aircraft violations in Title 49, which are
set forth in Chapter 465, entitled: “Special Aircraft
Jurisdiction of the United States.” These include Section 46502,
Aircraft piracy; Section 46504, Interference with flight crew
members and attendants; Section 46505, Carrying a weapon or
explosive on an aircraft; Section 46505 which lists a variety of
common law crimes (e.g., murder, robbery) committed within the

FBIO0106



b5

To: Criminal Tnvestigative From: Office of the General Counsel
Re: 08/23/2002

b2

for the TSA to serve as a "liaison" to law enforcement
communities (Section 101(f) (5)); the use of information from
other agencies to identify passengers who may be a threat to
civil aviation and the requirement to notify appropriate law
enforcement agencies upon identifying such an individual (Section
101 (h) (3)); and the mandate to enter into memoranda of
understanding with other agencies for information-sharing
purposes (Section 101 (h) (1)).
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From the Desk Of: Date: 04/09/03

Supervisory Special Agent
. b7C

P ]

TO: I—_——lLiti ation EM 7@‘?‘7

FROM:

SUBJECT: ACLU - No Fly/Selectee List Request
ENCLOSURES: Copies of SSA Documentation re Above

b7C

As promised, enclosed are photocopies of all records both myself and SSA

had (filed) in our desks re the above. SSA| - |and as you can see, kept
many notes on this topic.

If you need anything else, please don’t-hesitate to email or call.

Please note that this information is law enforcement sensitive.

ALL TNFORMATION CONTAINED
HEREWQ, 1S_UNCLASSIFIED
DR N O3 Bl L0 6 1) NL.S[,% /(,oL_
CAl 03- (g
b2
b7C

Civil Aviation Security Program
Special Events Management Unit, Room 11795

Domestic Terrarism Counterterrorism Planning Section
Counterterrorism Division, FBI Headquarters, Washington, DC 20535
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From: SioC

To: TMU, TRANSPORT, Watch

Date: Tue, Apr 22, 2003 9:18 PM

Subject: 4/22/03 NewsEdge Article re ACLU seeks government data regarding secret ""no-fly"

list

ACLU seeks government data regarding secret “no-fly" list

SAN FRANCISCO (AP) The American Civil Liberties Union sued the FBI and other government agencies
Tuesday on behalf of two peace activists detained at an airport because their names popped up on a
secret "no-fiy" list.

The women were among 339 travelers briefly detained and questioned at San Francisco International
Airport during the past two years after their names were found in the database, the ACLU said, citing
government documents. Those travelers ultimately were allowed to continue on their journeys.
“"Thousands of passengers are likely being subjected to the same sort of treatment at airports across the
country,” said Jayashri Srikantiah, an ACLU attorney.

The database was created after the Sept. 11 terroris attacks as a way to prevent potential terrorists from
boarding planes. The Transportation Security Administration gets names from law enforcement officials
and gives the lists to airlines to screen passengers.

The ACLU is asking a federal judge to demand that the TSA, FBI or the Justice Department disclose who
is on the list, how they got on it and how they can get off it.

The plaintiffs, Rebecca Gordon and Janet Adams, publish the San Francisco-based War Times. They
were stopped in August while checking in for a flight to Boston.

"It was very distressing,” Gordon said. The two invoked the Freedom of Information Act to demand that

authorities reveal why they were stopped. The TSA did not respond to their request and the FBI said no
files on the two existed, the ACLU said.

An FBI spokesman on Tuesday referred inquiries to the TSA. TSA spokesman Niko Melendez said those
on the no-fly list pose, or are suspected of posing, a threat to civil aviation and national security. He added
that the agency does “'not confirm the presence of a particular name of an individuai on a list."

&L INFORMATION CONTAINED
0
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From:

To:

Date: 1/10/02 7:42:36 PM

Subject: FAA lists

| would again fike to discuss the purpose of the FAA name lists and the actual situation that is transpiring

out in the field. I'm ok with the No-Fly list - threat to aviation - if we identify you, you dont fly. period.
b2
b5
b7C
b7E

This whole issue needs to be revisited.

SSA [fax) b2
Givil Aviation Security Pragram, Room 11795 b7C
Domestic Terrorism Counterterrorism Planning Section
Counterterrorism Division

CC:

INFORMATION CONTAINED

%‘éwbu ST 6N NLS / A6 / h(

DA

Ch & 03-/719
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From: b7C
To:
. b7D

Date: 9/17/02 8:01:50 PM

Subject: | l\!o Fly List

Wow, that is the most interesting explanation I've heard yet. I'm not sure it's valid - it just doesn't sound

right. However, | will forward this to the airport agents so they know why he is still on the list. thank you

for your efforts.

o RAZ/02 1-29-56 PM v
b2
b5
biC

ES RR51 108 PM S>> 7D
" 7E

An%afr, can you and the Terrorist Watch List Unit anDevisit this matter and see if you can get:I

pft the list?
Thanks. _
SSAI kfax)
Civil Aviation Security Program, Room 11795 b2
Domestic Terrorism Counterterrorism Planning Section b7¢C

'_Qauu.Lmeumsm.QMsion
>> /20/02 3:41:04 PM >>> b7C
Aloha |

b2
b5
b7C
i b7D
Thanks,
SSA Counterterrorism Squad, Honolulu b7C
CcC:

ALL INFORMATION CONTAINED

-S04 AL 036N NLS /ng /C,QL
Qko3-/1119
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From:
To: ‘
Date: 9/30/02 9:52:27 AM
Subject: No-Fly Question

[ ]

Re the attached article. Who does "maintain” or is "responsible” for the no-fly list?
No-Fly Blacklist Snares Political Activists

The San Francisco Chronicie

By Alan Gathright

September 28, 2002

SAN FRANCISCO, CA -- A federal "No Fly" list, intended to keep terrorists from boarding planes, is
snaring peace activists at San Francisco International and other U. S. airports, triggering complaints that
civil liberties are being trampled.
And while several federal agencies acknowledge that they contribute names to the congressmnally
mandated list, none of them, when contacted by The Chronicle, could or would say which agency is
responsible for managing the list. One detainment forced a group of 20 Wisconsin anti-war activists to
miss their fhght delaying their trip to meet with congressional representatives by a day. That case and
others are raising questions about the criteria federal authorities use to place peaple on the list -- and
whether people who exercise their constitutional right to dissent are being lumped together with terrorists.
"What's scariest to me is that there could be this gross interruption of civil rights and nobody is really in
charge,” said Sarah Backus, an organizer of the Wisconsin group. "That's really 1984-ish."
Federal law enforcement officials deny targeting dissidents. They suggested that the activists were
stopped not because their names are on the list, but because their names resemble those of suspected
criminals or terrorists. Congress mandated the list as part of last year's Aviation and Transportation
Security Act, after two Sept. 11 hijackers on a federal "watch list" used their real names to board the
jetliner that crashed into the Pentagon. The alerts about the two men, however, were not relayed to the
airlines. The detaining of activists has stirred concern among members of Congress and civil liberties

" advocates. They want to know what safeguards exist to prevent innocent people from being branded "a
threat to civil aviation or national security."
NO ACCOUNTABILITY
And they are troubled by the bureaucratic nightmare that people stumble into as they go from one
government agency to another in a maddening search to find out wha is the official keeper of the no-fly
list. "The problem is that this list has no public accountability: People don't know why their names are put
on or how to get their names oft,” said Jayashri Srikantiah, an attorney with the American Civit Liberties
Union of Northern California. "We have heard ‘complaints from people who triggered the list a first time
and then were cleared by security to fly. But when they fly again, their name is triggered again.”
Several federal agencies -- including the CIA, EBI, INS and State Department -- contribute names to the
list. But no one at those agencies could say who is responsible for managing the list or who can remove
names of people who have been cleared by autharities. Transportation Security Administration
spokesman David Steigman initially said his agency did not have a no-fly list, but after conferring with
colleagues, maodified his response: His agency does not contribute to the no- fly list, he said, but simply
relays names collected by other federal agencies to airlines and airports. "We are just a funnel,” he said,
estimating that fewer than 1,000 names are on the list. "TSA has access to it. We do not maintain it." He
couldn't say wha does.
Steigman added he cannot state the criteria for placing someone on the list, because it's "special security
information not releasable (to the public)." However, FBI spokesman Bill Garter said the Transportation
Security Administration oversees the no-fly list: “You're asking me about something TSA manages. You'd
have to ask TSA their criteria as far as aflowing ind'e3duals on an zimiane or not." In addition to their alarm
that no agency seems to be in charge of the list, cr¥cs are wotried by the many agencies and airlines that
can access it. "The fact that so many people potentially have access to the list,” ACLU lawyer Srikantiah
said, "creates a large potential for abuse.”
At least two dozen activists who have been stopped -- none have been arrested -- say they support
sensible steps to bolster aviation security. But they criticize the no-fly list as being, at worst, a Big Brother
campaign to muzzle dissent and, at best, a bureaucratic exercise that distracts airport security from
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looking for real bad guys. "I think it's a combination of an attempt to silence dissent by scaring people and
probably a lot of bumbling and inept implementation of some bad security protocols,” said Rebecca
Gordon, 50, a veteran San Francisco human rights activist and co-founder of War Times, a San Francisco
publication distributed nationally and on the Internet.

Gordon and fellow War Times co-founder Jan Adams, 55, were briefly detained and questioned by police
at San Francisco International Airport Aug. 7 after checking in at the American Trans Air counter for a
flight to Boston. While they were eventually allowed to fly, their boarding passes were marked with a red
"§" -- for "search” -- which subjected them to more scrutiny at SFO and during a layover in Chicago.
Before Adams’ return flight from Boston's Logan International, she was trailed to the gate by a police
officer and an airline official and searched yet again. While Gordon, Adams and several of the detained
activists acknowledged minor past arrests or citations for participating in nonviolent sit-in or other
trespassing protests, FBI spokesman Carter said individuals would have to be "invoived in criminal
activity” -- not just civil disobedience -- to be banned from U.S. airlines.

DEFINING AN ACTIVIST

But, Carter added, "When you say “activists,” what type of activity are they involved in? Are they involved in
criminal activity to disrupt a particular meeting? . . . Do you plan on blowing up a building? Do you plan on
breaking windows or throwing rocks? Some people consider that civil disobedience, some people consider
that criminal activity.” Critics question whether Sister Virgine Lawinger, a 74-year-old Catholic nun, is the
kind of "air pirate” lawmakers had in mind when they passed the law. Lawinger, one of the Wisconsin
activists stopped at the Milwaukee airport on Aprit 19, said she didn’t get upset when two sheriff's deputies
escorted her for questioning. _

"We didn't initially say too much about the detainment, because we do respect the need to be careful
(about airline security},” the nun recounted. “They just said your name is flagged and we have to clear it.
And from that moment on no one ever gave me any clarification of what that meant and why. ! guess that
was our frustration.” Five months later, the 20 members of Peace Action Wisconsin still haven't been told
why they were detained. Even local sheriff's deputies and airline officials admitted confusion about why the
group was stopped, when only one member’'s name resembled one on the no-fly list.

At the time, a Midwest Express Alrlines spokeswoman told a Wisconsin magazine, the Progressive, that a
group member's hame was similar to one on the list and "the (Transportation Security Administration)
made the decision that since this was a group, we should rescreen all of them." At a congressional
hearing in May, Wisconsin Sen. Russ Feingold pressed EBI Director Robert Mueller about the
Milwaukee incident, asking him pointedly far an assurance that the agency was not including people on
the list because they had expressed opinions contrary to the policies of the U.S. government. Mueller's
response: "We would never put a person on the watch list solely because they sought to express their
First Amendment rights and their views."

DATABASE OF SUSPICION

The law orders the head of the Transportation Security Administration to work with federal intelligence and
law enforcement agencies to share database information on individuals "who may pose a risk to
transportation or national security” and relay it to airlines, airports and local law enforcement. it also
requires airlines to use the list to identify suspect passengers and "notify appropriate law enforcement
agencies, prevent the individual from boarding an aircraft or take other appropriate action.” In November,
Nancy Oden, a Green Party USA official in Maine, wound up being a suspect passenger and was barred
from flying out of the Bangor airport to Chicago, where she planned to attend a Green Party meeting and
make a presentation about "pesticides as weapons of war.”

Oden said a National Guardsman grabbed her arm when she tried to help a security screener searching
her bags with a stuck zipper. The middle-aged woman, who said she was conservatively dressed and
wore no anti-war buttons, said the guardsman seemed to know her activist background. "He started
spouting this pro-war nonsense: ‘Don't you understand that we have to get them before they get us? Don't
you understand what happened on Sept. 112" Airport officials said at the time that Oden was barred from
boarding because she was uncooperative with security procedures, which she denies. ,

instead, Oden pointed out that the American Airlines ticket clerk -- who marked her boarding pass wi.» an
»g" -- had acknowledged she wasn't picked by random. “You were going to be searched no matter what.
Your name was checked on the list,” he said, according to Oden. "The only reason | could come up with is
that the FBI is reactivating their old anti-war activists' files,” said Oden, who protested the Vietnam War as
a young office worker in Washington, D.C. "itis intimidation. It's just like years ago when the EBI built a file
about me and they called my landlord and my co-workers. . . . They did that with everyone in the anti-war
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