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U.S. Department of Justice 

National Security Division 

TOP SECRETh'SIHNOFORN 

Office of the Assistant Attorney General Washington, D.C. 20530 

The Honorable John D. Bates 
Presiding Judge 

August 28, 2012 

United States foreign Jntelligence Sw-veillance Court 
Washington, D.C. 20001 

Dear Judge Bates: 
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(TSl/81'/NF) In response to your request, I am pleased to enclose a memorandum by the 
National Security Agency (NSA), memoria"J.izing representations made by the Department of 
Justice (DOJ) and NSA to the Court on July 24, 2012, regarding a-compliance incident related to 
NSA 's implementation of Section 5 (waiver provision} of its m]nimization procedures governing 
data acquired pursuant to section 702 of the Foreign Intelligence Surveillance Act of 1978. as 
amended (FISA) . 

...{TSt/SI/fNFJ Specifically, the memorandum describes the facts and circumstances under 
wbfob the incident occurred and confirms NSA's appropriate use and implementation of the 
waiver provision in other cases in which it was jnvoked. The memorandum also descnoes steps 
being taken by NSA, in cooFdination with DOJ, to ensure that NSA's interpretation and 
implementation of its authorities conducted pursaantto FISA are consistent with the statute, 
Court orders, and Court-approved procedures. 

-(TSNSI} ln addition to the steps being taken by NSA, DOJ reviewed its internal 
processes for reporting this incident. As described to the Court on July 24, 2012, DOJ 
recognizes that fo light ofrelated filings being presented to the Court at the same time this 
incident was discovered and tbe significance of the incident, DOJ should have reported this 
incident under our immediate notification process rather than in our Quarterly Report to the 
Court. 

(TS//SJ//NF) The reviews conducted by NSA and DOJ into this particular incident have 
provided a valuable opportunity to identify areas in which the organizations can work together to 
enhance current processes with greater transparency and coordination. The initiatives described 
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in the attached memorandum reflect 1essons learned from past compliance issues and are 
designed t0 strengthen NSA's compliance processes from a structural, managerial, and training 
perspective. Specifically, these initiatives ar.e intended to help prevent systemic compliance 
issues, impr-0ve processes to identify and correct issues that may arise as early as possible, and 
create a framework to review existing practices, policies and training going forward. 

(U) Let me thank you and your staff for your attention to these matters, and tbe 
opportunity to discuss tbem with yoa. We look forward to additional opportunities to 
brief the Court on our continued progress in this area. Should the Court have any 
adclitional questions or concerns, please do not hesitate to contact me. 

Enclosure 

-------

Sincerely, 

~~~ 
Lisa 0. Monaco 
Assistan,t Attorney General for 
National Security 
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MEMORANDUM FOR ASSISTANT ATTORNEY GENERAL FOR NATJON~IJ.,\S!?:<:!&R11\1 , 
UNITED STATES DEP~RTMENT OF JUSTICE 

SUBJECT: (S/iNF) Discussion with the Foreign Jotellige.nce SurveillaJ?ce C-0ur1on24 July 
2012 regarding the waiver provisions ofNSA 's minimization procedures governing 
data acquired pursuant to Section 702 of the Foreign Intelligence Surveillance Acl 
of 1978, as amended. 

(S/tNF) This memorandum memorializ~s the discussion between the Department of 
Justii.;e (DOJ). the National Security Agency (NSA). and the Forei_gn lnteUigeiice Sun1eillailce 
COl\rt (Court) 0n 24 July 20"12 d~scribing the facts and cir9-umstances behind NSA 's issuance of 
~raiver determination pursuant to Section 5 of NS A's minimization. procedul'es 
~eclion 702 of the Foreign Intelligence Sur.veillance Act, as amended, 1 c<anfirming 

NSA '·s apptopriarc use and implementation of that provision in other case.s, and detailil~g 
additional -steps being taken by NSA~ in coordination with DOJ, to ensure that NSA. s 
interpretation and implementation of its au!horities conducted purswu:it to lhe f.oi:eign 
Intelligence Surveillance Ac\ (FISA) are consistentv»ith the sratute, Cowt orders; and Court­
approved procedures. 

{SHNF) Back ound Facts and Circumstances Re Waiver Detebn1nation 

(TS//Sl//NFJ Since August 2008. Section 5 of NSA's FISA Ainen·dments Act (FAA) 702 
Minimizatfrm Prncedures has pennitted the Director of NS A (DIRNSA) to waive destruction of 
cc1iain r AA 702 data, the destruction of which is other\vise required by the procedures! if 
DIRNSA "specifrcally determines. in writing" that one of the wniver criteria listed 1n ·the 
minimization pr~cedures applies. One such criterion applies when a communkation is 
"reasonably believed to contain significant foreign infelligence information.''2 

(TSJ/SY/Nf) Destruction waivers are most frequently soug)lt when - 1 -

has traveled to the United St&tes, and NSA has acquired the target's 
communicatio1is before realizing the target entered the U.S. Even without a waive~i under these 
circumstances a separate provision of Section 5 of the minimizat-ion procedures provides that "if 

1 ~ Sci! Siu:lion 5( I }·(4). Exhibit B, In re DNllAG 
·· Mi11imira1io11 Procl!d11res used by rhc Narionql Security Age11l')' in 011nectio11 w/11 AcqJri.~llio11s o orl!ig11 
lnlidfigence h1formaticJ11 P11rs11a111 to Section 702 q{the. Fordg11 /111tdligence S1111•11illa11ceAc1of1978," as A1111mdccl 
(her'cinafif!r "NSA 's FAA 701 Mioirni7.aiion Procedures" or"minimization procedures'). 

z -tfst See St!c1/on 5(1 ), NSA·s f AA 702 MinllniZillion"P:riic~dur'e,s . 
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a domestic communication indicates that a target has entered the United States, NSA may advise 
FBI of Chat fact:':i 

3 (l!l/FOUO) See &,!lion 5, NSA ·s FAA 702 Minimi71ltion Procedures. 

~ (U//FOUO) Althl>ugh the focus of this correspondence is NSA ·s consultation with OOJ, both the Office 
of\he Direclor.ofNational Intelligence lfil.d 1he llip_aJjm£11t...QfQeieJ).seJJayej nip.01jµn1Jw.etsjgblCQles_wj1lu:espec 
10 NSA 's i111elligc11cc activities. 

2 

- -- -~- ~ TPP ~ECl~T/t€.QMll'fF/l.NOFORN 
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intidenc and the results of the investigation 10 the Cou11 in the December 2011 and March 2012 
Quarte.rly Reports of FAA 702 compliance matters. 

(S//NF) Additional Waivers Issued Pursuant to Section 5 ofNSA's Minimization Procedures 

(TSHSL'-/NF) Steps to Ensure· that NSA ' s fnterpretation and Implementation ofits FJSA 
Aut11orities are Consistent with the Statute, Court Orders; and Court-Approved Procedures 

-{S/~ NSA, in coordination \>vi th DO.I, bas taken a number of-steps to in)prove overall 
coordinatibn of guidance involving significant interpretations of the PTSA and to ensure a 
common understanding oftlle implementation requirements arisi11g from such interpretations. 
Additfona1Jy, NSA continues to move forward with se:veral internal initiatives to enhance the 
complianceinfraslructure and strengthen NSA's visibility across its components from .a 
programmatic level. 

I. ([})Coordination berween NSA and DOJ In advance of•\'ign(ficanl FJSA 
inlerpretalions 

(TS//Sll/NF) NSA is cmnmitt~d to workfog wlth DOJ in advance of any oecision that 
involves. a signilicant interpretation of the FJSA, a Court' order, or Court-approved procedures. 

_ _ _ ____ _,· _his advance..coordinntion_applies.across alLof-NSA.?.s.acti\1ities.executcd pursuant-to-FISA.-not------- -

----- -
3 
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just those activities conducted pursuant to Section 702. NSA has a numbe-r of efforts undenvay 
to inwlement this enhanced coordination. For example, NSA has invited DOJ lo participate in 
pre- and post-order reviews that NSA 's Office of General Counsel hosts-with NSA's operational, 
technical, and cpmpliance personnel to ensure that there is a shared undetstanding of the 
collection activities conducted pursuant to Title 1 of the FJSA; what is required by the applicable 
Court order; what is required by NSA 's minimization procedures; and other re<:juirements. 5 DQJ 
has participated in a number of these reviews already and anticipates participating in additional 
reviews on an ongoing basis. This builds on the experience NSA and DOJ have gained ih 
participating in joint sessions to discuss and revie'v complex collection activities, such a·s ·the 
bulk business record and pen register applications, and, mor~ recently, drafting and 
implementing ameudments to NSA ·s Sect.ion 702 minimization procedures to allow .. ·-- These joint sessions create a fom1alized process to disqus~ new issues- that m!}y ~rise 
as well as ensure a common understanding of existing collection and implementation activities. 

(S/fNFJ NSA and DOJ also conduct management coordination teleconferences.to mo.nitor 
pending FJSA matters as w~ll as to discuss progress on outstanding Jegal issue~. These efforts 
help coordinate priorities and projects that advance mission and compliance objectives. 

2. (U) Coordination between NSA and DOJ Jo ensure a commo11 under~·tp11dh1g of 
implemr!ntalion requirements 

(Sl'lNF) NSA and DOJ continue to work together to develop a process to coordinate 
official guidance and training materials on an ongoing basis. For example, although·DOJ has 

4 

TOI' ~EGREl'//£0MI:NT/J'NOFORN: 
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previously reviewed some of NS/\ 's existing FAA 702 training materials, NSA has been 
identifying additional internal training and employee guidance related to its implementation of 
Section 702 of the FISA and sharing it with DOJ. In addition, NSA and DOJ personnel are 
increasing participation in each others' internal training, including training on general 
operational matters in addition to FISA-related training. 

(S/i~ff) NSA, in coordination with DOJ, is also working to develop processes to more 
e1foctivclY. memorialize and track substantive representations to the Court that may not be 
expressly captured in the Government' s wrjtten filin s or the Court's resultin orders.7 

3. (U) Ongoing NSA Initiatives and Programmatic !mprovemenls 

(S/fNF) NSA has taken several steps to improve its management and uaders1~ding of the 
rules and interpretations of the FTSA statute, FISC orders, and FISC-approved procedures. -
efforts are intended to provide NSA's attomeys, policy officers~ and compliance officers with a 
common set of searchable documents that will provide the basisto ensure shared understandittg 
and interpretations of the applicable law, Court orders, and Court-approved minimi;zalion 
procedures. devel.op internal policies, and further build NSNs compliance.program .. NSA ·s 
Office of the Director of C.ompliance is spearheading ail effort to manage, organize, and maintain 
tl1e authorities. policies~ iliiliiiiiiliiilitliiiiillmmliliiillii • 

5 
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(S//Nf) Additionally, NSA has established an Authorities Integration Group, ~111hich is 
accountable to the DIRNSA for managing authority~related changes/additions/deletions across 
NSA in a holistic mallller that integrates mission operations. technology, legal, polh:y. and 
compliance elements. The Authorities lntegration Group includes individuaJs d!!signated as 
Authority Leads lo manage the activities within a partictilar authority1 e .g., a Title I PISA 
Authority Lead .• a Section 702 Authority Lead. etc. The Chair of the Authorities Integration 
Group reports to NSA 's Deputy Director. 

(U) Conclusion 

(S.~ff) ln sum, these efforts are Intended to strengthen NSA 's overlapping compliance 
safeguards from a structuraJ, managerial, and training perspective. NSA is a· large organiz.ation 
with inany diverse· components serving specialized and complex functions. The intent of the 
steps described ·herein is to ·ensure representations made to the Court reflect an accu_rate and 
shared understanding of how NSA's FlSA-related authorities are being interprnted·and 
impleme_nted! both within NSA as well as with DOJ and NSA' s other external partners. NSA 
has always viewed DOJ as a critical partner, and both organizations are working closely together· 
to enhance current processes with greater transparency. Although mistakes can never be entirely 
avoided in a complex operational environment, the steps described herein will help prevent 
systemie problems, create mechanisms to expeditiously identify &nd correct mistakes that may 
occur> and create a fran1ework to review ex.isting practices and policies. NSA will continue to 
infonn both DO.T and the Court of the status of NSA 's efforts to improve its overaU compliance 
postur~ . 

------ ---
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