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SUBJECT: CRISSCROSS/PROTON 

PURPOSE: Provide DIRNSA information on subject . 

BACKGROUND: 

(U) History of CRISSCROSS/PROTON (h ow did it com e about, wh en , and by 
wh om .) 

• (S//OC, NF) Project CRISSCROSS began in the early 1990's wh en CIA and DEA 
collabor a ted on a da tabase and analytical tool suite to perfonn link analysis and 
cr oss-refer ence lookups against DEA and CIA collected telephon e billing r ecords 
and phon e direct01ies. 

• (S//OC, NF) NSA Office of Clime and Narcotics r equested the software and 
da tabase capabilities of CRISSCROSS to enhance SIGINT da t a. CRISSCROSS 
proved extrem ely successful a t identifyin g n ew phon e nwnbers associa ted with 
1ost' drug tar gets and locating additional targets of interest . Expanding the 
cover age from La tin Am elica t o worldwide then enhanced target development 
efforts acr oss all NSA product lines. 

(U) Cwrent CRISSCROSS/PROTON Agreem ents. 

• (S//OC, NF) All CRISSCROSS/PROTON Agreem ents are via bila teral 
Mem oranda of Understanding (MOU) and exist between CIA, DEA, NSA, DIA, 
and FBI. DEA and FBI do n ot cunently sh are da ta with each other . 

• (S//OC, NF) DIA provides support to valiou s DoD elem ents (e.g JICs/J ACs and 
other Ser vice Intelligence sbuctures) as specified in MOU Addendwns. 

(U) How cun·ent da ta in CRISSCROSS/PROTON is "minimized" and by wh a t 
standards. 

• (S//OC, NF) From its inception , NSA h as only provided telephony dat a to 
CROSSCROSS/PROTON , which con stitutes: da te, time, dura tion , called 
nwnber and calling nwnber . NSA 'minimizes" this m et ada ta plior to its 
transmission of da ta to CIA. 

• (S//NF) NSA da ta is pulled from the FASCIA and HOMEBASE syst em s and 
transmitted to a NSA terminal in CIA's PROTON Project Office. 

• (S/ISI) For U.S. and 2nd party nwnber s, minimization is achieved by r eplacing 
the 1ightmost 4 digits with four x's. 

Derived From: NSA/CSSM 1-52 
Dated: 200411 23 

Declassify On: 20290325 
TOP SECRET//COMINT//ORCON/NOFORN//MR 



TOP SECRET//COMINT//ORCON/NOFORN//MR 

• (S/ISI) The classification of the NSA call-event r ecords is CONFIDENTIAL 
NOFORN. 

• (S//OC, NF) NSA Office of Gen eral Counsel ruled tha t the da ta contributed by 
CIA, DIA, DEA, and FBI does n ot n eed to be minimized by NSA before being 
incorpora t ed into the NSA PROTON system as each MOA sign at or y must 
"minimize" according to their own authorities. 

(U) How CRISSCROSS/PROTON opera t es today (da ta flows/tape cow"ier , tools, etc.) 

• 

• (S//NF) PROTON is a proprietary system architecturally incon sistent with DoD 
and NSA development guidelines and en viromnent. It r equires specific licen sing 
and m ainten ance expen ses and cw·r ently cannot be integr a ted with other tools . 

• 

• (S//OC, NF) Dat a is transfeiTed from NSA, DIA, and FBI to CIA electronically or 
by courier deliver y of m agnetic tapes. 

(U) CwTent proposals t o m odify (pending) CRISSCROSS/PROTON with the 
addition of other da ta elem ents/content/procedw·es 

• (S//OC, NF) New c01mnunication s technologies n ecessita ted evolution of the 
CRISSCROSS software. The CRISSCROSS syst em only handled five call-record 
fields: da t e, time, dura tion , called number and calling number . PROTON goes 
fw'ther and analyzes additional da t a fields tha t are specific to cell and sat ellite 
phon es, such as IMEis and IMSi s, la t!lon g coordina t es. PROTON also analyzes 
email h eader s (n ot content), SMS text m essages, SIM cards, travel r ecords 
(passp01't #, flight #, description), VISA application da ta and excerpts from CIA 
intelligence r eports. 

• (S//OC, NF) CIA, DIA, and FBI h ave added these additional da ta types t o 
PROTON and sh ar e this da t a with NSA. However , NSA h as n ever agreed t o 
expand its contribution s to PROTON . 
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• (S //OC, NF) PROTON perfonns entity analysis/contact chaining across da t a 
types. User s m ay search on a target entity's phone nwnber and PROTON will 
r eturn the associa ted email, cell phone, call r ecords, street address, and CIA 
intelligence r eport excerpts. 

• (S//OC, NF) PROTON tools find other entities tha t beh ave in a similar manner 
to a specific target, it also identifies con ·espondents in common with t wo or m or e 
tar gets, identifies potential n ew phon e nwnbers wh en a tar get switches phon es, 
and identifies n etworks of or ganiza tion s based on communication s within the 
group. 

• (S//OC, NF) PROTON provides search capabilities for exploiting commercial 
phon e books and da t a tha t do n ot conform to a particular type, such as excerpts 
from CIA intelligence r eports. 

(U) CwTent NSA contribution t o CRISSCROSS/PROTON (da ta elem ents/nwnber of 
r ecords to da te/r ecords p er week/m onth, etc.) 

• (S//OC, NF) CIA, DIA, FBI, and DEA contribution s over a three-month period 
totaled 11.7 billion r ecords (which includes many r ecords tha t ar e n ot 
"communication s-metada t a contact r ecords".) 

• (S/181!/NF) NSA contribution s over the sam e three-month period totaled 4.2 
billion r ecords (again, only limited to telephony contact da ta). (Note: under the 
NSA prop osal to cr eate an IC-wide communication s m etada ta r epository, NSA's 
contribution would be in the l OO's of billion s of contact r ecords - telephony and 
DNI contact r ecords.) 

(U) How NSA currently u ses CRISSCROSS/PROTON in conjunction with other 
NSA m etada t a r epositories and t ools. 

• (S//OC, NF) NSA analysts u se Proton to perfonn analysis against da t a from 
CIA, NSA, DEA, FBI and DIA in a single common interface. Results provide 
additional t argets of interest for all product lines. Mer gin g the da ta produces a 
m ore complet e picture of the target's communication s and activity. 

• (TS//SI!/NF) NSA User s r eported the following regarding the importance of 
PROTON : 
• (S) SIGINT analyst s in Iraq a ttributed PROTON for successes a t locating and 

appreh ending High Value Individuals (HVIs). PROTON had the information 
they n eeded to get U .S. troops in the right location . 

• (S) PROTON was c1itical in capturing a HVI wh o was wanted by the FBI and 
AF OSI for t err01ist r ela ted activity in Den ver . 

• (S/181) PROTON provided the location information of a m on ey exchange 
h ou se tha t was connected t o a Pakistani militant group. 
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• 

• (S) PROTON allows a single stop to find r egistra tion information for phon es 
tha t ar e n ot being u sed by the per son t o wh om they are r egist er ed. This is 
particularly important for front companies, wh ere tying multiple phon es to 
the sam e r egistra tion can provide critical information ." 

(S) SID is r ecommending tha t a DNI IC-wide central communication s m etada t a 
r epositor y be est ablish ed and reside a t NSA and tha t DIRNSA/CHCSS be m ade 
Executive Agent for this IC r epository. NSA and its for eign SIGINT partner s stand 
alon e in conducting m et ada ta analysis on such a lar ge scale and as a r esult, ow· 
tools and m ethodologies, as well as the infrastructure employed, ar e well tested and 
h ave been proven efficient and effective. We already exten sively sh ar e m etadat a 
internally within the NSA/CSS enterprise and, h aving r ecently r each ed agreem ent 
with ow· Second Party partner s, are ready to begin implem enting tha t agreem ent to 
sh are Second Party m etada t a writ large. 

(S//NF) Rather than continuing to push communication s m et ada ta out to the 
PROTON r epository, we propose u sing the existing IC sh ared information space 
ICSIS (Intelligence Community System for Information Shru:ing) on INTELINK and 
h ave IC u ser s com e in throu gh an existing tool t o pull da ta from m etada ta 
r epositories r esident a t NSA. We would implem ent IC access to our 
GLOBALREACH feder a ted quer y ser vice via accounts and access verified by PKI 
certificates. This service will provide the access r equested and permit the auditing 
of such r epository u ser s. We believe we can h ave GLOBALREACH capability ready 
for the IC within approxima tely on e t o t wo m onths of a decision to proceed with this 
proposal. 

ORIGINATORs 
for the ~v··un:; "ct'uao,a pro]pOEial, a uu 

for CRISSCROSS/PROTON, 22 Feb 06 
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