
TOP SECRET//COMINT/IREL TO USA, AUS, CAN, GBR, NZL//20291123 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

(U//FOUO) CLASSIFICATION GillDE FOR 
ECI PAWLEYS (PAW) 

02-19 

Effective Date: 14 November 2006 

CLASSIFIED BY: 

REASON FOR CLASSIFICATION: lA (c) 
DECLASSIFY ON: 20291123 

ENDORSED BY:··········· 

TOP SECRET//COMINT/IREL TO USA, AUS, CAN, GBR, NZL//20291123 



TOP SECRET//COMINT/IREL TO USA, AUS, CAN, GBR, NZL//20291123 

(U//FOUO) NSA/CSS CLASSIFICATION GUIDE TITLE/NUMBER: 
ECI PAWLEYS (PAW) Classification Guide 02-19 

(U) PUBLICATION DATE: 

(U) OFFICE OF ORIGIN: 

(U//FOUO) POC: 

(U) PHONE: 

14 November 2006 

Cryptanalysis & Exploitation Services (S31) 

(U//FOUO) ORIGINAL CLASSIFICATION AUTHORITY: 

(TS//SU/REL) ECI PAWLEYS (PAW) protects clandestine HUMINT and computer network access intended to obtain 
cryptographic information and material. It protects operational details, as well as any equipment, materials, technical 
information and some SIGINT capabilities gained as a result of such access. 

Description of Information Classification! Reason Declass Remarks 
Marking 

1. (U//FOUO) The term PAWLEYS or UNCLASSIFIED N/A N/A 
trigraph PAW or any officially 
registered PAWLEYS project 
coverterms standing alone without 
reference to a specific operation or 
target. 

2 . (U//FOUO) The term PAWLEYS or UNCLASSIFIED// N/A N/A 
the trigraph PAW in association with FOR OFFICIAL USE 
ECI, NSA, SIGINT, or intelligence. ONLY 

(U) GENERAL GUIDELINES AND OPERATIONAL DETAILS 
3 . (fS//SII/REL) The fact that NSA has TOP SECRET// 1.4 (c) 20291123 

requirements for: COMINT/IREL 

• HUMINT acquisition of foreign 
cryptographic information and 
material. 

• acquisition of foreign 
cryptographic information and 
material via a Computer 
Network Exploitation (CNE) 
operation. 

4 . (U//FOUO) The details of TOP SECRET// 1.4 (c) 20291123 (U//FOUO) Some requirements are 
PAWLEYS requirements without COMINT/IREL NOFORN or restricted to a subset of 
reference to locations or operational 2nd Party partners. 
aspects. 
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Description. of lnfor.malion Class!ikation/ - Declasli lhmarb 
~ 

5. ( rSJ/SU/REL) ECI PAWLEYS TOP SECRET// 1.4 (c) 2029 1123 (TS//SII/REL) PAWLEYS will apply 
protects the following as they are C0:0.11NT-ECJ PA WI/ to C."Eopcrations rutd tools (and 
related to CNE operations: REL resulting c:ryptographic information) 

01\.LY when the operation or tool is 
( I) "I'J!.e fact lhat an operation is tailored to a specific targct·s 

specifically intoodOO to acqui re cryptogr.tphic system. 
or enable lhe acquisit ion of 
n yptographic information (Uin;OUO) .'l"OFOR.'l" or some 

limited 2nd Party release may b¢ 
(2) llte sucooss (or lac-k the-reol) in applied. Operational information is 

acquiring or enabling the e:ttr<:-rr.cly sensitive and is only 
:u:qui~ition o f lh~ intend~"<! d ivul£<.-d und<.'l' th~ J; t.ric·tcJ; t o f r. .. -cd. 

n yptographic information to-know rul::s. 

(3) "I'J!.e tochnicaJ details of CNE 
tools that are dcsignod (or a 
specific larget"s cryptogntphic 
system. 

(4) Cryptographic information 
colloctod by a CNE openttion 
condoc:tcd specifically for that 
purpos~. 

6. ( rSJ/SU/REL) ECI PAWLEYS TOP SECRET// 1.4 (c) 202~ 1123 (U//FOUO) "Any analysis or 
protocts the following as they are C0:0.11NT·EC1 PA WI/ tochnicaJ capability .. would ind ude 
related to clandestine HU~11NT REL tochnical papers. notes. software or 
operations: other techniques. which could not 

have be::on d~\·elopod without 
( I) llte material . equipm::ont or PAWLEYS information. 

information resulting from a 
PAWLEYS operation and the (Uin;OUO) .'l"OFOR.'l" or sow.e 
(act or a-..:cess. limitod 2nd Party release may be 

applied. O pe-rational information is 
(2) Any rutalysis or tec-hnical e:ttr<:-mcly sensitive and is only 

c.apabiJity d~velopcd as a result divulgod und::r lh~ s.trk test of nxd· 
of PA WU!YS information. to· know rul::s. 

(3) "llte location. purpose .. time 
(ram~. means of ac.cess or any 
other op.:r.Alion :.l d.:t:a.it ~Tilling 

to the planning of or 
accomplishment of a clandestine 
c-ryptographic access. 

(4) Any identifying information 
regard ing HU~IIl'T assets 
involvod in PAWLEYS 
operations. 
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The that · 
and OCSB aU op::rate 

PAWLEYS prograw.s and that NSA 
collaborates with each on targets of 

SECRET/I 
CO~II l'o'TI/RJ:!L 

1.4 (c) 

-·-
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