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(U) PREAMBLE

August 17, 2011

(U Asg the primary investigative agency of the federal government, the FBI has the authority and
responsibility to investigate all violations of federal law that are not exclusively assigned to
another federal agency. The FBI is further vested by law and by Presidential directives with the
primary role in carrying out criminal investigations and investigations of threats to the national
security of the United States. This includes the lead domestic role in investigating international
terrorist threats to the United States, and in conducting counterintelligence activities to counter
foreign entities” espionage and intelligence efforts directed against the United States. The FBI is
also vested with important functions in collecting foreign intelligence as a member ageney of the
United States Intelligence Community (USIC). (AGG-Dom, Introduction)

(U) While investigating crime, terrorism, and threats to the national security, and collecting
foreign intelligence, the FBI must fully comply with all laws and regulations, including those
designed to protect civil liberties and privacy. Through compliance, the FBI will continue to earn
the support, confidence and respect of the people of the United States.

(U) To assist the FBI in its mission, the Attorney General signed the d#torney Cenergl s
Cruidelines for Domesiic FFE] Operations (AGG-Dom) on September 29, 2008. The primary
purpose of the AGG-Dom and the Domestic Investigations and Operations Guide (DIOG) is to
standardize policy so that criminal, national security, and foreign intelligence investigative
activities are accomplished in a consistent manner, whenever possible (e.g., same approval,
notification, and reporting requirements). In addition to the DIOG, cach FBIHQ operational
division has a policy implementation guide (PG) that supplements this document. Numerous FBI
manuals, electronic communications, letterhead memoranda, and other policy documents are
incorporated into the DIOG and the operational division policy implementation guides, thus,
consolidating the FBI's policy guidance. The FBIHQ Corporate Policy Office (CPO) plays an
instrumental role in this endeavor. Specifically, the CPO maintains the most current version of
the DIOG on its website. As federal statutes, executive orders. Attorney General guidelines, FBI
policies, or other relevant authorities change, CPO will electronically update the DIOG after
appropriate coordination and required approvals.

(U) This revised DIOG is a direct result of more than 700 comments received from field and
Headquarters employees after release of the initial DIOG i December 2008. Each suggestion
was reviewed by a working group comprised of experienced field agents and Chief Division
Counsels, as well as representatives from the CPO, the Office of the General Counsel (OGC),
and the Office of Integrity and Compliance (OIC). Many of these changes and suggestions have
been incorporated in the revised DIOG. These changes to the DIOG should better equip you to
protect the people of the United States against crime and threats to the national security and to
collect foreign intelligence. This is your document, and it requires vour input so that we can
provide the best service to our nation. If you discover a need for change, please forward yvour
suggestion to FBIHQ CPO.

(U) Thank vou for your outstanding service!
Robert 8. Mueller, TII

Director
ACLU EC-117
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1 (U) SCOPE AND PURPOSE

1.1 (U) ScopE

() The Domestic Investigations and Operations Guide (DIOG) applies to all investigative
activities and intelligence collection activities conducted by the FBI within the United States, in
the United States territories, or outside the territories of all counttries. This policy document does
not apply to investigative and intelligence collection activities of the FBI in foreign countries;
those are governed by:

A) () The Attorney General’s Guidelines for Extraterritorial FBI Operations and Criminal
Investigations,

B) (1) The Attorney General’s Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection (those portions which were not superseded by The Atiorney General
Guidelines for Domestic FBI Operations),

C) (U) The Attorney General Guidelines on the Development and Operation of FBI Criminal
Informants and Cooperative Witnesses in Extraterritorial Jurisdictions;

D) (U) The Attorney General Procedure for Reporting and Use of Information Concerning
Violations of Law and Authorization for Participation in Otherwise Hlegal Activity in FBI
Foreign Intelligence, Counterintelligence or International Tervorism Intelligence
Investigations (August 8, 1985, and

E) (U) Memorandum of Understanding Concerning Overseas and Domestic Activities of the
Central Intelligence Agency and the Federal Bureau of Investigation (2005).

(U//FOUQ) Collectively, these guidelines and procedures are hereinafter referred to as the
Extraterritorial Guidelines in the DIOG.

1.2 (U) PURPOSE

() The purpose of the DIOG is to standardize policies so that criminal, national security, and
foreign intelligence investigative activities are consistently and uniformly accomplished
whenever possible (e.g., same approval, opening/closing, notification, and reporting
requirements).

(U) This policy document also stresses the importance of oversight and self-regulation to ensure
that all investigative and intelligence collection activities are conducted within Constitutional
and statutory parameters and that civil liberties and privacy are protected.

() In addition to this policy document, cach FBI Headquarters (FBIHQ) operational division
has a Policy Implementation Guide (PG) or several PGs that supplement the DIOG. No policy or
PG may contradict, alter, or otherwise modify the standards ot the DIOG. Requests for DIOG
modifications ¢an be made to the Corporate Policy office (CPO) pursuant to DIOG Section 3.2.2
paragraphs (A), (B), (C) and (D). As a result, numerous FBI manuals, electronic
communications, letterhead memoranda, and other policy documents are incorporated into the
DIOG and operational division PGs, thus, consolidating FBI policy guidance.

ACLU EC-118
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18 (U) INVESTIGATIVE METHODS

18.1 (U) OVERVIEW

18.1.1 (U) INVESTIGATIVE METHODS LISTED BY SUB-SECTION NUMBER
(1) The following investigative methods are listed by DIOG Sub-Section number:
18.4.1 (U) Public information.

18,32 (U) Records or information - FBI and DOJ.

1853 (U) Records or information - Other federal, state, local, tribal, or foreign government
agency.

18.5.4 (1) On-line services and resources.

18.5.3 (U) CHS us¢ and recruitment.

18.5.6 (1) Interview or request information from the public or private entities.

18.5.7 (1) Information voluntarily provided by governmental or private entities.

18.5.8 (U) Physical Surveillance (not requiring a court order).

18.5.2 (U) Grand jury subpoenas — for telephone or electronic mail subscriber information only.
18.6.1 (1) Consensual monitoring of communications, including electronic communications.
18.60.2 (1) Intercepting the communications of a computer trespasser.

18.6.% (U Closed-circuit television/video surveillance, direction finders, and other monitoring
devices.

18.6.4 (U) Administrative subpoenas.

18.6.3 (U) Grand jury subpoenas.

18.6.6 (U) National Security [ etters.

18.6.7 (1) FISA Order for business records.

18.6.8 (U) Stored wire and electronic communications and transactional records.
18.6.9 (U) Pen registers and trap/trace devices.

18.6.10 (U) Mail covers.

18.6.11 (U) Polygraph examinations.

18.6.12 (U) Trash Covers (Searches that do not require a warrant or court order).
ACLU EC-119
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18.6.13 (U) Undercover operations.

18.7.1 (U) Searches — with a warrant or court order.

18.7.2 (1N Electronic surveillance — Title 11

18.7.3 (U) Electronic surveillance — FISA and FISA Title VII (acquisition of foreign intelligence
information).

18.1.2 (U) INVESTIGATIVE METHODS LISTED BY NAME (ALPHABETIZED)
(U) The tollowing investigative methods are listed alphabetized by DIOG name:
(U) Administrative subpoenas. (Section 18.6.4)

(Uy CHS use and recruitment. (Section 18.5.3)

(U) Closed-circuit television/video surveillance, direction finders, and other monitoring devices.
(Section 18.6.3)

(U) Consensual monitoring of communications, including electronic communications. (Section

18.6.0

(L) Electronic surveillance — FISA and FISA Title VII (acquisition of foreign intelligence
information). (Section 18.7.3)

(U) Electronic surveillance — Title II1. (Section 18.7.2)

(U) FISA Order for business records. (Section 18.6.7)

(1) Grand jury subpoenas. (Section 18.6.5)

(U) Grand jury subpoenas — for telephone or electronic mail subscriber information only in Type
1 & 2 Assessments. (Section 18.3.9)

(1) Information voluntarily provided by governmental or private entities. (Section 18 5.7)
(U) Interview or request information from the public or private entities. (Section 18.5.6)
(U) Mail covers. (Section 15.0. 1)

(U) National Security Letters. (Section 18.6.0)

(U) On-line services and resources. (Section 18.5.4)

(U) Pen registers and trap/trace devices. (Section }18.6.9)

(U) Physical Surveillance (not requiring a court order). (Section 18.3.8)

(U) Polygraph examinations. (Section }18,6.11)

ACLU EC-120
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(U) Public information. (Section 18.5.1)
{(U) Records or information - FBI and DOJ. (Section 1%.5.2)

(U) Records or information - Other federal, state, local, tribal, or foreign government agency.
(Seetion 18.5.3)

(U) Searches — with a warrant or court order. (Section 18.7. 1)
(U) Stored wire and electronic communications and transactional records. (Section [ £.6,%)
(U) Trash Covers (Searches that do not require a warrant or court order). (Section 1£.6.12)

(U) Undercover Operations. (Section $8.6.13)

18.1.3 (U) GENERAL OVERVIEW

(U/FOUQ) The conduct of Assessments, Predicated Investigations (Preliminary Investigations
and Full Investigations) and other activities authorized by the Attorney General’s Guidelines for
Domestic FBI Operations (AGG-Dom) may present choices between the use of different
investigative methods (formerly investigative “techniques™) that are each reasonable and
effective based upon the circumstances of the investigation, but that are more or less intrusive,
considering such factors as the effect on the privacy and civil liberties of individuals and the
potential damage to reputation. The least intrusive method if reasonable based upon the
circumstances of the investigation is to be used in such situations. However, the choice of
methods is a matter of judgment. The FBI is authorized to use any lawful method consistent with
the AGG-Dom, even if intrusive, where the degree of intrusiveness is warranted in light of the
seriousness of a criminal or national security threat or the strength of the information indicating
its existence, or in light of the importance of the foreign intelligence sought to the United States’
interests. (AGG-Dom, Part 1.C.2.)

(U) The availability of a particular investigative method in a particular investigation may depend
upon the level of investigative activity (Assessment, Preliminary Investigation, Full
Investigation, and Assistance to Other Agencies).

18.2 (U) LEAST INTRUSIVE METHOD

(U) The AGG-Dom requires that the "least intrusive” means or method be considered and—if
reasonable based upon the circumstances of the investigation—used to obtain intelligence or
evidence in lieu of more intrusive methods. This principle is also reflected in Executive Order
12333 which governs the activities of the United States intelligence community (USIC). The
concept of least intrusive method applies to the collection of intelligence and evidence.

(U) Selection of the least intrusive means is a balancing test as to which FBI employees must use
common sense and sound judgment to effectively execute their duties while mitigating the
potential negative impact on the privacy and civil liberties of all people encompassed within the
Assessment or Predicated Investigation, including targets, witnesses, and victims. This prineiple
is not intended to discourage investigators from seeking relevant and necessary intelligence,
information, or evidence, but rather is intended to encourage investigators to choose the least
ACLU EC-121
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18.6 (U) AUTHORIZED INVESTIGATIVE METHODS IN PRELIMINARY INVESTIGATIONS

(U) See AGG-Dom, Part II.B and Part V.A.1-10.
() In Preliminary Investigations the authorized methods include the following:

A) (U) The investigative methods authorized for Assessments:
1) (U) Public information. (See Section 18§.5.1)
2) (U) Records or information - FBI and DOJ. (See Section 18.3.7)

3) (U) Records or information - Other federal, state, local, tribal, or foreign government
agency. (See Section 1%.3.3)

5) (U) CHS use and recruitment. (See Section 18.5.5)

6) (U Interview or request mformation from the public or private entities. (See Section
18.3.6)

7) (U) Information veluntarily provided by governmental or private entities. (See Section
18.3.7)

8} (U) Physical Surveillance (not requiring a court order}. (See Section 18.3.8)

B) (1) Consensual monitoring of communications, including electronic communications. (See

Section 1861

C) (U) Intercepting the communications of a computer trespasser. (See Section 18.6.2)

D) (1) Closed-circmt television/video surveillance, direction finders, and other monitoring
devices. (See Section 18.6,3)

F) (U) Grand jury subpoenas. (See Section 15.0.5)
(3) (1)) National Security Letters. (See Section 18.6.6)
H) (1) FISA Order for business records. (See Section 18.6.7)

I) (U) Stored wire and electronic communications and transactional records. (See Section
186.8)°

Iy (1)) Pen registers and trap/race devices. (See Section 13.6.9)
K) (U) Mail covers. (See Section 18.6.14)
L) (1) Polygraph examinations. (See Section 18.6.11)

M)(U) Trash Covers (Searches that do not require a warrant or cowrt order). (See Section 18.0.12)

N) (U) Undercover operations. (See Section 18.6.13)

16 (1 //FOUO) The use of Search Warrants to obtain this information in Preliminary Investigations is
prohibited. (See DIOG Section 18.6.8.4.2.3) ACLU EC-122
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18.6.1 (U) INVESTIGATIVE METHOD: CONSENSUAL MONITORING OF
COMMUNICATIONS, INCLUDING ELECTRONIC COMMUNICATIONS

18.6.1.1 (U) SUMMARY

(U) Monitoring of wire, oral or electronic communications based on the consent of one party
to the communication is referred 1o as consensual monitoring. The consent exception applies
to the interception of wire, oral, and electronic communications. Consensual monitoring
requires review by the CDC or the OGC. (AGG-Dom, Part V.A.4)

18.6.1.2  (U) APPLICATION

(U/FOUO| |
h7E
UrEOUO) |
b7

(U/FOUQO) The law of the state or territory where the consenting party is located when
making the recording will govern whether OIA approval is needed.

(U/FOUQ) See the OGC website for a list of all-party consent states. See also DIOG Section
18.6.1.6, below.

18.6.1.3  (U) LEGAL AUTHORITY

A) (U) The Fourth Amendment to the United States Constitution and case law interpreting the
same;

B) () The Wiretap Statute, 18 U.5.C. § 2511-2522 , prohibits the intentional interception and
use of wire, voice, or electronic communications absent an exception;

) (1) The consensual monitoring exceptions, 18 U.S.C. § 2511(2)(c) & (d), require one party fo
the communication to consent to monitoring; and

D) (U) The Foreign Intelligence Surveillance Act of 1978 (FISA), 50 U.S.C. §§ 1801 et seq.
provides that if a party to the communication has consented to monitoring, a FISA court order
is not required.

18.6.1.4  (U) DEFINITION OF INVESTIGATIVE METHOD

(U) Generally, the Wiretap Statute (also referred to as Title 1), 18 U.8.C. §§ 2510-2522,
prohibits the intentional interception of wire, oral, or electronic communications unless one of
several exceptions applies. One such exception is based on the consent of a party to the
communication. Two other statutory exceptions to the general prohibition include 1) the

ACLU EC-123
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warrant or court order exception, and 2) the computer trespasser exception. This section
discusses the monitoring of communications under the consent exception.

(U) Consensual monitoring is the monitoring of communications based on the consent of a
party to the communication. (AGG-Dom, Part VILA.) For purposes of this policy, at least one
of the parties to the communication must be located, or the interception of the consensual
communication must ocour, within the United States or the United States territories. The
consensual monitoring of communications is subject to legal review by the CDC or OGC, as
applicable. (AGG-Dom, Part V.A.4). Consensual monitoring includes the interception of the
content of communications and typically falls into one of three general categories:

A) (U) Fire communications, which include conventional telephone communications or other
meang of transmitting the human voice through cable, wire, radio frequency (RF), voice over
Internet Protocol (VoIP), or other similar connections;

B) (U) Oral communications, typically intercepted through the use of devices that monitor and
record oral conversations (e.g., a body transmitter or recorder or a fixed location transmitter or
recorder used during face-to-face communications in which a person would have a reasonable
expectation of privacy but for the consent of the other party); and

C) (U) Electronic communications, which include any transter of signs, signals, writing, images,
sounds, data, or mtelligence by a wire, radio, electronic, or optical system or network (e.g., e~
mail, instant message, chat sessions, text messaging, non-voice peer-to-peer communications),
as that term is defined in 18 U.S.C. § 2510(12)(14) and (17), which are intercepted and
recorded at the time of transmission. The menitoring of electronic communications based on
one party consent is sometimes referred to as "consensual computer monitoring." “Consensual
computer monitoring” applies to “real time* electronic surveillance based on consent and does
not include retrieving or obtaining records of communications that have been stored on the
computer or elsewhere after the communication has occurred.

(U) Note regarding electronic communications monitoring: Agents seeking to
consensually monitor electronic communications (specifically, communications to,
through, or from a computer) must consider whether the party who has consented is a
party to all of the communications they want to monitor or whether some of the
communications involve a computer trespasser, as defined by the computer trespasser
exception. (See DIOG Section 18.6.2) The trespasser exception and the consensual
monitoring of communications exceptions are related, but separate, exceptions to the
Wiretap Statute. The owner, operator, and authorized users of a protected computer or
computer network can consent to the monitoring of only those communications they send
or receive (i.e., to which they are a party), which typically does not include a trespasser's
communications. The trespasser exception allows the interception of the communications
transmitted to or from the trespasser.

(1) When applicable, the exceptions to the Wiretap Statute can be used together,
permitting the interception of the communications of both authorized users and
trespassers on the protected computer. This is particularly useful when it is difficult to
discern the trespasser communications from other communications. If' it is possible to
obtain consent to monitor the communications of the authorized users, use of both the
consent and trespasser exceptions together can mitigate the risk of over or under
collection of the trespasser's communications.

ACLU EC-124
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18.6.1.5 (U) STANDARDS AND APPROVAL REQUIREMENTS FOR CONSENSUAL MONITORING

18.6.1.5.1  [U) GENERAL APPROVAL REQUIREMENTS

(U/FOUQ) Exeept as provided below, an SSA may approve the consensual monitoring of
communications if the information likely to be obtained is relevant to an ongoing Predicated
Investigation. SSA approval, documented through the FID)-759, is conditioned on the
following criteria being met and docurmented on the FI3-739 and other supporting
documentation:

18.6.1.5.1.1 (U) REASONS FOR MONITORING

(U#/FOUQO) The synopsis must include sufficient factual information supporting the need
for the monitoring. It must provide the relationship between the monitoring and the
investigative purpose (e.g., obtain evidence of drug trafficking, public corruption, ete.).

18.6.1.5.1.2 (1) DOCUMENTED CONSENT OF A PARTY TO THE COMMUNICATION TO
BE MONITORED

(U#FOUQO) Consent must be obtained from one of the parties to be monitored, and the
consent must be documented to the appropriate investigative ELSUR sub-file. Having the
consent of one of the parties provides an exception to the Title TII statute. The
requirement to obtain and document consent also applies to the monitoring of computer
communications. See DIOG Section 18.6.1.8 for specific procedures.

18.6.1.5.1.3 (U) SUBJECT

(UHFOUO) Agents conducting consensual monitoring must not intentionally intercept
third-parties who are not of interest to the investigation except for unavoidable or
inadvertent overhears.

18.6.1.5.1.4 (1) LOCATION OF DEVICE

(U/FOUQ) Consensual monitoring can only be approved if appropriate safeguards are in
place to ensure that the consenting party remains a party to the communication
throughout the course of monitoring. For example, if a fixed-location monitoring device
is being used, the consenting party must be admonished and agree to be present during
the duration of the monitoring. If practicable, technical means must be used to activate
monitoring only when the consenting party is present.

18.6.1.5.1.5  (U) NOTICE OF CONSENSUAL MONITORING TO OTHER FIELD OFFICES

(U/FOUO) If an employee, CHS, or non-confidential third party is operationally tasked
to conduct consensual monitoring outside the field offices territory, the FBI employee
requesting approval to conduct the monitoring must provide notice to the SSA who is

responsible for the investigative program in the field office where the monitoring 1 7 F
occur. This notice must be documented in the appropriate investigative ﬁlel I
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(U/rouq
b7E—]

18.6.1.5.1.6 (L) DURATION OF APPROVAL

(U#FOUQ) The request for approval must state the length of time needed for monitoring.
Unless otherwise warranted, approval may be granted for the duration of the
investigation, subject to a substantial change of circumstances. If one or more sensitive
monitoring circumstances is present, DOJ may limit its approval to a shorter duration.
See DIOG Section 18.6.1.6.3 below.

18.6.1.5.1.7 (U) LEGAL REVIEW

(U#FOUQ) Prior to the opening of consensual monitoring, the CDC or OGC must concur
that, given the facts of the investigation, the consensual monitoring is legal. Although
AUSA concurrence is no longer required for consensual monitoring, providing notice to
the AUTSA is encouraged.

18.6.1.5.1.8 (U) CHANGE OF MONITORING CTRCUMSTANCES

(U//FOUQO) Whenever the monitoring circumstances change substantially, a new FD-759
must be executed, and the CDC or OGC must be recontacted to obtain new concurrence.
(AGG-Dom, Part V.A.4.) The following are examples of substantial changes in
monitoring circumstances which require a new FI1)-759: a different consenting party, a
change in the location of a fixed monitoring device, or the addition of a new computer
system. If any of these or other monitoring circumstances substantially change, the FBI
employee must immediately contact the CDC or OGC.

18.6.1.5.1.9 (1) JOINT INVESTIGATIONS

(U/FOUQO) In joint investigations, the policy and procedures for conducting any
investigative method or investigative activity by employees or CHSs are usually
governed by FBI policy. Similarly, employees from other agencies who are participating
in a joint investigation with the FBI are generally governed by their agencies’ policies
regarding approvals. If, however, the FBI has assumed supervision and oversight of
another agency’s employee (e.g., a full time JTTF Task Force Officer), then FBI policy
regarding investigative methods or investigative activity controls. Similarly, if another
agency has assumed supervision and oversight of a FBI employee, unless otherwise
delineated by MOU, the other agency’s policy regarding investigative methods or
investigative activity controls.

ACLU EC-126
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(U//FOUQO) Consensual monitoring conducted by a non-confidential party (e.g., witness,
victim, ete.) will be controlled by the agency that is primarily responsible for the non-
confidential party. In a joint investigation, the employees should reach an understanding
as to which agency is responsible for the non-confidential party; that agency’s policies
will govern approval and documentation requirements for consensual monitoring.

18.6.1.6 (U) CONSENSUAL MONITORING SITUATIONS REQUIRING ADDITIONAL APPROVAL

18.6.1.6.1  [U) Parry LOCATED QOUTSIDE THE UNITED STATES

(U//FOUQ)
bh7E
(U/FOUO |
L7E
(U/FOU( _J

1 I
(AR 0INIG) |

bL7E

See DIOG Section 13.

18.6.1.6.2  [U) CoNSENT OF MORE THAN ONE PARTY REQUIRED FOR CONSENSUAL MONFTORING
(U/FOUQ) For those state, local and tribal governments that require all-party consent }5":7‘ g
not sanction or provide a law enforcement excet)tionl 2

ALLUEL~1Z/
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(U/FOUQ) The law of the state or territory where the monitoring will take place will govern
whether OIA approval is needed.

(U/FOUQ) Consensual monitoring authority and OIA in all-party consent states with no law
enforcement exception for FBI emplovees g_.nd h7E
nd the authorization must be
appropriately documented. As noted in DIOG Section 17.4 above, OIA authority for a CHS
must be approved in conformity with the AGG-CHS and the FBI CHSPG.

(u/Fouo] |

(U/FOUO J |

(U/FOUO) See the OGC website for a list of all-party consent states. See, also DIOG Section
18.6.2, below.

18.6.1.6.3  [U) SENSITIVE MONITORING CIRCUMSTANCE

(U) Requests to monitor communications when a sensitive monitoring circumstance is
mnvolved must be approved by the DOJ Criminal Division, or, if the investigation concerns a
threat to the national security or foreign intelligence collection, by the DOJNSD. (AGG-
Dom, Part V.A.4) A “sensitive monitoring circumstance” is defined in the AGG-Dom, Part
VILO, to include the following:

A) (U) Investigation of a member of Congress, a federal judge, a member of the Executive
Branch at Executive Level IV or above, or a person who has served in such capacity within
the previous two years (Executive Levels I through IV are defined in 3 U.S.C. §§ 5312-5315);

ACLU EC-128
18-54

TUNEEASHFIED - FOR OFFICIAL USE ONLY




% FOR OFFICIAL USE ONLY
omestic [nvestigations and Operations Guide §18

B) (U) Investigation of the Governor, Lieutenant Governor, or Attorney General of any state or
territory, or a judge or justice of the highest court of any state or territory, concerning an
offense mvolving bribery. conflict of interest, or extortion related to the performance of
official duties;

C) (U) The Attormey General, the Deputy Attorney General, or an Assistant Attorney General has
requested that the FBI obtain prior approval for the use of consensual monitoring in a speeific
investigation;

1) (L) A party to the communication is in the cust()dy of the Burc,au of PI"IS()TW (ROP) or the
United States Marshal Servg alng or b
Witness Security Progmm.

E) (U/FOUO|

1) (U/FOUQ
2) (U/FOUO

| |
ESSARNIAZIW]I mw] |

4 (UFoU|
5) (U/FOUO] |

&) (U//FOU( L7E

I_ |
7y (UAFOUC I

8y (U/FOUO] I

' )
l

1/ FOUO]

L=

yaweEonol

—

11) (U/FOUO!
12) (U//FOUO
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130 (/POUON i b7E
14y (FOUo] '
=17 E,
15) (U//FOUO)‘ | RTE
16) (U/FOUO) b7E
173 (usFouo)l L.7e
bTE
(U/FOUO)
A) (UFoUO] Io7E
RuaEorol b7E
C) (U//FOUO) See the elassified provisiens in DIOG Appendix (3 for additional information
regarding consensual monitoring.
(U/FOUQ) Pr [ 124110 ST 112131
Circumstance:
h7E
b7E
AndrEoud ] |
b7E
By_(L/FQUOY T

wiFouo] :b”?ﬁ

ACLU EC-130

18-36

WFOR OFFICIAL USE ONLY




=~ FOR OFFICIAL USE ONLY

Domestic Investigations and Operations Guide §18

(U/FOUO]

A7

(U/FOUOY |

18.6.1.7  (U) DURATION OF APPROVAL

(U/FOUO) e

18.6.1.8 (U) SPECIFIC PROCEDURES

(U/FOUQ) The following procedures apply when obtaining consent.

18.6.1.8.1  [U) DOCUMENTING CONSENT TO MONITOR/RECORD

(UH/EFQUQ

wirouo) |

b7E
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18.6.1.8.1.1 (U) CONSENSUAL MONITORING OF COMPUTERS

(U/FOUO)
b7E
he CDC or OGC must review the document at issue to ensure that the implied
consent 1§ legally sufficient.
18.6.1.8.2  (U) DOCUMENTING APPROVAL
(U//FOUO] b7F
18.6.1.8.3  (U) RETENTION OF CONSENSUALLY MONITORED COMMUNICATIONS
I/
(U/FOUO b7E
18.6.1.8.4  (U) MuLtiPLE COMMUNICATIONS
(U/FOUO
5TE
18.6.1.8.5  [U) INVESTIGATION SPECIFIC APPROVAL
(U/rFouol ]
bT7E

18.6.1.9 (U) COMPLIANCE AND MONITORING

(U/FOUQO) Case agents and supervisors must regularly monitor the use of this method to
ensure that the continued interception of communications is warranted and lawfully obtained
by virtue of consent, express or implied. from a party to the communication. Such monitoring
shall include a review of the investigative file to ensure that consent and authorization forms
are in the appropriate investigative ELSUR sub-file and properly completed by the requesting
agent. ELSUR program personnel must review all submitted FD-7359s and consent forms (FD-
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472 and FD-1071) to ensure proper approval is documented for the consensual monitoring of
communications

ACLU EC-133
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18.6.2 (U) INVESTIGATIVE METHOD: INTERCEPTING THE COMMUNICATIONS OF A
COMPUTER TRESPASSER

18.6.2.1 (U) SUMMARY

(U) The wire or electronic communications of a computer trespasser to, from, or through a
protected computer may be intercepted and collected during a Predicated Investigation. Use of
this method requires S8 A approval and review by the CDC or the OGC. (AGG-Dom, Part
V.A4

18.6.2.2  (U) APPLICATION
(ALEOUON ]

18.6.2.3  (U) LEGAL AUTHORITY

A) (1) The Fourth Amendment to the United States Constitution and case law interpreting the
same;

B) (U) The Wiretap Statute, 18 U.S.C. § 2511, prohibits the intentional interception and use of
wire, oral, or electronic communications absent an exception;

C) (U) Computer Trespasser Exception, 18 U.5.C. § 2311(2)(i); and

D) (L) The Foreign Intelligence Surveillance Act of 1978 (FISA), 50 U1.S.C. §§ 1801 ct seq.,
requires court authorization for “clectronic surveillance.” FISA specifically provides,
however, that the acquisition of computer trespasser communications that would be
permissible under 18 U.S.C. § 2511(2)(1) are not subject to the FISA court order requirement
for electronic surveillance of wire communication under section 101{(1)(2) of FISA. 50 U.S.C.

§ 1801(f)(2).

18.6.2.4  (U) DEFINITION OF THE COMMUNICATIONS OF A COMPUTER TRESPASSER

(U) Generally, the Wiretap Statute (also referred to as Title III), 18 U.S.C. §§ 2510-2522,
prohibits the intentional interception of wire, oral, or electronic communications unless one of
several exceptions applies. One such exception is the interception of a computer trespasser's
wire or electronic communications to, through or from a protected computer based on the
authorization of the owner or operator of that computer. Another statutory exception is based
on the consent of a party to the communication. This section relates specifically to the
computer trespasser exception; the policy on consensual recording of computer
communications can be found at DIOG Section 18.6.1.

(U) The computer trespasser exception to the Wiretap Statute, 18 U.5.C. § 2511(2)(1). permits
a person acting under color of law to intercept the wire or electronic communications of a
computer trespasser that are transmitted to, through, or from a protected computer when the
owner or operator of that computer authorizes the interception. The use of this method does
not include retrieving or obtaining records of communications that have been stored on the
computer or elsewhere after the communication has OCK%EEFE C-134
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(U) The statute requires:

A) (U) The owner or operator of the protected computer to authorize the interception of the
trespasser’s communications on the protected computer;

B) (1) The person acting under color of law to be engaged in a lawful investigation;

) (L) The person acting under color of law to have reasonable grounds to believe that the
contents of the trespasser’s communications will be relevant to the investigation; and

I3y (U The interception is limited to the communications transmitted to or from the trespasser.

(U) The case agent is responsible for documenting the basis for the conclusion that the person
who provided authorization to intercept the trespasser’s communications is either the owner
or operator of the protected computer. The “owner or operator” must have sufficient authority
over the protected computer/computer network system to authorize access across the entire
system. This could be a corporate officer, C10O, or system administrator, if the system
administrator has authority across the entire system. In any instance in which the
identification of the owner or operator is not plainly evident, the case agent must seek the
assistance of the CDC or the OGC to identify the proper owner or operator.

(U) A "protected computer,” defined in 18 U.S.C. § 1030(e), has been generally interpreted to
be any computer or computer network device connected to the Internet, although it also
includes most computers used by a financial institution or the United States Government
regardless of whether the computer is connected to the Internet.

(U) A “computer trespasser” is a person who accesses a protected computer without
authorization and thus has no reasonable expectation of privacy in any communication
transmitted to, from, or through the protected computer. The definition of computer trespasser
does not include a person known by the owner or operator to have exceeded their authority or
to have an existing contractual relationship with the owner or operator for access to all or part
of the computer. (18 U.S.C. § 2510(21))

(17) The trespasser exception and the consensual monitoring of communications exception are
related, but separate, exceptions to the Wiretap Statute. The owner, operator, and authorized
users of a protected computer can consent to the monitoring of only those communications
they send or receive (i.e., communications to which they are a party), which do not include a
trespasser's communications. (See DIOG Section 18.6.1) In comparison, under the trespasser
exception, the owner or operator may only authorize the interception of the communications
of a trespasser transmitted to, through or from the protected computer.

(U) When applicable, the computer trespasser and consensual monitoring of communications
exceptions to the Wiretap Statute can be used together, permitting the interception of
communications of both authorized users and trespassers on the protected computer. This 1s
particularly useful when it is difficult to discern the trespasser communications from other
communications, If it is possible to obtain consent to monitor the communications of the
authorized users, using the consent and trespasser exceptions together can mitigate the risk of
over or under collection of the trespasser's communications. See DIOG Section 18.6.1 for the
policy regarding consensual monitoring of computer communications.
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18.6.2.5 (U//FOUQ) Usg AND APPROVAL REQUIREMENTS FOR INTERCEPTING THE
COMMUNICATIONS OF A COMPUTER TRESPASSER

18.6.2.5.1  (U) GENERAL APPROVAL REQUIREMENTS

(U/FOUQ) An 8SA may approve the use of the computer trespasser exception, subject to
CDC or OGC review. Approval is conditioned on the following eriteria being met and
documented on the F1-759 and through other supporting documentation in the investigative
file:

18.6.2.5.1.1 (1) REASONS FOR THE INTERCEPTION

(U#FOUQ) The synopsis portion of the FID-739 must include sufficient facts to support
the need for the interception and to explain how the contents of the trespasser's
communications will be relevant to the investigative purpose.

18.6.2.5.1.2 (U) OWNER OR OPERATOR AUTHORIZATION

(U/FOUQ) The authorization of the owner or operator of the protected computer (who
may be the system administrator, as stated above) to a person acting under color of law to
intercept the trespasser communications on the protected computer system or network
must be documented using the FD-1070, Authorization to Intercept the Communications
of a Computer Trespasser. The steps the case agent takes to ensure that the person
providing the authorization is the actual or appropriate owner or operator of the protected
computer must be documented in the investigative file. See 18.6.2.6 below for specific
procedures.

18.6.2.5.1.3 (U) ACQUIRING ONLY TRESPASSER COMMUNICATIONS

(U/FOUQO) When intercepting commumnications under the computer trespasser exception
alone (i.e., not in conjunction with consensual monitoring of electronic communications),
the collection must not intentionally acquire communications other than those to or from
the trespasser. This can often be technically complicated to accomplish depending on the
use and configuration of the protected computer and the sophistication of the trespasser.
The steps to be taken to identify trespasser communications and to isolate such
communications from those of authorized users must be considered by the approving and
reviewing officials and documented in the investigative file. See DIOG Section 18.6.2.6
below for specific procedures.

18.6.2.5.1.4 (U) OWNER OR OPERATOR COLLECTION

(U//FOUQ) The interception of trespasser communications may be conducted by the FBI
or by the owner or operator of the protected computer at the FBI’s request. In either
instance, the interception is being conducted under color of law. If the collection is not
being conducted by the FBI, the case agent must document that he or she has informed
the person conducting the interception that it must be accomplished in conformity with
the statute.
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18.6.2.5.1.5 (U) LOCATION OF INTERCEPT

(U//FOUQ) If the intercept or collection of the trespasser communications will occur
outside of the field office of the approving official, the SAC or ASAC of the field office
within which the interception will occur must be notified, and the notification must be
documented in the investigative file.

18.6.2.5.1.6 (U) DURATION

(U/TFOUO) The request for approval (FI)-759) must state the length of time needed for
the interception. Unless otherwise warranted, approval may be granted for the duration of
the investigation, subject to a substantial change of circumstances, as described in DIOG
Section 18.6.2.6, below.

18.6.2.5.1.7 (U) LEGAL REVIEW

(U/FOUO) Prior to the opening of the interception, the CDC or OGC must concur that,
given the facts of the investigation, the interception appears to be lawful under the
computer trespasser exception. Whenever the factors surrounding the use of the approved
technique change substantially, a new FD-759 must be executed. The newly executed
FD-759 must include refreshed concurrence of the CDC or OGC. (AGG-Dom, Part
V.A.4.) The following are examples of substantial changes in the circumstances of the
interception that require a new FI-739: a change in owner or operator, a change in the
method of collection, or the change or addition of a protected computer system. On the
other hand, technical changes in the collection system for the purpose of improving or
refining the interception are usually not substantial changes to the circumstances of the
interception.

18.6.2.5.1.8 (1) JOINT INVESTIGATIONS

(U#FOUQ) In joint investigations, if the FBI is the lead investigating agency, FBI
policies and guidance regarding the interception of computer trespasser communications
must be followed. If the FBI is not the lead investigating agency, the policies of the lead
investigating agency must be followed and documented to the appropriate FBI
investigative file.

18.6.2.5.1.9 (U) EXTRATERRITORIAL C'ONSIDERATIONS

11/ EoUOY

i
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18.6.2.6 (U) DURATION OF APPROVAL FOR INTERCEPTING THE COMMUNICATIONS OF A
COMPUTER TRESPASSER

(U/FOUQO) The interception and collection of computer trespasser communications under the
computer trespasser exception may be approved for a specified length of time or for the
duration of the particular investigation.

18.6.2.7 (U) SPECIFIC PROCEDURES FOR INTERCEPTING THE COMMUNICATIONS OF A COMPUTER
TRESPASSER

(U/FOUQ) The following procedures apply when obtaining authorization.

18.6.2.7.1  (U) DOCUMENTING AUTHORIZATION TO INTERCEPT

(U/FOUQ) Whenever possible, written authorization must be obtained from the owner or
operator of the protected computer and documented on an FD-1070, Authorization to
Intercept the Communications of a Computer Trespasser.

(UH/FQUQ) If the authorization from the owner or operator is provided orally, at least one FBI
agent and another law enforcement or intelligence officer should witness the authorization,
and the authorization must be memorialized in an FD-302. The fact that the authorizing party
has declined or was unable to give written authorization must also be recorded on the FD-
1070, Authorization to Intercept the Communications of a Computer Trespasser form. This
form should then be executed in all respects with the exception of the authorizing party's
signature.

(U/FOUQ) The case agent must document to the file (i.e., FI)-302 or EC) the facts that
establish that the person providing the authorization is a proper party to provide authorization
for the anticipated interception.

(U/FOUQ) If the case agent is secking approval for the FBI to engage in both consensual

monitoring and &WWMWWW%

senarate forms --

18.6.2.7.2  (U) ACQUIRING ONLY THE TRESPASSER COMMUNICATIONS

(U//FOUQ) The computer trespasser exception permits the FBI to intercept only trespasser
communications. Prior to seeking approval to intercept computer trespasser communications,
the case agent must coordinate the use of the method with the Field Office Technical Advisor
by submission of an Electronic Technical Request (1'TR). On receipt of the E'TR, the
Technical Advisor must ensure that the technical equipment and expertise necessary to
lawfully implement the interception are timely provided following approval to use this
investigative method.

(U/FOUQ) Many of the technical challenges and risks associated with accurately isolating
the trespasser communications can be mitigated by also obtaining consent to monitor the
computer or a court order. The possibility of using the aythority to intercept trespasser
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communications in conjunction with consent should be raised at the time of the ETR
submission or as soon thereafter as the case agent determines that the authorized users of the
protected computer will consent to FBI monitoring.

(U/FOUQ) When intercepting trespasser communications, the case agent must prepare an
FD-302 or EC detailing the steps taken to identify trespasser communications and to isolate
such communications from those of authorized users. For example: "reviewed system logs
provided by the system administrator and identified a trespasser accessing the system at the
following dates and times via IP address xxx or port xxx." Additionally, any subsequent
review or revision of the steps needed to identify and isolate the trespasser's communications
must also be documented to the investigative file by an EC or FI)-302, as appropriate.

18.6.2.7.3  {U) REVIEWING THE ACCURACY OF THE INTERCEPTION

(U/FOUQ) At the opening of intereeption and collection of computer trespasser
communications, the Technical Advisor or designated technically trained agent (TTA)
coordinating the implementation of the interception and collection device shall ensure that
appropriate collection parameters are implemented as required by OTD policy and
procedures.

(U/FOUQ) The case agent shall ensure a timely initial review of the collected information to
verify that the interception and collection are limited to communications authorized for
interception and collection under the trespass authority or other lawful exception. Following
this initial review, the case agent shall ensure that a similar review and evaluation is repeated
at appropriate intervals throughout the duration of the interception to ensure that the
interception and collection remain within the scope of the trespasser or other lawful
exceptions. Factors that may impact the frequency of reviews include, but are not limited to:
volume of data to be reviewed, complexity and nature of data collected, and complexity of the
trespassed system.

(U/FOUO)Y Any FBT employee who identifies interception and collection of communications
that may be outside the scope of the trespasser or other lawful exception shall immediately
notify the case agent and the operational SSA of the possible unauthorized interception and
collection of communications. Upon the determination that communications have been
unlawfully intercepied or collected, the interceptions and collection must be halted
immediately. The case agent must consult with a TTA to determine whether collection may be
resumed in a manner that assures further unlawful collections will not occur. If the SSA
determines that unlawful collection can be reliably prevented, that determination must be
documented to the file before lawful interceptions and collection may resume.

(U/FOUQ) The content of communications determined to have been unlawfully collected
cannot be used in any manner and shall be removed promptly from all FBI systems and
destroved. A memorandum documenting the removal and destruction shall be filed in the
main investigation file and the appropriate investigative ELSUR sub-file.

ACLU EC-139
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18.6.2.7.4  [U) REVIEWING THE RELEVANCY OF THE INTERCEPTION

(U/FOUO) The trespasser exception requires the FBI to have a reasonable belief that the
contents of the trespasser’s communications will be relevant to the investigation. Following
opening of the interception and collection of the trespasser communication, the case agent
must ensure that the collected communications are reviewed, at appropriate intervals
throughout the duration of the interception, to determine whether the interception is and
continues to be relevant to the authorized investigation. Factors that may impact the frequency
of reviews include, but are not limited to: volume of data to be reviewed, complexity and
nature of data collected. and complexity of the trespassed system.

18.6.2.7.5  [U) DURATION OF APPROVAL

(U/FOUQO) Authorization to intercept trespasser communications remains valid until such
time as the authorizing party, orally or in writing, revokes the authorization or on the
termination date of the authorization, whichever comes first.

18.6.2.7.6  (U) ELSUR REQUIREMENTS

(U/FOUQ) The information obtained from the collection must be retained in conformity with
the ELSUR Policies (See ELSTUR Guide, Eloctronie Survaiilance Manual, and Flecironic
Surveillance Issugs located in the OGC Main Law Library) or other applicable policies.

18.6,.2.7.7  (U) MULTIPLE COMMUNICATIONS

(U/FOUQO) In investigations in which various modes of communication may be intercepted
(e.g., telephonic, non-telephonic, electronic communications, ete., or the use of consensual
computer monitoring in conjunction with the interception of trespasser communications), one
FD-759 may be used to document approval, provided that each mode of communication to be
monitored is being used in the same investigative file and all facts required on the FD-759 are
the same. If the material facts on the FI)-759 vary (e.g., different periods of authority, etc.),
separate FD-759s must be executed.

18.6.2.7.8  (U) INVESTIGATION SPECIFIC APPROVAL

(U/FOUQO) Approval for intercepting a computer trespasser's communications is
investigation specific and is not transferable to any other investigation, unless the
investigative file under which the authority was granted is consolidated or reclassitied.
Investigation specitic approval must be obtained for any spin-off investigation(s) that arises
out of the original investigation.

18.6.2.8  (U) CoMPLIANCE AND MONITORING

(U/FOUQ) Case agents must regularly monitor the use of this method to ensure that the
continued interception of trespasser communications is warranted and being lawfully
conducted. Such monitoring shall include a review of the investigative file to ensure that
consent and authorization forms have been properly executed and filed. ELSUR program

personnel must review all submitted FD-759s and FD-1070 (Authorization to Intercept the
ACLU EC-140
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Communications of a Computer Trespasser form) to ensure proper approval has been
documented for the interception of computer trespasser communications.
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18.6.6 (U) INVESTIGATIVE METHOD: NATIONAL SECURITY LETTER (COMPULSORY
PROCESS)

18.6.6.1 (U) OvERVIEW OF COMPULSORY PROCESS

(UA/FOUO) |
L7E
(11 7 E

18.6.6.2  (U) APPLICATION

(U/FOUQ) National Security Letters (NSLs) may be used in a national security Predicated
Investigation. This method may not be used for assistance to other agencies, unless relevant to
an already open FBI authorized investigation.

18.6.6.3  (U) NATIONAL SECURITY LETTERS

18.6.6.3.1  (U) LEGAL AUTHORITY

A) (U) 12 U.8.C. §3414(a)(5)(A),

B) (U) 15 U.S.C. §§ 1681u and 1681v,

O) () 18 U.S.C. § 2709,

D) (1) 50 U.S.C. §436;

E) (U) AGG-Dom, Part V; and

F) (L)) A National Security Letter (NSL) may be used only to request:

1) () Financial Records: The Right to Financial Privacy Act (RFPA), 12 U.S.C. §
3414a) 5y,

2) (1) Identity of Financial Institutions: Fair Credit Reporting Act (FCRA), 15 US.C. §
1681u(a);

3) (U) Consumer Identifying Information: FCRA, 15 U.S.C. § 1681u(b);

4) (U) Identity of Financial Institutions and Consumer Identifying Information: FCRA, 15
U.S.C. §§ 1681u(a) and (b);

5) (U) Full Credit Reports in International Terrorism Investigations: FCRA, 15 U.S.C. §
1681v; and

ACLU EC-142
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6) (U) Telephone Subscriber Information, Toll Billing Records, Electronic Communication
Subseriber Information, and Electronic Communication Transactional Records: Electronic
Comprmmcations Privacy Act (BCPA), 18 US.C. § 2709.

18.6.6,3.2  [U) DEFINITION OF METHOD

(U) A National Security Letter (NSL.) is an administrative demand for documents or records

that are relevant to an authorized investigation to protect againsiaiatnablomal et m——

clandestine intelligence activities. Sample NSLs are available.

18.6.6.3.3  {U) ApPROVAL REQUIREMENTS

(U/FOUQO) The process for creating an NSL involves two documents: the NSL itself and the
EC approving the issuance of the NSL. The authority to sign NSLs has been delegated to the
Deputy Director, Executive Assistant Director, and Associate EAD for the National Security
Branch; Assistant Directors and all DADs for CT/CD/Cyber; General Counsel; Deputy
General Counsel for the National Security Law Branch; Assistant Directors in Charge in NY,
WFO, and I.A; and all SACs. This delegation includes FBI officials properly designated to
serve in these positions in an acting capacity. No other delegations are permitted. The
following requirements for designating an acting official are particular to NSLs and are more
restrictive than the Succession and Delegation Policy set forth in DIOG Section 3:

Ay wEouo) |

B (TT‘/F(“)U(“)‘ I

) (U/EoUoy

U
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(U/FOUQ) In addition to being signed by a statutorily-required approver, every NSL must be
reviewed and approved by a CDC, ADC (or attorney acting in that capacity), or an NSLB

attorney.

18.6.6.3.4  [U) STANDARDS FOR IsSUING NSLS

()

TR
(U/FOUO
(U/FOUOY |

bL7E
(U/FOUO] |
(U/FOUO
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(U/FOUOQO) As with all investigative methods, before requesting an NSL, the employee b7E
initiating the request should consider whether an NSL is the least intrusive and reasonable
means based upon the circumstances of the investigation to obtain the needed information.
See DIOG Section 4.4,
18.6.6.3.5  (U) SpeciAL PROCEDURES FOR REQUESTING COMMUNICATION SUBSCRIBER
INFORMATION
(LLEQUON
(u/rouo]
b7E
(UH/FOUO Ithe investigator
should also consider whether an NSL is the least intrusive and reasonable means to obtain the
informationl | b7E
18.6.6.3.6  (U) DURATION OF APPROVAL
U
18.6.6.3.7  (U) SPECIFIC PROCEDURES
(U/FOUO
b7E

A1UEALED
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(I/EOLIQ

AMZEOLION b7E
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M LILEQLIO ]I I

C) (U/FOUO!

D) (UA/FOU)

E) (U/FOUOY |

B) (UFOUOT

b7E
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18.6.6.3.7.1 () Cover EC

(UIFOUOJ |

(U/FOUO |
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HyEouo |

) _(U/Foud

-
N_(U/FOLL b7E

Ky EoLoN

(U/FOUO) This list is not exhaustive. |

18.6.6.3.7.2 (U) Cory OoF NSL

(U/FOUO) A copy of the signed NSL must be retained in the investigative file and be
serialized under the appropriate N51. docurpent tvpe in the FBI's central recordkeeping
gystem. Documented proof of service of NSLs must also be maintained in the NSL sub-

file.

18.6.6.3.7.3 (U) SECOND-GENERATION INFORMATION
/Fouol D g
18.6.6.3.7.4 () CONTACT WITH MEMBERS OF THE NEWS MEDIA BY A
b7E
AEOLO
18.6.6.3.7.5 (U) EMERGENCY CIRCUMSTANCES

(UA/FOUQ) ECPA protects subseriber or communications transactional information from
disclosure by providers of telephone or other electronic communication services.
Generally, an NSL, grand jury subpoena, or another form of legal process must be used to
compel a communication service provider to disclose subscriber or transactional
information. In emergency circumstances, however, the provider may voluntarily disclose
information to the FBI if the provider, in good faith, believes that an emergency
involving danger of death or serious physical injury to any person exists and requires
ACLU EC-148
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disclosure without delay. As a matter of FBI policy, when there is a danger of death or
serious physical injury that does not permit the proper processing of an NSL, an
administrative subpoena (if permissible), a grand jury subpoena, or a letter to the provider
citing 18 U.S.C. § 2702 may be used to request emergency disclosure, if approved by a
SAC, ASAC, or FBIHQ Section Chief. If time does not permit the issuance of an
emergency letter citing 18 U.S.C. § 2702, an oral request to the provider may be made,
but the oral rec?uest must be followed-up with a letter to the particular provider. In either

situation, ar Form, which automatically generates the letter, must be completed.

(U/FOUO) H7E

i

(U/FOUMD |

18.6.6.3.8 (U) NoTicE AND REPORTING REQUIREMENTS

(U/FOUQ) The National Security Law Branch at FBIHQ compiles NSL statistics for
reporting to Congress. The NSL subsystem automatically records the information
needed for Congressional reporting. If the NSL 1s created outside the subsystem, the EC must
include all information necessary for NSLB to report NSL statistics accurately. The EC must
delineate the number of targeted phone numbers/e~mail accounts/financial accounts that are
addressed to each NSL recipient. For example, if there are three targets, ten accounts, and six
recipients of an NSL, the EC must state how many accounts are the subject of the NSL as to
Recipient 1, Recipient 2, etc. It is not sutticient to indicate only that there are ten accounts and
six recipients,

(U/FOUOQ) In addition, the FBI must report the USPER status of the subject of all NSLs (as
opposed to the target of the investigation), other than NSLs that seek only subscriber
information. While the subject is often the target of the investigation, that is not always the
case. The EC must reflect the USPER status of the subject of the request — the person whose
information the FBI is seeking. If the NSL is seeking information about more than one person,
the EC must reflect the USPER status of each person. (See the model ECs on the NSLE
website.)

18.6.6.3.9  (U) RECEIPT OF NSL INFORMATION

w/FoUOY |

b7E
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(U/FOUOY |

b7E
(U/FOUO

b7E
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U/Fouol |

|
ACLU EC-150
18-103

LW FOR OFFICIAL USE ONLY



— FOR OFFICIAL USE ONLY

§18 estic Investigations and Operations Guide

b7E

(J/EQT T(')]I I

b7E

(U//FOUO] |

(LILEQLIO

18.6.6.3.10 (U) ELECTRONIC SERVICE AND ELECTRONIC RETURNS OF NSLS

(EoUol | _
h7E
(U/FOUOY |
BL7E
(U/FOUOY |
L7E
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(U/FOUO|

A) (UrFoud |

B) (U/FOUO !I I

| h7E
(U/FOUQ
(U/FOUO] |
(U/EOUOY ]

18.6.6,.3.11 [U) DisSEMINATION OF NSL MATERIAL

(U/FOUQ) Subject to certain statutory limitations, information obtained in response to an
NSL may be disseminated according to general dissemination standards in the AGG-Dom.
The ECPA (telephone and electronic communications transactional records) and RFPA
(financial records) permit dissemination if consistent with the AGG-Dom and the information
is clearly relevant to the responsibilities of the recipient agency. FCRA permits dissemination
of identity of financial institutions and consumer identifying information to other federal
agencies as may be necessary for the approval or conduct of a foreign counterintelligence
investigation. FCRA imposes no special rules for dissemination of full credit reports.

(U//FOUO

| INSLs mmmmms_l
material received in return classified
b7 E

£
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18.6.6.3.12 [U) SreciaL PROCEDURES FOR HANDLING RIGHT T0O FINANCIAL PRIVACY ACT
INFORMATION
(UA/FOUO
(U//FOUQ) |

UI/EFOUQ I I

wiFoud |

18.6.6.3.13 (U) PAYMENT FOR NSL-DERIVED INFORMATION

(U/FOUO) No legal obligation exists for the FBI to compensate recipients of NSLs issued
pursuant to ECPA (telephone and electronic communications transactional records) or FCRA,
15 U.8.C. § 1681v (full credit reports in international terrorism investigations), and therefore
no payment should be made in connection with those NSLs. See EC, 31930 FCR-A 1487720
QOC, serial 222, for a form letter to be sent in response to demands for payment concerning
these NSLs.

(U/FOUO) Compensation is legally required for NS1s issued pursuant to RFPA (financial
records) and FCRA § 1681u (identity of financial institutions and consumer identifying
information). A fee schedule has been adopted under 12 C.F.R. § 219.3, Appendix A, and
should be reviewed for the current reimbursement provisions. A copy of this fee schedule is
available on the OGC website at.

b7E
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18.6.8 (U) INVESTIGATIVE METHOD: STORED WIRE OR ELECTRONIC
COMMUNICATIONS AND TRANSACTIONAL RECORDS

18.6.8.1 (U) SUMMARY

(U/FOUQ) FBI emplovees may acquire the contents of stored wire or electronic
communications and associated transactional records-——including basic subscriber
information—as provided in 18 U.S.C. §§ 2701-2712 (Flectronic Communications Privacy
Act (ECPA)). Requests for voluntary disclosure under the emergency authority of 18 U.S.C. §
2702 require prior approval from the field office ASAC or FBIHQ Section Chief when
appropriate.

(UAFOUQO) All requests for information from electronic communication service providers
(e.g., telephone companies, internet service providers) pertaining to a subscriber or customer
must comply with ECPA. As used in ECPA, the term “information pertaining to a subscriber
or customer” should be read broadly. It includes, for example, information regarding whether
a particular individual has an account with a covered provider. Thus, unless done in
accordance with ECPA, an FBI employee may not ask a telephone company or internet
service provider whether John Smith has an account with the company (i.e., the FBI employee
may not informally seek information that is statutorily protected prior to the issuance of
appropriate process or the existence of an exception to ECPA). In addition, based on a
November 5, 2008 interpretation of ECPA from the Office of Legal Counsel, the FBI may not
ask a telephone company whether a given telephone number that the company services has
been assigned to an individual. In short, in order to obtain any information specific to the
subscriber from a telephone company or electronic communication service provider, the FBI
must provide legal process pursuant to 18 U.S.C. §§ 2703 or 2709 or the request must fall
within the limited exceptions established in 18 U.S.C. § 2702, and discussed below.

U/Fouo) |
T E
18.6.8.2 (U) APPLICATION
uyrouo| l
b /

18.6.8.2.1  (U) Storep Dara

(U) The Electronic Communications Privacy Act (ECPA)—18 U.S.C. §§ 2701-2712—
governs the disclosure of two broad categories of information: (i) the contents of wire or

ACLU EC-154
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electronic communications held in “electronic storage™ by providers of “electronic
communication service™ or contents held by those who provide “remote computing service™
to the public; and (i1) records or other information pertaining to a subscriber to or customer of
such services. The category of “records or other information™ can be subdivided further into
subscriber records (listed in 18 1U.8.C. § 2703(c)(2)) and stored traffic data or other records.

() Records covered by ECPA include all records that are related to the subscriber, including
buddy lists, “friend” lists (MySpace), and virtual property owned (Second Life). These other
sorts of records are not subscriber records and cannot be obtained with a subpoena under 18
U.S.C. § 2703(e)(2) or an NSL under 18 11.8.C. § 2709.

18.6.8.2.2  (U) LEGAL PROCESS

(U) The legal process for obtaining disclosure will vary depending on the type of information
sought and whether the information is being voluntarily provided under 18 1.8.C, § 2702
(e.g., with consent or when emergency circumstances require disclosure) or the provider 1s
being compelled to provide the information under 18 U.S.C. § 2703, as outlined below, The
process for compelling production under 18 U.S5.C. § 2709 is discussed in the NSL section
above.

18.6.8.2.3  [U) RETRIEVAL

(U) Contents held in “electronic storage” by a provider of “electronic communication service”
for 180 days or less can only be obtained with a search warrant based on probable cause.
Accordingly, such records may only be obtained during a Full Investigation.

(1) Contents held by those who provide “remote computing service™ to the public and
contents held in “electronic storage” for more than 180 days by an “electronic communication
service” provider can be obtained with: a warrant; a subpoena with prior notice to the
subscriber or customer; or an order issued by a court under 18 U.S.C. § 2703(d) when prior
notice has been provided to the customer or subscriber (unless the court has authorized
delayed notice).

(U) Title 18 U.S.C. § 2705 establishes the standard to delay notice for an initial period of up
to 90 days. Records or other information pertaining to a subscriber to or customer of such
services, including basic subscriber information, can be obtained with a search warrant or an
18 U.S.C. § 2703(d) order without notice.

18.6.8.2.4  (U) BASIC SUBSCRIBER INFORMATION

(U) Basic subscriber information, as described in 18 U.S.C. § 2703(¢)(2), can be compelled
by a grand wry or admunigtrative subpoena without notice.

18.6.8.2.5  (U) PRESERVATION OF STORED DATA

(U) The government is authorized under 18 U.S.C. § 2703(f) to direct a provider to preserve
records or other information (stored records or communications) in its possession for 90 days
(which may be extended for an additional 90-days) pending issuance of applicable legal
ACLU EC-155
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process for disclosure. To make a preservation request, the FBI must believe that the records
will subsequently be sought by appropriate legal process.

18.6.8.2.6  (U) COST REIMBURSEMENT

() 18 U.S.C. § 2706 requires the government to reimburse for costs incurred in providing the
contents of communications, records, or other information obtained under 18 U.S.C. §§ 2702,
2703, or 2704, except that reimbursement is not required for records or other information
maintained by a communications common carrier that relate to telephone toll records and
telephone listings obtained under 18 U.8.C. § 2703. In essence, the government does not have
to reimburse for the cost of producing records that the provider maintaing in the ordinary
course of its business.

18.6.8.3 (U) LEGAL AUTHORITY
()18 U.S.C. §§ 2701-2712

(U) AGG-Dom, Part V.9

(U) ECPA—18 U.8.C. §§ 2701-2712— creates statutory privacy rights for the contents of
communications in “electronic storage™ and records or other mformation perfainng o a
subseriber to or cusiomer of an “electronic communication service” and a “remote computing
service.” The statutory protections protect the privacy of an individual’s electronic data
contained in a networked account-that may otherwise fall outside the scope of the
protections afforded by the Fourth Amendment—when such account or its service is owned or
managed by a third-party provider.

(U) ECPA generally: (i) prohibits access to the contents of wire or electronic communications
while in “electronic storage™ unless authorized (18 11.S.C. § 2701); (i1) prohibits a provider of
service to the public from disclosing the contents of wire or electronic communications while
held in “electronic storage,” and prohibits divulging to the government any information
pertaining to a subscriber to or customer of such service unless authorized (18 U.8.C. § 2702),
and (ii1) authorizes the government to compel disclosure from a provider of stored contents of
a wire or electronic communication and records or other information pertaining to a
subscriber to or customer (18 U.S.C. § 2703). ECPA provides for reimbursement of costs
incurred in providing the information acquired.

(U] b7E

18.6.8.4  (U) ECPA DISCLOSURES

(U) ECPA authorities can be divided into two categories: (1) compelled disclosure-—legal
process to compel providers to disclose the contents of stored wire or electronic
communications (including e-mail and voice mail—opened and unopened) and other
information, such as account records and basic subscriber information; and (ii) voluntary
disclosure of such information from service providers. Each of these authorities 1s discussed
below.
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18.6.8.4.1  [U) DEFINITIONS

A) (U) Electronic Storage: 1s "any temporary, intermediate storage of a wire or electronie
communication incidental to the electronic transmission thereof,” or "any storage of such
communication by an electronic communication service for purposes of backup protection of
such communication.” 18 U.5.C. § 2510(17). In short, "electronic storage” refers only to
temporary storage, made in the course of transmission, by a provider of an electronic
communication service.

B) (U) Remote Computing Service (RCS): 1s a service that provides “to the public” computer
storage or processing services by means of an electronic communications system. 18 US.C. §
2711(2). In essence, a remote computing service is an off-site computer that stores or
processes data for a customer.

C) (U) Electronic Conununications System: is "any wire, radio, electromagnetic, photooptical or
photoelectronic facilities for the transmission of wire or electronic communications, and any
computer facilities or related electronic equipment for the electronic storage of such
communications." 18 U.5.C. § 2510(14).

D) (U) Electronic Comumunication Service (FCS): is "any service that provides to users thereof
the ability to send or receive wire or electronic communications.” 18 U.S.C. § 2510(13). For
example, telephone companies and electronic mail companics generally act as providers of
glectronic communication services.

18.6.84.2  (U) COMPELLED DISCLOSURE

(W 18 U.S.C. § 2703 lists five types of legal process that the government can use to compel a
provider to disclose certain kinds of information. The five mechanisms, in descending order
of required threshold showing are as follows:

A) (U) Search warrant,

B) (U) 18 11.S.C. § 2703(d) court order with prior notice to the subscriber or customer;

C) (U) 18 U.S.C. § 2703(d) court order without prior notice to the subscriber or customer;

D) (1)) Subpoena with prior notice to the subscriber or customer; and

E) () Subpoena without prior notice to the subscriber or customer.

(1
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18.6.8.4.2.1 (U//FOUQ) NOTICE—ORDERS NOT TO DISCLOSE THE EXISTENCE OF A
WARRANT, SUBPOENA, OR C'OURT ORDER

(U/FOUO) FBI employees may obtain a court order directing network service providers
not to disclose the existence of compelled process if the government has no legal duty to
notify the customer or subscriber of the process. If an 18 U.S.C. § 2703(d) order or 18
U.S.C. § 2703(a) warrant 1s being used, a request for a non-disclosure order can be
included in the application and proposed order or warrant. If a subpoena is being used to
obtain the information, a separate application to a court for a non-disclosure order must
be made.

18.6.8.4.2.2 (U) LEGAL STANDARD

(U/FOUO) A court may order an electronic communications service provider or remote
computing service not to disclose the existence of a warrant, subpoena, or court order for
such period as the court deems appropriate. The court must enter such an order if it

determines that there is reason to believe that notification of the existence of the warrant,

subpoena, or court order will result in:

A) (U) Endangering the life or physical safety of an individual,
B) (LN Flight from prosecution;

) (LN Destruction of or tampering with evidence;

D) (U) Intimidation of potential witnesses; or

E) (1)) Otherwise seriously jeopardizing an investigation or unduly delaying a trial. 18 U.S5.C. §
2705(b).

18.6.8.4.2.3 (U) SEARCH WARRANT
(U/FOUQ) Investigators can obtain the full contents of a network account with a search

warrant issued pursuant to FRCP Rule 41. However, FRCP Rule 41 search warrant may
not be issued in Preliminary Investigations. See DIOG Section 18.7.1.3.4.4.

18.6.8.4.2.4 (U) COURT ORDER WITH PRIOR NOTICE TO THE SUBSCRIBER OR
CUSTOMER

(U#FOUQ) Investigators can obtain everything in a network account except for
unopened e-mail or voice-mail stored with a provider for 180 days or less using a 18
UU.8.C. § 2703(d) court order with prior notice to the subscriber unless they have obtained
authority for delayed notice pursuant to 18 U.S.C. § 2705. ECPA distinguishes between
the contents of communications that are in "electronic storage" (e.g., unopened e-mail)
for less than 180 days, and those that have been in "electronic storage” for longer or that
are no longer in "electronic storage" (e.g., opened e-mail).

(U) FBI employees who obtain a court order under 18 U.S.C. § 2703(d), and either give
prior notice to the subscriber or comply with the delayed notice provisions of 18 U.S.C. §
2705(a), may obtain:
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A) (U) “The contents of a wire or electronic communication that has been in electronic storage in
an electronic communications system for more than one hundred and eighty days.” 18 U.S.C.
§ 2703(a).

B) (L)) "The contents of any wire or electronic communication” held by a provider of remote
computing service "on behalf of . . . a subscriber or customer of such remote computing
service," 18 U.S.C. §§ 2703(b)(1)XB)(ii), 2703 (b)(2); and

() (1)) Everything that can be obtained using a 18 U.S.C. § 2703(d) court order without notice.

( |

1
TR

|

.

BTE

18684241 (U) LEGAL STANDARD

(U) To order delayed notice, the court must find that “there is reason to believe that
notification of the existence of the court order may... endanger the life or physical safety
of an individual; [lead to] flight from prosecution; [lead to] destruction of or tampering
with evidence; [lead to] intimidation of potential witnesses; or . . . otherwise seriously
jeopardiz[e] an investigation or unduly delay[ | a trial." 18 U.S.C. §§ 2705(a)(1)(A) and
2705(a)(2). The applicant must satisfy this standard anew each time an extension of the
delayed notice is sought.

18.6.8.4.2.4.2 (U) NATIONWIDE SCOPE

(U) Federal court orders under 18 U.S.C. § 2703(d) have effect outside the district of the
1ssuing court. Orders issued pursuant tol8 U1.S.C. § 2703(d) may compel providers to
disclose information even if the information is stored outside the district of the issuing
court. See 18 U.S.C. § 2703(d) ("any court that is a court of competent jurisdiction” may
issue a 18 U.S.C. § 2703(d) order), 18 U.8.C. § 2711(3) (court of competent jurisdiction
includes any federal court having jurisdiction over the offense being investigated without
geographic limitation).

(1) 18 U.S.C. § 2703(d) orders may also be issued by state courts. See 18 U.S.C. §§
2711(3), 3127(2)(B). These orders issued by state courts. however, do not have effect
outside the jurisdiction of the issuing state. See 18 U.S.C. §§ 2711(3).
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18.6.8.4.2.5 (U) COURT ORDER WITHOUT PRIOR NOTICE TO THE SUBSCRIBER OR
CUSTOMER

(U) A court order under 18 U.S.C. § 2703(d) may compel disclosure of:

A) (U) All "record(s) or other information pertaining to a subscriber to or customer of such
service (not including the contents of communications [held by providers of electronic
communications service and remote computing serviee])," and

B) (U) Basic subscriber information that can be obtained using a subpoena without notice. 18
U.S.C. § 2703(e)(1).

18.6.8.4.2.5.1 (U) TyrES OF TRANSACTIONAL RECORDS

(U) The broad category of transactional records includes all records held by a service
provider that pertain to the subscriber beyond the specific records listed in 2703(¢)(2)

(U/FOUO) l__17F

18.6.8.4.2.5.2 (U) CELL SITE AND SECTOR INFORMATION

(1) Cell site and sector information is considered “a record or other information
pertaining to a subscriber” and therefore, production of historical and prospective cell site
and sector information may be compelled by a court order under 18 U.8.C. § 2703(d).
Requests made pursuant to 18 U.S.C. § 2703(d) for disclosure of prospective eell site and
sector information—which is delivered to law enforcement under Communications
Asgistance for Law Enforcement Act (CALEA) at the beginning and end of calls— must
be combined with an application for pen register/trap and trace device. Some judicial
districts will require a showing of probable cause before authorizing the disclosure of
prospective cell site and sector information.

18684253 f}l

L) |

ACCUEC-TBU
18-117

w -~ FOR OFFICIAL USE ONLY
-




§18

D — FOR OFFICIAL USE ONLY

Domestic Investigations and Operations Guide

U/FOLO] ]
BLTE

UY |

anl |

18.6.8.4.2.5.4 (U) LEGAL STANDARD

(Uy A court order under 18 11.S.C. § 2703(d) is known as an "articulable facts" court
order or simply a "d" order. This section imposes an intermediate standard to protect on-
line transactional records. It is a standard higher than a subpoena, but not a probable
cause warrant,

(U) In applying for an order pursuant to 18 U.S.C. § 2703 (d), the FBI must state
sufficient specific and articulable facts for the court to find that there are reasonable
grounds to believe that the contents of a wire or electronic communication, or the records

or other information sought, are relevant and material to an ongoing criminal

investigation.l bL7E

18.6.8.4.2.6 (U) SUBPOENA WITH PRIOR NOTICE TO THE SUBSCRIBER OR C'USTOMER

(U/TFOUO) Investigators can subpoena opened e-mail from a provider if they give prior
notice to the subscriber or comply with the delaved notice provisions of 18 U.8.C. §
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2705(&)4 |that there is reason b7E

to believe notification of the existence of the subpoena may have an adverse result.

(1) FBI employees who obtain a subpoena and give prior notice to the subscriber or
comply with the delayed notice provisions of 18 U.S.C. § 2705(a) may obtain:

A) (1)) "The contents of any wire or electronic communication” held by a provider of remote
computing service "on behalf of . . . a subscriber or customer of such remote computing
service." 18 U.S.C. § 2703(b)(1)(B)(1), § 2703(b)(2);

B) () "The contents of a wire or electronic communication that has been in electronic storage in
an electronic communications system for more than one hundred and eighty days." 18 U.S.C.

§ 2703(a); and
C) (U) Basic subscriber information listed in 18 U.S.C. § 2703(c)(2).

() Noticel

(o}
]
rl

(U) Legal standards for delaying notice: The supervisory official must certity in writing
that "there 1s reason to believe that notification of the existence of the court order may...
endanger|] the life or physical safety of an individual; [lead to] flight from prosecution;
[lead to] destruction of or tampering with evidence; [lead to] intimidation of potential
witnesses; or... otherwise seriously jeopardiz[e] an investigation or unduly delay[] a
trial." 18 UJ.8.C. §§ 2705(a)(1)(A), 2705(a)(2). This standard must be satisfied anew
every time an extension of the delayed notice is sought. This documentation must be
placed with the subpoena in the appropriate investigative file.

18.6.8.4.2.7 (U) SUBPOENA WITHOUT PRIOR NOTICE TO THE SUBSCRIBER OR
CUSTOMER

(U//FOUO) Without notice to the subscriber or customer, investigators can subpoena
basic subscriber information:

(U) name; address; local and long distance telephone connection records, or records of
session times and durations; length of service (including start date) and types of service
used; telephone or instrument number or other subscriber number or identity, including
ACLU EC-162
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any temporarily assigned network address; and means and source of payment for such
service (including any credit card or bank account number)[.]” 18 U.S8.C. § 2703(c)(2).

U

b7E

A) (U) Legal Standard: The legal threshold for issuing a subpoena is relevance to the
investigation. Courts are reluctant to review the “good faith” issuance of subpoenas as long as
they satisfy the following factors'’: (i) the investigation is conducted pursuant to a legitimate
purpose; (ii) the information requested under the subpoena is relevant to that purpose; (iii) the
agency does not already have the information it is seeking with the subpoena; and (iv) the
agency has followed the necessary administrative steps in issuing the subpoena.

(L/FOUOQO) In the event that a federal grand jury subpoena is used, however, appropriate
protections against disclosure must be followed in compliance with FRCP Rule 6(e).

BLULEOUO J

C) (U) Members of the News Media: Approval of the Attorney general must be obtained prior to
seeking telephone billing records of a member of the news media. (See DIOG Section

18.6.5.1.5)
18.6.8.4.3  (U) VOLUNTARY DISCLOSURE

T
el
[xi

W)

A) (1) Service NOT Available to the Public: ECPA does not apply to providers of services that
are not available "to the public;" accordingly such providers may frecly disclose both contents
and other records relating to stored communications. Andersen Consulting v. UOP, 991 F.
Supp. 1041 (N.D. 111. 1998) (giving hired consulting firm employees access to UOP's e-mail
system is not equivalent to providing e-mail to the public).

B) (1)) Services That ARE Available to the Public: 1f the provider offers services to the public,
then ECPA governs the disclosure of contents and other records.

2R U EC-163
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C) (U) If the provider is authorized to disclose the information to the government under 18
U.S.C. § 2702 and is willing to do so voluntarily, law enforcement does not need to obtain a
legal order or provide other legal process to compel the disclosure.

D) (L) If a provider voluntarily discloses under the statute, there is no follow-up legal process
required or available. If the provider, on the other hand, either may not or will not disclose the

information voluntarily, FBI employees must rely on compelled disclosure provisions and
obtain the appropriate legal orders.

1) (1)) Voluntary Disclosure of Stored Contents - ECPA authorizes the voluntary disclosure
of stored contents when:

a) (L) The originator, addressee, intended recipient, or the subscriber (in the case of
opened e-mail) expressly or impliedly consents, 18 11.S.C. § 2702(b)(3);

b) (U) The disclosure "may be necessarily incident to the rendition of the service or to the

protection of the rights or property of the provider of that service," 18 U.S.C. §
2702(b)(5),

¢) (U) The provider "in good faith, believes that an emergency involving danger of death
or serious physical injury to any person requires disclosure without delay of infortation
relating to the emergency,” 18 ULS.C. § 2702(b)(8);

d) (U/FOUO) An emergency disclosure under this statutory exception is justified when
the circumstances demand action without delay to prevent death or serious bodily

cud LLLLL) Ly ) 1 [ Q1 {14.1) L7

H.R Rep. No. 107-497 at 13-14 (2002) accompanying The Cyber Security
Enhancement Act of 2002, H.R. 3482, which passed as part of the comprehensive
Homeland Security Act of 2002, Pub. L. No. 107-296, § 225 116 Stat. 2135 (2002).

) (U) The disclosure is made to the National Center for Missing and Exploited Children,

in connection with a report submitted thercto under Section 227 of the Victims of Child
Abuse Act of 1990. (42 U.S.C. § 13032 and 18 U.S.C. § 2702[b][6]); or

f) (U) The contents are inadvertently obtained by the service provider and appear to
pertain to the commission of a crime. Such disclosures can only be made to a law
enforcement agency. 18 U.S.C. § 2702(bX7)

2) (U) Voluntary Disclosure of Non-Content Customer Records - ECPA permits a
provider to voluntarily disclose non-content customer records to the government when:

a) (U) The customer or subscriber expressly or impliedly consents, 18 U.S.C. §
2702e)(2).

b) (U) The disclosure "may be necessarily incident to the rendition of the service or to the
protection of the rights or property of the provider of that service," 18 U.S.C. §
2702(c)(3):

¢) (U) The provider "in good faith, believes that an emergency mvolving danger of death

or serious physical injury to any person requires disclosure without delay of information
relating to the emergency,” 18 U.S.C. § 2702(c)(4); or

ACLU EC-164
18-121

UN LD - FOR OFFICIAL USE ONLY




U‘m@ — FOR OFFICIAL USE ONLY

§18 Domestic Investigations and Operations Guide

d) (U//FOUO) Note: An emergeney disclosure under this statutory exception is justified
when the circumstances demand immediate action (1.e., obtaining/disclosing
information "without delay") to prevent death or serious bodily injury; the statute does
not depend on the immediacy of the risk of danger itself. For example, an e-mail that
discusses a planned terrorist attack but not the timing of the attack would constitute an
emergency that threatens life or limb and requires immediate action, even though the
timing of the attack is unknown. It is the need for immediate action to prevent the
serious harm threatened rather than the immediacy of the threat itself that provides the
justification for voluntary disclosures under this exception. HR Rep. No. 107497 at
13-14 (2002) accompanying The Cyber Security Enhancement Act of 2002, H.R. 3482,
which passed as part of the comprehensive Homeland Security Act of 2002, Pub. L. No.
107-296, § 225 116 Stat. 2135 (2002).

¢) (L) The disclosure is to the National Center for Missing and Exploited Children, in
connection with a report submitted thereto under Section 227 of the Victims of Child
Abuse Act of 1990, (42 U.S.C. § 13032 and 18 U.S.C. § 2702[¢][5])

3) (L) Preservation of Evidence under 18 U.S8.C. § 2703(f) -

a) (U] |

JA governmental entity 1s authorized to direct providers to
preserve stored records and communications pursuant to 18 ULS.C. § 2703(f). Once a
preservation request is made, ECPA requires that the provider must retain the records
for 90 days, renewable for another 90-day period upon a government request. See 18
U.S.C. § 2703 (£)(2).

b There is no lesallv prescribed formar for 1ISUS.C. 8 2703 requestd 7 - =
I

¢) (U) FBI employees who send 18 UL.S.C. § 2703(1) letters to network service providers
should be aware of two limitations. First, the authority to direct providers to preserve
records and other evidence is not prospective. Thus, 18 U.S.C.. § 2703(1) letters can
order a provider to preserve records that have already been created but cannot order
providers to preserve records not yet made. If FBI employees want providers to record
information about future electronic communications, they must comply with the
electronic surveillance statutes. A second limitation of 18 1J.S.C. § 2703(f) is that some

providers mav be unable to comply effectively with 18 11.5.C._§ 2703(f) requests

b7E

4) (U) Video Tape Rental or Sales Records - 18 U.S.C. § 2710 makes the unauthorized
disclosure of records by any person engaged in the rental, sale, or delivery of prerecorded
video cassette tapes or similar audiovisual materials unlawful and provides an exclusionary
rule to prohibit personally identifiable information otherwise obtained from being
admissible as evidence in any court proceeding. Personally identifiable information is
defined as "information that identifies a person as having requested or obtained specific
video material or services . .. ."
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a) (U) The disclosure to law enforcement of “personally identifiable information” is
permitted only when the law enforcement agency:

(i)  (U) Has the written consent of the customer;

(ify  (17) Obtains a search warrant issued under Rule 41, FRCP or equivalent state
warrant;, or

(i) (U) Serves a grand jury subpoena;

v) (U] J

¢) (L) This type of information was specifically not included in the definition of
"personally identifiable information” to allow law enforcement to obtain information
about individuals during routine investigations such as neighborhood investigations.

d) (U/FOUO) The disclosure of “personally identifiable information® in a national
security investigation may be compelled through use of the above legal processes or
pursuant to a business records order issued under 50 U.S.C. § 1861.

18.6.8.5 (U) VOLUNTARY EMERGENCY DISCLOSURE

18.6.8.5.1  (U) ScorE

(U//FOUQ) ECPA protects subscriber and transactional information regarding
communications from disclosure by providers of remote computing services or telephone or
other electronic communication services to the public (remote computing services, telephone
and other electronic communications services are hereafter collectively referred to as
“electronic communications service providers™ or “providers”™). Generally, an NSL, grand jury
subpoena, or other form of legal process must be used to compel the communication service
provider to disclose such information] ]
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(U/FOUO] |

b7E

(U/FOUQ I

(U/FOUQ) The use of th s designed to captures all the information the FBI
needs to satisty statutory annual Congressional reporting requirements.
U/FoUo| ]

18.6,8.5.2  [U) DURATION OF APPROVAL

(U) As authotized by statute (e.g., for as long as the emergency necessitating usage exists and
only in those circumstances when it is impracticable to obtain other legal process such as a
subpoena or NSL) and applicable court order or warrant.

18.6.8.5.3  (U) SPECIFIC PROCEDURES

A) (U/FOUO) Required Form: | |

b7E
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BYLLEQUION Filino reauirements] I

b7E

C) (U/FOUQ) Contact with Providers.

18.6.8.5.4  (U) Cost REIMBURSEMENT

(U) Policy and procedures regarding cost reimbursement are described in the following:

A) (LN Standardized pavment procedures may be found at

By Cost Reimbursement Guidance can also be found in 18 ULS . C§ 2706

18.6.6.5.5  (U) NoTICE AND KEPORTING REQUIREMENTS
18.6.8.5.6  [U) REPORTING VOLUNTARY EMERGENCY DISCLOSURES

(U) 18 U.S.C. § 2702(d) requires the Attorney General to report annually to Congress
information pertaining to the receipt of voluntary disclosures of the contents of stored wire or
electronic communications in an emergency under 18 U.S.C. § 2702(b)(8), specifically:

A) (U) The number of accounts from which the FBI received voluntary emergency disclosures;
and

B) () A summary of the basis for the emergency disclosure in those investigations that were
closed without the filing of criminal charges.

(1) Thq Form will capture information required to meet these reporting requirement.

b7E

18.6.8.5.7  (U) ROLES/RESPONSIBILITIES

(U) The Ithat hosts the :will, when necessary, follow-
up with e-mail notifications to the issuing employee to ensure that the information included in
the report to DOJ (which it uses to prepare the required Congressional report) is current. It 1s
the responsibility of the FBI employee to respond to these requests for information as soon as
practicable but no later than ten (10) business days. Failure to do so may be considered
“substantial non-compliance” pursuant to Section 3.

() OGC/ILB is assigned the administrative responsibility to complete the following by
December 31 of each year:

A) (U) Tabulate the number of voluntary disclosures of stored contents received under the
authority of 18 U.S.C. § 2702(b)(8) for the calendar vear;

ACLU EC-168
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B) (U) Prepare a report summarizing the basis for disclosure in those instances in which the
relevant investigation was closed without the filing of criminal charges; and

() (U7) Submit the report to the General Counsel for review and submission to DOJ according to
the statutory requirement for annual report by the Attorney General.

18.6.8.6  (U) OTHER APPLICABLE POLICIES

(1) See thy
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18.6.9 (U) INVESTIGATIVE METHOD: PEN REGISTERS AND TRAP/TRACE DEVICES
(PR/TT)

18.6.9.1 (U) SUMMARY

(U) Pen register and trap and trace (PR/TT) devices enable the prospective collection of non-
content traffic information associated with wire and electronic communications, such as: the
phone numbers dialed from or to a particular telephone, including electronic communications;
messages sent from or to a particular telephone; or the internet protocol (IP) address of
communications on the Internet and other computer networks.

18.6.9.2 (U) APPLICATION
(U/EQUOT l

18.6.9.3 (U) LEGAL AUTHORITY

(U) 18 11.S.C. §§ 3121 et seq. and 50 U.S.C. §§ 1842 et seq. regulate the use of PR/TT
devices. PR/TT orders authorize the collection of phone number dialed from or to a particular
telephone, IP addresses, port numbers and the “To” and “From™ information from e-mail; they
cannot intercept the content of a communication, such as telephone conversations or the
words in the “subject line” or the body of an e-mail,

18.6.9.4  (U) DEFINITION OF INVESTIGATIVE METHOD

(U) A pen register device or process records or decodes dialing, routing, addressing or
signaling information transmitted by an instrument or facility from which a wire or ¢lectronic
communication is transmitted, provided that such information must not include the contents of
any communication. See 18 U.8.C. § 3127(3).

(U A trap and trace device or process captures the incoming electronic or other impulses that
identify the originating number or other dialing, routing, addressing or signaling information
reasonably likely to identify the source of a wire or electronic communication, provided that
such information does not include the contents of any communication. See 18 U.S.C. §
3127(4).

18.6.9.5 (U) STANDARDS FOR USE AND APPROVAL REQUIREMENTS FOR INVESTIGATIVE METHOD

18.6.9.5.1  (U) PEn REGISTER/TRAP AND TRACE UNDER FISA

(U) Applications for authority to use a PR/TT device can be made to the FISC in national
security investigations. See 50 U.S.C. § 1842.
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18.6.9.5.1.1 (U) LEGAL STANDARD

(U) Applications to the FISC are to be under oath and must include:

A) (1) The identity of the federal officer making the application; and

B) (N A certification by the applicant that the information likely to be obtained 1s foreign
intelligence information not concerning an USPER or is information that is relevant to an
ongoing investigation to protect the United States against international terrorism or clandestine
intelligence activitics; and that such investigation, if of an USPER, is not conducted solely
upon the basis of activities protected by the First Amendment to the Constitution.

18.6.9.5.1.2 (U) PROCEDURES

(U/FOUO) Requests for opening or renewal of FISA PR/TT must be made using

b7E

Al route the request to appropriate parties for their review and approval
ol the reques -IRouting a

paper copy for signatures 1s not required.

18.6.9.5.1.3 (U) EMERGENCY AUTHORITY—FISA: 50 U.S.C. § 1843

(U//FOUQ) Under the provisions of FISA, the Attorney General may grant Emergency
Authority (EA) for PR/TT. Requests for Emergency Authority must be referred to the
appropriate FBIHQ division.

(U/FOUO)

A) () The Attorney General may authorize the installation and use of a PR/TT upon a
determination that an emergency exists and that the factual basis exists for a court order. The
FISC must be informed at the time of the anthorization and an application for a court order
must be made to the court as soon as practicable, but no more than seven (7) days after the
authorization. If the court does not issue an order approving the use of a PR/TT, an
emergency-authorized PR/TT use must terminate at the earliest of when the information
sought is obtained, when the FISC denies the application, or seven (7) days after the Attorney
(eneral authorization is given.

B) (U) If the FISC denies the application after an emergency PR/TT device has been installed, no
information collected as a result may be used in any manner, except with the approval of the
Attorney General upon a showing that the information indicates a threat of death or serious

bodily harm to any person..
ACLU EC-171
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(U) Notwithstanding the foregoing, the President, acting through the Attorney General,
may authorize the use of a PR/TT, without a court order, for a petiod not to exceed 153
calendar days, following a declaration of war by Congress. See 50 U.S.C. § 1844,

(U/FOUQ) For an emergency authorization to use a PR/TT surveillance I
]
II at any time.
18.6.9.5.1.4 (U) FISA OVERCOLLECTION

(U//FOUO) In accordance with Foreign Intelligence Surveillance Court (FISC) Rule of
Procedure 15, information acquired outside of the scope of the FISA authorization
(“FISA overcollection™) will no longer be sequestered with the FISC, absent
extraordinary circumstances. Contact NSLB for further guidance regarding the handling
of any FISA overcollection,

18.6.9.5.2  (U) CriminaL PEN REGISTER/TRAP AND TRACE UNDER TITLE 18

(U) Applications for the installation and use of a PR/TT device may be made to a “court of
competent jurisdiction”™—i.e., “any district court of the United States (including a magistrate
judge of such a court) or any United States court of appeals having jurisdiction over the
oftense being investigated, or any court of general criminal jurisdiction of a State authorized
by the law of that State to enter orders authorizing the use of a pen register or trap and trace
device.” See 18 U.S.C. § 3127(2).

18.6.9.5.2.1 (U) LEGAL STANDARD

(U Applications for authorization to install and use a PR/TT device must include:

A) (U) The identity of the attorney for the government or the state law enforcement or
investigative officer making the application and the identity of the law enforcement agency
conducting the investigation; and

B) (U) A certification by the applicant that the information likely to be obtained is relevant to an
ongoing criminal investigation being conducted by that agency.

18.6.9.5.2.2 (U/FOUO) PROCEDURES

(UA/FOUQO) An 88A must approve a request for opening or renewal of PR/TT use prior to
submission of the request to an attorney for the government. Before approving such a
request, the SSA should consider of the following:

A) (U/FOUQ) The use of resources based on the investigative purpose set forth;

B) (U/FOUO)Y Whether there is sufficient factual basis for the certification to be made in the
application (i.e., is the information likely to be obtained relevant to an ongoing criminal
investigation);

C) (U/FOUQ) Whether the customer or subscriber has consented to the use of a PR/TT, see 18
U.S.C. §3121(b)3); or
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D) (U//FOUO) Whether the use of a PR/TT is the least intrusive method if reasonable based upon
the circumstances of the investigation.

(U/FOUQ) A copy of the approving EC must be maintained in the pen register sub-file
GGPEN.’7

(U/FOUO) A PR/TT order is executable anywhere within the United States and, upon
service, the order applies to any person or entity providing wite or electronic
communication service in the United States whose assistance may facilitate the execution
of the order. Whenever such an order is served on any person or entity not specifically
named in the order, upon request of such person or entity, the attorney for the
government or law enforcement or investigative officer that is serving the order must
provide writtcn or clectronic corfification that the order applies to the person or entity
being served.

18.6.9.5.2.3 (U) EMERGENCY AUTHORITY—CRIMINAL: 18 U.S.C. § 3125

(U) The Attorney General, the Deputy Attorney General, the Associate Attorney General,
any Assistant Attorney General, any acting Assistant Attorney General, or any Deputy
Assistant Attorney General may specially designate any investigative or law entorcement
officer to reasonably determine whether an emergency situation exists that requires the
installation and use of a PR/TT device before an order authorizing such installation and
use can, with due diligence, be obtained and there are grounds upon which an order could
be entered authorizing the installation and use of a PR/TT.

(U) An emergency situation as defined in this section involves:

A) (U) Immediate danger of death or serious bodily injury to any person;
B) (1) Conspiratorial activities characteristic of organized crime;
) (U) An immediate threat to a national security interest; or

D) () An ongoing attack on a protected computer (as defined in 18 U.S.C. § 1030) that
constitutes a crime punishable by a term of imprisonment greater than one year.

(U) Only DOJ officials have the authority to authorize the emergency installation of a
PR/TT. The FBI does not have this authority. If the DOJ authorizes the emergency
installation of a PR/TT, the government has 48 hours after the installation to apply for
and obtain a court order according to 18 U.S.C. § 3123. It is a violation of law to fail to
apply for and obtain a court order within this 48 hour period. Use of the PR/TT shall
immediately terminate when the information sought is obtained, when the application for
a court order 18 denied, or if no court order has been obtained 48 hours after the
installation of the PR/TT device in emergency situations.

(U//FOUOQO) As with requesting authorization for an emergency Title 111

b7E

nce that
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approval has been obtained, the DOJ attorney will advise the AUSA that the emergency
use has been approved and that the law enforcement agency may proceed with the
installation and use of the PR/TT. The DOJ attorney will send a verification
memorandum, signed by the authorizing official, to the AUSA. The AUSA will include
an authorization memorandum with the application for the court order approving the
emergency use.

T

L | During reonlar bhusiness hours |

18.6.9.6  (U) DURATION OF APPROVAL

A) (U0) FISA: The use of a PR/TT device may be authorized by the FISC for a period of time not
to exceed 90 days in investigations targeting an USPER. Extensions may be granted for
periods net to exceed 90 days upoen re-application to the court. In investigations in which the
applicant has certified that the information likely to be obtained is foreign mtelligence
information not concerning a U.S. person (USPER), an order or extension may be for a period
of time not to exceed one year.

B) (L) Criminal: The installation and use of a PR/T'T device may be authorized by court order
under 18 U.8.C. § 3123 for a period not to exceed 60 days, which may be extended for
additional 60-day periods.

18.6.9.7  (U) SPecIFIC PROCEDURES

(U/FOUQ) Prior to installing and using a PR/TT device (whether issued in a criminal or
national security matter), the case agent must;

M ALEOL T(')\I I

B) (U/FOUQ

C) (UTOUO]

VALEQLIO
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Fa/Eqro b7E

18.6.9.8 (U) Usk or FISA DERIVED INFORMATION IN OTHER PROCEEDINGS

(U//FOUQO) There are statutory (50 U.S.C. Sections 1806, 1825, and 1845) and Attorney
General (AG) policy restrictions on the use of information derived from a FISA ELSUR,
physical search, or PR/TT. These restrictions apply to and must be followed by anyone
“who may seek to use or disclose FISA information in any trial, hearing, or other
proceeding in or before any court, department, officer, agency, regulatory body, or other
authority of the United States. . . .”* See DIOG Appendix E for the AG Memo, Revised
Policy on the Use or Disclosure of FISA Information, dated 01-10-2008. The guidance in
the AG’s Memo establishes notification/approval procedures which must be strietly

followed. Though not contained in the AG Memo, FBI policy requires that b7E
Questions concerning the FIS ATuse policy or

requests for assistance in obtaining FISA use authority from the AG should be directed to
NSLB’s Classified Litigation Support Unit.

(U//FOUQO) The United States must, prior to the trial, hearing, or other proceeding or at a
reasonable time prior to an effort to disclose or use that information or submit it into
evidence, notify the “agerieved person” [as defined in 30 U.S.C. Sections 1801(k),
1821(2), or 1841(2)], and the court or other authority in which the information is to be
disclosed or used, that the United States intends to disclose or use such information. See
50 U.S.C. Sections 1806(c), 1825(d), and 1845(c).

18.6.9.9 (U} CONGRESSIONAL NOTICE AND REPORTING REQUIREMENTS

18.6.9.9.1  (U) CRIMINAL PEN REGISTER/TRAP AND TRACE- ANNUAL REPORT

(U) The Attorney General is required to make an annual report to Congress on the number of
criminal PR/TT orders applied for by DOJ law enforcement agencies. See 18 17.8.C. § 3126.

The report must include the following information:

A) (U) The period of interceptions authorized by the erder, and the number and duration of any
extensions;

B) (1)) The offense specified in the order or application, or extension;
C) (L) The number of investigations involved;
D) (U) The number and nature of the facilities affected; and

E) (1)) The identity, including the district, of the applying agency making the application and the
person authorizing the order.

(U/FOUO)Y DOJ, Criminal Division, OEQ requires the FBI to provide quarterly reports on

pen register usage. To satisfy DOJ data requirements and standardize and simplify field

reporting, court-ordered pen register usage must be reported to FBII%I(! bi7E
within five (5) workdays after the

exptration date ol an original order and any extensions, or denial of an application for an
order. For all eriminal PR/TT orders or extensions issued on or after January 1, 2009, the
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These reporting requirements
do not apply to PR/TT authorized pursuant to consent or under the provisions of FISA.

Bmestic In

18.6.9.9.2 (U) NATIONAL SECURITY PEN REGISTERS AND TRAP AND TRACE - SEMI-FANNUAL
RePORT

(U) The Attorney General must inform the House Permanent Select Committee on
Intelligence, Senate Select Committee on Intelligence, Committee of the Judiciary of the
House Representatives, and Committee of the Judiciary of the Senate concerning all uses of
PR/TT devices pursuant to 30 U.S.C. § 1846. This report is coordinated through DOJ NSD. A
semi-annual report must be submitted that contains the following information:

A) (1) The total number of applications made for orders approving the use of PR/TT devices;
B) () The total number of such orders either granted, modified, or denied; and

C) (U) The total number of PR/TT devices whose installation and use was authorized by the
Attorney General on an emergency basis and the total number of subsequent orders approving
or denying the installation and use of such PR/TT devices.

18.6.9.10 (U) Post CuT-THROUGH [HALED DiGITs (PCTDD)
18.6.9.10.1 (U) OVERVIEW

(U/FOUQO) Telecommunication networks provide users the ability to engage in extended
dialing and/or signaling {(also known as "post cut-through dialed digits" or PCTDD), which in
some circumstances are simply call-routing information and, in others, are call content. For
example, non-content PCTDD may be generated when a party places a calling card, credit
card, or collect call by first dialing a long-distance carrier access number and then, after the
initial call is “cut through,” dialing the telephone number of the destination party. In other
instances, PCTDD may represent call content, such as when a party calls an automated
banking service and enters an account number, calls a pharmacy’s automated preseription
refill service and enters prescription information, or enters a call-back number when prompted
by a voice mail service. See United States Telecom Assn v. Federal Communications
Commigssion, 227 F.3d 450, 462 (D.C. Cir, 2000),

L7E

(U//FOUQ) The definition of both a pen register device and a trap and trace device provides
that the information collected by these devices "shall not include the contents of any
communication.” See 18 11.S.C. § 3127(3) and (4). In addition, 18 11.S.C. § 3121(c) makes
explicit the requirement to "use technology reasonably available"” that restricts the collection
of information "so as not to include the contents of any wire or electronic communications.”
"Content" includes any information concerning the substance, purport, or meaning of a
communication. See 18 U.8.C. § 2510(8). When the pen register definition is read in
conjunction with the limitation provision, however, it suggests that although a PR/TT device
may not be used for the express purpose of collecting content, the incidental collection of
content may occur despite the use of "reasonably available” technology to minimize, to the
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extent feasible, any possible over collection of content while still allowing the device to
collect all of the dialing and signaling information authorized.

(LLJEOUON DO Poaliry: In addition to this statt o1y leigation, DOJT has 1ssued a directive in
o all DOJ agencies requiring that no
affirmative investigative use may be made of PCTDD incidentally collected that constitutes
content, except in cases of emergency—to prevent an immediate danger of death, serious
physical injury, or harm to the national security.

(U/FOUO) |

18.6.9.10.2 [U) CorLLEction oF PCTDD

(UH/FOUO
A urEouo] |
bLTE
B) (U/FOUO]
18.6.9T0.3 [UJUSEOFPUTDD
(U/FOUO] |
b7E
ALLLEQL irey | |
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1) (U/FoUo]

2} (U/FOUO)

3) (U/FOUO)

4) (U/FOUO)

b

3) (U/FOUO) l

"3

/

E

B) (yFoUo] |

1) (U/FOUOY

2) (U/FOUO) |

18.6.9.10.4 (U) WHaT coNsTITUTES PCTDD CONTENT

(U/FOUQ) In applying the above, the term “content” is interpreted to mean “any information
concerning the substance, purport, or meaning of a communication™ as detined in 18 U.S.C. §
2510, Questions concerning whether specific PCTDD are content as opposed to dialing,
routing, addressing, or signaling information should be addressed to the CDC or OGC for
coordination with DOJ as necessary.
ACLU EC-178
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(U/FOUO]

1
b7E

]

18.6.9.11 fU//FOUOI I

(UEQUON

18.6.9.11.1 (U//FOUQ) To LocATE A KNOWN PHONE NUMBER

A) (/FOUQ) Authority: A standard PR/TT order issued pursuant to 18 T1.S.C. § 3127 1s
adequate to authorize the use of this technology to determine the location of a known targeted
phone, provided that the language authorizes FBI employees te install or cause to be installed
and use a pen register device, without geographical limitation, at any time of day or night
within (X} days from the date the order is signed, to record or decode dialing, routing,
addressing, or signaling information transmitted by the “Subject Telephone.” Due to varying
and often changing court interpretations of the requirements for obtaining cell site location
information, agents contemplating legal process to obtain such information should consult as
necessary with their CDC and/or AUSA for the legal requirements in their particular
jurisdiction. The application and order should generally also request authority to compel
disclosure of cell site location data on an ongoing basis under 18 U.S.C. § 2703(d}—or
probable cause, if such is required by the particular district court—as such information may

agsist in determining the seneral location of the targeted phone. | |
B) (Uf/FOUa |

) (W/FOUQ)| |

7
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[Under Kvllo v, United States, 533 ULS, 27 (2001), the use of equipment
not 1n general public use to acquire data that is not otherwise detectable that emanates from a
private premise implicates the Fourth Amendment.

Dy (U FOUO h7E

18.6.9.11.2 [U//FOUQ) To IDENTIFY AN UNKNOWN TARGET PHONE NUMBER

(U/FQUO) Authorinl l

(LLUEQL Tf""hl I
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Ay U/EOUM | |

B) (U/FOUOJ BT

18.6.9.11.3 (U) PR/TT ORDER LANGUAGE

(1) The language in the order should state that "the pen register will be implemented
unobtrusively and with minimum interference with the services accorded to customers of
such service."

ACLU EC-181
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18.7 (U) AUTHORIZED INVESTIGATIVE METHODS IN FULL INVESTIGATIONS

(U) See AGG-Dom, Part V.A. 11-13.

(1) In Full Investigations, to include Enterprise Investigations, the authorized investigative
methods include:
A) (U) The investigative methods authorized for Assessments.
1) (U) Public information. (See Section 18.5.1)
2) (U) Records or information - FBI and DOJ. (See Section 18.5.2)

3) (L) Records or information - Other federal, state, local, tribal, or foreign government
agency. (See Section 18,3.3)

4y (1) On-line services and resources. (See Section 15,5 4)

5y (U) CHS use and recruitment, (See Section 18.3.%)

6) (U) Interview or request information from the public or private entities. (See Section
18.3.68)

7} (U) Information voluntarily provided by governmental or private entities. (See Section

8) (U) Physical Surveillance (not requiring a court order). (See Section 1§,3.%)
B) (L) The investigative methods authorized for Preliminary Investigations.

1) (U) Consensual monitoring of communications, including electronic communications. (See
Section 18.6.1)

2y (U) Intercepting the communications of a computer trespasser. (See Section 18.6.7)

3) (I Closed-circuit television/video surveillance, direction finders, and other monitoring
devices. (See Section 18.6.3)

4y (U) Administrative subpoenas. (See Section J8.6.4)

5) (U) Grand jury subpoenas. (See Section 18.6.5)

6} (U) Natiomal Security Letters. (See Section 18.6.6)

7y (U FISA Order for business records. (See Section 18.6.7)

8) (U Stored wire and electronic communications and transactional records. (See Section
18.6.8)°

9y (1) Pen registers and trap/trace devices. (Sec Section [3,
10) (U) Mail covers. (See Section 18.6.14)

-

(3.5

11) (L) Polygraph examinations. (See Section 18.6.11)

12) (U) Tragh Covers (Searches that do not require a warrant or court order). (See Section

18.6.12)
13) (1) Undercover operations. (See Section 18.6.13)

18 (U//FOUO) The use of Search Warrants to obtain this information in Preliminary Investigations is
prohibited. (See DIOG Section 18.6.8.4.2.3) ACLU EC-182
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C) (U) Searches — with a warrant or court order (reasonable expectation of privacy). (See Section
18.7.1below)

D) (N Electronic surveillance — Title 111 (See Section 15.7.2 below)

E) (U) Electronic surveillance — FISA and FISA Title VII (acquisition of foreign intelligence
information). (See Section 18.7.3 below)

(U//FOUO) Not all investigative methods are authorized while collecting foreign intelligence as
part of a Full Investigation. See DIOG Section 9 tor more information.

ACLU EC-183
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18.7.1 (U) INVESTIGATIVE METHOD: SEARCHES —~ WITH A WARRANT OR COURT
ORDER (REASONABLE EXPECTATION OF PRIVACY)

() See AGG-Dom, Part V.A.12 and the Attorney General's Guidelines On Methods Of
Obtaining Documentary Materials Held By Third Parties, Pursuant to Title II, Privacy Protection
Act of 1980 (Pub. L. 96-440, Sec. 201 et seq.; 42 U.S.C. § 2000aa-11, et seq.).

18.7.1.1 (U) SuMMARY

(U) The Fourth Amendment to the United States Constitution governs all searches and
seizures by government agents, The Fourth Amendment contains two clauses. The first
establishes the prohibition against unreasonable searches and seizures. The second provides
that no warrant (authorizing a search or seizure) will be issued unless based on probable
cause. Although an unlawful search may not preclude a prosecution, it can have serious
consequences for the government. These include adverse publicity, civil liability against the
employee or the government and the suppression of evidence from the illegal seizure.

(U/FOUO) Agglication.

(U) A search is a government invasion of a person’s privacy. To qualify as reasonable
expectation of privacy, the individual must have an actual subjective expectation of privacy
and society must be prepared to recognize that expectation as objectively reasonable. See
Katz v. United States. 389 U.S. at 361. The ability to conduct a physical search in an area or
situation where an individual has a reasonable expectation of privacy requires a warrant or
order issued by a court of competent jurisdiction or an exception to the requirement for such a
warrant or order. The warrant or order must be based on probable cause. The United States
Supreme Court defines probable cause to search as a “fair probability that contraband or
evidence of a crime will be found in a particular place.” Illinois v. Gates, 462 U.S. 213, 238
(1983). A government agent may conduct a search without a warrant based on an individual’s
voluntary consent. A search based on exigent circumstances may also be conducted without a
warrant, but the requirement for probable cause remains.

(U#/FOUQ) There are special rules that must be followed prior to obtaining a search warrant
that might intrude upon professional, confidential relationships.

18.7.1.2 (U) LEGAL AUTHORITY
(1) Searches conducted by the FBI must be in conformity with FRCP Rule 41: FISA, 50
U.S.C. §§ 1821-1829; or £.O. 12333 § 2.5.
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18.7.1.3 (U) DEFINITION OF INVESTIGATIVE METHOD

(U) Physical Search defined: A physical search constitutes any physical intrusion within the
United States into premises or property (including examination of the interior of property by
technical means) that is intended to result in the seizure, reproduction, inspection, or alteration
of information, material, or property, under circumstances in which a person has a reasonable
expectation of privacy.

(U) A physical search requiring a warrant does not include: (i) electronic surveillance as
defined in FISA or Title III; or (ii) the acquisition by the United States Government of foreign
intelligence information from international foreign communications, or foreign intelligence
activities conducted according to otherwise applicable federal law involving a foreign
electronic communications system, using a means other than electronic surveillance as
defined in FISA.

18.7.1.3.1  {U) REQUIREMENT FOR REASONABLENESS

(U) By the terms of the Fourth Amendment. a searchinust be reasonable ab ilsneeption and

reasonable in its execution.

18.7.1.3.2  (U) REASONABLE EXPECTATION OF PRIVACY

(10) The right of privacy is a personal right, not a property concept. It safeguards whatever an
individual reasonably expects to be private. The protection normally includes persons,
residences, vehicles, other personal properly, private conversations, private papers and
records. The Supreme Court has determined that there 1s no reasonable expectation of privacy
in certain areas or information. As a result, government intrusions into those areas do not
constitute a search and, thus, do not have to meet the requirements of the Fourth Amendment.
These areas include: (i) open fields; (ii) prison cells; (iii) public access areas; and (iv) vehicle
identification numbers. The Supreme Court has also determined that certain governmental
practices do not involve an intrusion into a reasonable expectation of privacy and, therefore,
do not amount to a search. These practices include: (i) aerial surveillance conducted from
navigable airspace; (i1) field test of suspected controlled substance; and (ii1) odor detection. A
reasonable expectation of privacy may be terminated by an individual taking steps to
voluntarily relinquish the expectation of privacy, such as abandoning property or setting trash
at the edge of the curtilage or bevond for collection.

18.7.1.3.3  [U) IssuaNCE OF SEARCH WARRANT

(U) Under FRCP Rule 41, upon the request of a federal law enforcement officer or an attorney
for the government, a search warrant may be issued by:

A) (1) a federal magistrate judge, or if none is reasonably available, a judge of a state cowrt of
record within the federal district, for a search of property or for a person within the district;

ACLU EC-185
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B) (U) a federal magistrate judge for a search of property or for a person either within or outside
the district if the property or person is within the district when the warrant is sought but might
move outside the district before the warrant is executed;

() (1)) a federal magistrate judge in any district in which activities related to the terrorism may
have occurred, for a search of property or for a person within or outside the district, in an
investigation of domestic terrorism or international terrorism (as defined i 18 U.S.C. § 2331);
and

12) (L)) a magistrate with authority in the district to issue a warrant to install a tracking device.
The warrant may authorize use of the deviee to track the movement of a person or properly
located within the district, outside, or both.

(1) Physical searches related to a national security purpose may be authorized by the FISC.
(50 U.S.C. §§ 1821-1829)

18.7.1.3.4  [U) PROPERTY OR PERSONS THAT MAY BE SEIZED WITH A WARRANT

(U) A warrant may be issued to search for and seize any: (i) property that constitutes evidence
of the commission of a criminal offense; (i1) contraband, the fruits of crime, or things
otherwise criminally possessed; or (i1i) property designed or intended for use or that is or has
been used as the means of committing a criminal offense. In addition to a conventional search
conducted following issuance of a warrant, examples of search warrants include:

18.7.1.3.4.1 (U) ANTICIPATORY WARRANTS

(U) As the name suggests, an anticipatory warrant differs from other search warrants in
that it 1s not supported by probable cause to believe that contraband exists at the premiscs
to be searched at the time the warrant is 1ssued. Instead, an anticipatory search warrant is
validly issued where there is probable cause to believe that a crime has been or is being
committed, and that evidence of such crime will be found at the described location at the
time of the search, but only after certain specified events transpire. These conditions
precedent to the execution of an anticipatory warrant, sometimes referred to as
"triggering events," are integral to its validity. Because probable cause for an anticipatory
warrant is contingent on the occurrence of certain expected or "triggering” events,
typically the future delivery, sale, or purchase of contraband, the judge making the
probable cause determination must take into account the likelihood that the triggering
event will occur on schedule and as predicted. Should these triggering events fail to
materialize, the anticipatory warrant is void.

18.7.1.3.4.2 () SNEAK AND PEEK SEARCH WARRANTS

(U) A sneak and peek search warrant allows law enforcement agents to surreptitiously
enter a location such as a building, an apartment, garage, storage shed, gtc_forthe

urpose of looking for and documenting evidence of criminal activity.
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18.7.1.3.4.3 (U) MaIL QOPENINGS

(1) Mail in United States postal channels may be searched only pursuant to court order,
or presidential authorization. United States Postal Service regulations governing such
activities must be followed. A search of items that are being handled by individual
couriers, or commercial courier companies, under circumstances in which there is a
reasonable expectation of privacy, or have been sealed for deposit into postal channels,
and that are discovered within properties or premises being searched, must be carried out
according to unconsented FISA or FRCP Rule 41 physical search procedures.

18.7.1.3.4.4 (U) COMPELLED INSCLOSURE OF THE CONTENTS OF STORED WIRE OR
ELECTRONIC COMMUNICATIONS

(U) Contents in “electronic storage™ (e.g., unopened ¢-mail/voice mail) require a search
warrant. See 18 T1.8.C. § 2703(a). A distinction is made between the contents of
communications that are in electronic storage (e.g., unopened e-mail) for less than 180
days and those 1n "electronic storage" for longer than 180 days, or those that are no
longer in "electronic storage” (e.g., opened e-mail). In enacting the ECPA, Congress
concluded that customers may not retain a "reasonable expectation of privacy” in
information sent to network providers, However, the contents of an e~-mail message that
is unopened should nonetheless be protected by Fourth Amendment standards, similar to
the contents of a regularly mailed letter. On the other hand, if the contents of an unopened
message are kept beyond six months or stored on behalf of the customer after the e-mail
has been received or opened, it should be treated the same as a business record in the
hands of a third party, such as an accountant or attorney. In that case, the government
may subpoena the records from the third party without running afoul of either the Fourth
or Fifth Amendment. If a search warrant is used, it may be served on the provider without
notice to the customer or subscriber.

18.7.1.3.4.4.1 (U) SEARCH WARRANT

(U/FOUQ) Investigators can obtain the full contents of a network account with a search
warrant, ECPA does not require the government to notify the customer or subscriber
when it obtains information from a provider using a search warrant. Warrants issued
under 18 U.S.C. § 2703 must either comply with FRCP Rule 41 or be an equivalent state
warrant. Warrants issued pursuant to 18 U.S.C. § 2703 do not require personal service on
the customer; the warrants are only be served on the electronic communication service or
a remote computing service. FRCP Rule 41 requires a copy of the warrant be left with the
provider, and a return and inventory be made. Federal courts have nationwide jurisdiction
1o 1ssue these search warrants (see below).

(U) With a search warrant issued based on probable cause pursuant to FRCP Rule 41 or
an equivalent state warrant, the government may obtain:
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A) (U) The contents of a wire or electronic communication that has been in electronic storage in
an electronic communications system for one hundred and eighty days or less, and

B) () Everything that can be obtained using a 18 U.8.C. § 2703(d) court order with notice.

(17) In other words, every record and all of the stored contents of an account—including
opened and unopened e-mail/voice mail— can be obtained with a search warrant based
on probable cause pursuant to FRCP Rule 41. Moreover, because the warrant is issued by
aneutral magistrate based on a finding of probable cause, obtaining a search warrant
effectively insulates the process from challenge under the Fourth Amendment.

18.7.1.3.44.2 (U) NaTroNwIDE ScoPE

(1) Search warrants under 18 U.S.C. § 2703(a) may be issued by a federal "court with
jurisdiction over the offense under investigation," and may be executed outside the
district of the issuing court for material responsive to the warrant. State courts may also
issue warrants under 18 U.S.C. § 2703(a), but the statute does not give these warrants
effect outside the issuing court’s territorial jurisdiction. As with any other FRCP Rule 41
warrant, investigators must draft an atfidavit and a proposed warrant that complies with
FRCP Rule 41.

18.7.1.3.4.4.3 (U) SERVICE OF PROCESS

(U) 18 U.S.C. § 2703(a) search warrants are obtained just like any other FRCP Rule 41
search warrant but are typically served on the provider and compel the provider to find
and produce the information described in the warrant. ECPA expressly states that the
presence of an officer is not required for service or execution of a search warrant issued
pursuant to 18 U.S.C. § 2703(a).

18.7.1.3.444 (U) Courr ORDER WITH PRIOR NOTICE TO THE SUBSCRIBER OR
CUSTOMER

(U//FOUQ) Investigators can obtain everything in a network account except for
unopened e~mail or voice-mail stored with a provider for 180 days or less using a 18
U.S.C. § 2703(d) court order with prior notice to the subscriber unless they have obtained
authority for delayed notice pursuant to 18 U.S.C. § 2705. ECPA distinguishes between
the contents of communications that are in "electronic storage"” (e.g., unopened e-mail)
for less than 180 days, and those that have been in "electronic storage” for longer or that
are no longer in "electronic storage" (e.g., opened e-mail).

(U) FBI employees who obtain a court order under 18 U.8.C. § 2703(d), and either give
prior notice to the subscriber or comply with the delayed notice provisions of 18 U.S.C. §
2705(a), may obtain:

A) (U) “The contents of a wire or electronic communication that has been in electronic storage in
an electronic communications system for more than one hundred and eighty days.” 18 U.S.C.
§ 2703(a).
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B) (U) "The contents of any wire or electronic communication" held by a provider of remote
computing service "on behalf of . . . a subseriber or customer of such remote computing
service," 18 U.S.C. §§ 2703(b)(1)XB)i1), 2703 (b)2), and

() (L) Everything that can be obtained using a 18 U.S.C. § 2703(d) court order without notice.
Uy ]

a |

18.7.1.3.4.4.5 (U) LEGAL STANDARD

(1) To order delayed notice, the court must find that "there is reason to believe that
notification of the existence of the court order may... endanger the life or physical safety
of an individual; [lead to] flight from prosecution; [lead to] destruction of or tampering
with evidence; [lead to] intimidation of potential witnesses; or . . . otherwise seriously
jeopardiz[e] an investigation or unduly delay[ | atrial." 18 U.S.C. §§ 2705(a)(1)(A) and
2705(a)2). The applicant must satisfy this standard anew each time an extension of the
delayed notice is sought.

18.7.1.3.44.6 (U) NATIONWIDE SCOPE

(U) Iederal court orders under 18 U.8.C. § 2703(d) have effect outside the district of the
issuing court. Orders issued pursuant to18 U.S.C. § 2703(d) may compel providers to
disclose information even if the information is stored outside the district of the issuing
court. See 18 U.S.C. § 2703(d) ("any court that is a court of competent jurisdiction” may
issue a 18 U.S.C. § 2703|d] order), 18 U.S.C. § 2711(3) (court of competent jurisdiction
includes any federal court having jurisdiction over the offense being investigated without
geographic limitation).

(1) 18 U.S.C. § 2703(d) orders may also be issued by state courts. See 18 U.S.C. §§
2711(3), 3127(2)(B). Such orders issued by state courts, however, do not have effect
outside the jurisdiction of the issuing state. See 18 U.S.C. §§ 2711(3).

18.7.1.3.44.7 (U) Court ORDER WITHQUT PRIOR NOTICE 10 THE SUBSCRIBER OR
CUSTOMER

(U) A court order under 18 U.S.C. § 2703(d) may compel disclosure of’
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A) (U) All "record(s) or other information pertaining to a subscriber to or customer of such
service (not including the contents of communications [held by providers of electronic
communications service and remote computing service])," and

B) (L) Basic subscriber information that can be obtained using a subpoena without notice. 18
1.8.C. § 2703(e)(1).

18.7.1.4  (U) ArPROVAL REQUIREMENTS FOR INVESTIGATIVE METHOD

A) (UFOUO) Search warrants issued under authority of FRCF Rule 41: A warrant to search
1s issued by a federal magistrate (or a state court judge if a federal magistrate is not reasonably
available). Coordination with the USAO or DOJ is required to obtain the warrant.

B) (U/FOUO) FISA: In national security investigations, field office requests for FISA
authorized physical searches must be submitted to FBIHQ using the FBI FIS A Regquest Form. bTE
Field office requests for FISA approval are tracked througli |I his form should be ’
completed by the case agent.

C) (UIFOUQ) Sensitive Investisative Mafters (SIM): Notice to the appropriate FBIHQ
operational Unit Chief and Section Chief is required if the matter under investigation is a
sensitive investigative matter. Notice to DOJ 18 also required, as described in DIOG Section
10.

18.7.1.5 (U) DURATION OF APPROVAL

(U) The duration for the execution of a warrant is established by the court order or warrant.

18.7.1.6  (U) SpeciFic PROCEDURES

18.7.1.6.1  (U) OBTAINING A WARRANT UNDER FRCP RULE 41
18.7.1.6.1.1 (U) PROBABLE CAUSE

(UHFOUQO) After receiving an affidavit or other information, a magistrate judge or a
judge of a state court of record must issue the warrant if there is probable cause to search
for and seize a person or property under FRCP Rule 41(c). Probable cause exists where
“the facts and circumstances within the FBI emplovee’s knowledge, and of which they
had reasonably trustworthy information are sufficient in themselves to warrant a person
of reasonable caution in the belief that...” a crime has been or is being committed, and
that sizable property can be found at the place or on the person to be searched. Probable
cause 1s a reasonable belief grounded on facts. In judging whether a reasonable belief
exists, the test is whether such a belief would be engendered in a prudent person with the
officer’s training and experience. To establish probable cause, the affiant must
demonstrate a basis for knowledge and belief that the facts are true and that there is
probable cause to believe the items listed in the atfidavit will be found at the place to be
searched.

18.7.1.6.1.2 (U) REQUESTING A WARRANT IN THE PRESENCE OF A JUDGE

A) (U) Warrant on_an Affidavit: When a federal law enforcement officer or an attorney for the
government presents an atfidavit in support of a warrant, the judge may require the affiant to
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appear personally and may examine under oath the affiant and any witness the affiant
produces.

B) (L) Warrant on Sworn Testimony: The judge may wholly or partially dispense with a written
affidavit and base a warrant on sworn testimony if doing so is reasonable under the
circumstances.

CY () Recording Testimony: Testimony taken in support of a warrant must be recorded by a
court reporter or by a suitable recording device, and the judge must file the transcript or
recording with the clerk, along with any affidavit.

18.7.1.6.1.3 (U) REQUESTING A WARRANT BY TELEPHONIC OR OTHER MEANS

A) (U) In_Genergl: A magistrate judge may 1ssue a warrant based on information communicated
by telephone or other appropriate means, including facsimile transmission.

B) (U) Recording Testimony: Tpon learning that an applicant is requesting a warrant, a
magistrate judge must: (i) place under oath the applicant and any person on whose testimony
the application is based; and (ii) make a verbatim record of the conversation with a suitable
recording deviee, if available, or by a court reporter, or in writing.

C) (U) Certifying Testimony: The magistrate judge must have any recording or court reporter’s
notes transcribed, certify the transeription's accuracy, and file a copy of the record and the

transcription with the clerk. Any written verbatim record must be signed by the magistrate
judge and filed with the clerk.

D) (U) Suppression Limited: Absent a finding of bad faith, evidence obtained from a warrant
issued under FRCP Rule 4 1(d)(3)(A) is not subject to suppression on the ground that issuing
the warrant in that manner was unreasonable under the circumstances,

18.7.1.6.1.4 (1) ISSUING THE WARRANT

(U) In general, the magistrate judge or a judge of a state court of record must issue the
warrant to an officer authorized to execute it. The warrant must identify the person or
property to be searched, identify any person or property to be seized, and designate the
magistrate judge to whom it must be returned. The warrant must command the officer to:
(i) execute the warrant within a specified time no longer than 10 days; (ii) execute the
warrant during the daytime, unless the judge for good cause expressly authorizes
execution at another time; and (iii) return the warrant to the magistrate judge designated
in the warrant.

18.7.1.6.1.5 (U) WARRANT BY TELEPHONIC OR OTHER MEANS

(U) If a magistrate judge decides to proceed under FRCP Rule 41(d)(3)(A), the following
additional procedures apply:

A) (U) Preparing a Proposed Duplicate Original Warrant: The applicant must prepare a
"proposed duplicate original warrant” and must read or otherwise transmit the contents of that
document verbatim to the magistrate judge.

B) (U) Prepuring an Original Warrant: 'The magistrate judge must enter the contents of the
proposed duplicate original warrant into an original warrant.
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C) (U) Modifications: The magistrate judge may direct the applicant to modify the proposed

duplicate original warrant. In that case, the judge must also medify the original warrant.

D) (W) Signing the Original Warrant and the Duplicate Original Warrant: Upon determining to
issue the warrant, the magistrate judge must immediately sign the original warrant, enter on its
face the exact time it is issued, and direct the applicant to sign the judge's name on the
duplicate original warrant.

18.7.1.6.1.6 () EXECUTING AND RETURNING THE WARRANT

A) (U) Noting the Time: The officer executing the warrant must enter on its face the exact date
and time 1t 1s executed.

B) (U) Inyventory: An officer present during the execution of the warrant must prepare and verify
an inventory of any property seized. The officer must do so in the presence of another officer
and the person from whom, or from whose premises, the property was taken. If either one is
not present, the officer must prepare and verify the inventory in the presence of at least one
other credible person.

) (L) Receipt: The officer executing the warrant must: (1) give a copy of the warrant and a
receipt for the property taken to the person from whom, or from whose premises, the property
was taken: or (i1) leave a copy of the warrant and receipt at the place where the officer took the
property.

D) (U Keturn: The officer executing the warrant must promptly return it — together with a copy
of the inventory — to the magistrate judge designated on the warrant. The judge must, on
request, give a copy of the inventory to the person from whom, or from whose premises, the
property was taken and to the applicant for the warrant.

18.7.1.6.1.7 (1) FORWARDING PAPERS TO THE CLERK

(1) The magistrate judge to whom the warrant is returned must attach to the warrant a
copy of the return, the inventory, and all other related papers and must deliver them to the
clerk in the district where the property was seized, (FRCP Rule 41)

18.7.1.6.1.8 () WARRANT FOR A TRACKING DEVICE

A) (U) Nofing the Time: The officer executing a tracking device warrant must enter on it the
exact date and time the device was installed and the period during which it was used.

B) (U) Return: Within 10 calendar days after the use of the tracking device has ended, the officer
executing the warrant must return it to the judge designated in the warrant.

C) (U) Service: Within 10 calendar days after use of the tracking device has ended, the officer
executing the warrant must serve a copy of the warrant on the person who was tracked.
Service may be accomplished by delivering a copy to the person who, or whose property was
tracked; or by leaving a copy at the person’s residence or usual place of abode with an
individual of suitable age and diseretion who resides at that location and by mailing a copy to
the person’s last known address. Upon request of the government, the judge may delay notice
as provided in FRCP Rule 41(£)(3).
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18.7.1.6.1.9 (U) DELAYED NOTICE

(1) Upon the government’s request, a magistrate judge—or if authorized by FRCP Rule
41(b), a judge of a state court of record—-may delay any notice required by FRCP Rule
41 il the delay is authorized by statute.

18.7.1.6.2  [U) OBTAINING A FISA WARRANT

(U) Applications for court-authorized physical search pursuant to FISA must be made by a
federal officer in writing upon oath or affirmation and with the specific approval of the
Attorney General. (See 30 U.8.C. § 1823).

18.7.1.6.2.1 (U) CERTIFICATE BY THE DIRECTOR OF THE FBI

(U) Each FISA application must be accompanied by a Certification by the Director of the
FBI or one of nine other individuals authorized by Congress or the President to provide
such certifications that: the information being sought is foreign intelligence information;
that a significant purpose of the search is to obtain foreign intelligence information; that
such information cannot reasonably be obtained by normal investigative techniques; that
the information sought is "foreign intelligence information" as defined by FISA. The
certification must include a statement explaining the certifier's basis for the certification.

(U) 50 U.S.C. § 1823 specifies the Assistant to the President for National Security
Affairs; E.O. 12139 as amended by E.Q. 13383 specifies the Director of the FBI, Deputy
Director of the FBI, the Director of National Intelligence, the Principal Deputy Director
of National Intelligence, the Director of the Central Intelligence Agency, the Secretary of
State, the Deputy Secretary of State, the Secretary of Defense, and the Deputy Secretary
of Defense as appropriate officials to make certifications required by FISA. The FBI
Director has represented to Congress that the FBI deputy Director will only certity
FISA’s when the FBI Director is not available to do so.

18.7.1.6.2.2 (U) LENGTH OF PERIOD OF AUTHORIZATION FOR FISC ORDERS

(1) Generally, a FISC Order approving an unconsented physical search will specify the
period of time during which physical searches are approved and provide that the
government will be permitted the period of time necessary to achieve the purpose, or for
90 days, whichever is less, except that authority may be:

A) (L) For no more than one year for "Foreign Power" targets (establishments); or

B) (U) For no more than 120 days for a non-USPER agent of a foreign power, with renewals for
up to one.

18.7.1.6.2.3 (U) EXTENSION OF PHYSICAL SEARCH AUTHORITY

(U/FOUO) An extension of physical search authority may be granted on the same basis
as the original order upon a separate application for an extension and upon new findings
made in the same manner as the original order.
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18.7.1.6.2.4 (U) EMERGENCY FISA AUTHORITY

A) () The Attorney (General may authorize an emergency physical search under FISA when he
reasonably makes a determination that an emergency situation exists that precludes advance
FISA court review and approval, and there exists a factual predication for the issuance of a
FISA Court Order. In such instances, a FISC judge must be informed by the Attorney General
or his designee at the time of the authorization and an application according to FISA
requirements is submitted to the judge as soon as is practicable but not more than seven (7)
days after the emergency authority has been approved by the Attorney General.

B) (U) If a court order is denied after an emergency authorization has been initiated, no
information gathered as a result of the search may be used in any manner except if with the

approval of the Attorney General, the information indicates a threat of death or serious bodily
harm to any person.

CuLL/EQUO) Eoran cmerocncy EISA fornhysical scarch | | LR

18.7.1.6.2.3 (1) SPECIAL CIRCUMSTANCES

(U) The President through the Attorney General may also authorize a physical search
under FISA without a court order for periods of up to one year, if the Attorney General
certifies that the search will be solely directed at premises, information, material, or
property that is used exclusively by or under the open and exclusive control of a foreign
power; there is no substantial likelihood that the physical search will involve the
premises, information, material, or property of a United States person (USPER);, and
there are minimization procedures that have been reported to the court and Congress. The
FBT's involvement in such approvals is usually in furtherance of activities pursued
according to E.O. 12333, Copies of such certifications are to be transmitted to the FISA
Court. See S0 U.S.C. § 1822[a].

(U) Information concerning USPERs acquired through unconsented physical searches
may only be used according to minimization procedures, See: 50 U.S.C. §§ 1824(d)(4)
and 1825(a).

18.7.1.6.2.6 (U) REQUIRED NOTICE

(U) If an authorized search involves the premises of an USPER, and the Attorney General
determines that there is no national security interest in continuing the secrecy of the
search, the Attorney General must provide notice to the USPER that the premises was
searched and the identification of any property scized, altered, or reproduced during the
search.

18.7.1.6.2.7 (U//FOUQO) FISA VERIFICATION OF ACCURACY PROCEDURES

/rouoy]
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u/Fouoy |

b7 E

A) (U/FOUD) Each investigative file for which an application is or has been prepared for
submission to the FISC must includ I'I'his[::]
sub-file must be used for copres of all of the supportine documentation relicd upon
when making the certifications contained on th

,

must include:

1) (uirouo] IJ

2) (U/FOUO)
and

3) (U/FOUO)| |

bB7E

B) (TTOUOY -

B7E

18.7.1.6.2.8 (1) Use oF FISA DERIVED INFORMATION IN OTHER PROCEEDINGS

(U#FOUQ) There are statutory (50 U.S.C. Sections 1806, 1825, and 1845) and Attorney
General (AG) policy restrictions on the use of information derived from a FISA ELSUR,
“who may seek to use or disclose FISA information in any trial, hearing, or other

proceeding m or before any court, department, officer, agency, regulatory body, or other
authority of the United States. . . .” See DIOG Appendix E for the AG Memo, Revised
Policy on the Use or Disclosure of FISA Information, dated 01-10-2008. The guidance in

the AG’s Memo establishes notification/approval procedures which must be strictly

followed. Though not contained in the AG Memo, FBI policy requires thal h7E

g
i
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(U//FOUQ) The United States must, prior to the trial, hearing, or other proceeding or at a
reasonable time prior to an effort to disclose or use that information or submit it into
evidence, notify the “aggrieved person” [as defined in 30 U.S.C. Sections 1801(k),
1821(2), or 1841(2)], and the court or other authority in which the information is to be
disclosed or used, that the United States intends to disclose or use such information. See
S50 U.K.C. Sections 1806(c), 1825(d), and 1845(c).

18.7.1.62.9  (U/FOUO|

(U I FOU 0) Fach 1nveqt1gatlve f le for which an application is or has been prepared for

g sub-file 1o be labeled |
This} Jsub-file is to contain copies BE
of all applications to and orders issued by the FISC for the conduct of physical searches
in the investigation. The following data must be included in thig |

A) (U/FOUQO)
and

BLLLLEQLIO)

18.7.1.6.2.10  (U/FOUQ) FISA RENEWALS

aroual |

(U/FOUO

b7E
(U/FOUO)
18.7.1.6.2.10.1 (L) APPEALING THE DECISION OF THE REVIEW BOARD
(uy/Fouo |

ACLUEC-196
18-167
UNCEASSIFILD - FOR OFFICIAL USE ONLY




UNC IED — FOR OFFICIAL USE ONLY
§18 omestic Invesfigations and Operations Guide

18.7.1.6.2.11  (U) COMPLIANCE AND MONITORING FOR FISA

(U/FOUON !

18.7.1.6.2.12  (U) FISA OVERCOLLECTION

Contact NSLB for further guidance regarding the handling

of any FISA overcollection.
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18.7.2 (U) INVESTIGATIVE METHOD: ELECTRONIC SURVEILLANCE - TITLE 111

18.7.2.1 (U) SuMMARY

(U/FOUQ) Electronic Surveillance (ELSUR) under Title IIT is a valuable investigative
method. It is, also, a very intrusive means of acquiring information relevant to the effective
execution of the FBI’s law enforcement. To ensure that due consideration is given to the
competing interests between law enforcement and the effect on privacy and civil liberties, this
section contains various administrative and management controls beyond those imposed by
statute and DOJI guidelines. Unless otherwise noted, it 1s the responsibility of the case agent
and his/her supervisor to ensure compliance with these instructions] |b7E

[Title III ELSUR
requires: (1) administrative or judicial authorization prior to its use; (i) contact with the field
office ELSUR Technician to coordinate all necessary recordkeeping; and (iii) consultation
with the Technical Advisor (TA) or a designated TTA to determine feasibility, applicability,
and use of the appropriate equipment.

(U//FOUQ) Application:|

18.7.2.2 (U) LEGAL AUTHORITY

(U) Title [II ELSUR is authorized by chapter 119, 18 U.S.C. §§ 2510-2522 (Title III of the
Omnibus and Safe Streets Act of 1968).

18.7.2.3 (U) DEFINITION OF INVESTIGATIVE METHOD

(U) Title TIT ELSUR is the non-consensual electronic collection of information (usually
communications) under circumstances in which the parties have a reasonable expectation of
privacy and court orders or warrants are required.

18.7.2.4  (U) TrTLE [Il GENERALLY

(U With the prior approval of the Attorney General, or Attorney General’s designee, the
United States Attorney, by and through an AUSA, or the Strike Force Attorney, may apply to
a Tederal judge for a court order authorizing the interception of wire, oral, or electronic
communications relating to one or more of the offenses listed in Title IIT (18 1J.8.C. § 2516).
Judicial oversight continues throughout the operational phase of the electronic surveillance
including the installation, monitoring, and handling of recording media.

(1) For purposes of obtaining review and approval for use of the method, Title TIT
applications are considered to be either “sensitive”™ or “non-sensitive,” The requirements for
each are set forth below.

ACLU EC-198
18-169

UNC D - FOR OFFICIAL USE ONLY




U
% — FOR OFFICIAL USE ONLY

§18 Domestic Investigations and Operations Guide

18.7.2.5 (U) STANDARDS FOR USE AND APPROVAL REQUIREMENTS FOR NON-SENSITIVE TITLE
IIs

(U/FOUO) An SAC is the authorizing official to approve all requests for “non-sensitive”
Title III orders, including original, extension, and renewal applications, SAC approval of all
extensions and renewals is required to ensure that field office managers will allocate the
resources necessary to use this method. Any delegation of SAC approval authority to an
ASAC under this section must be in writing (See DIOG Section 3.4.3).

(U/FOUQ) Prior to SAC approval referred to above, CDC or OGC review is required for the
initial “non-sensitive” Title IIT order. Extensions and renewals sought within 30 days afier the
expiration of the original Title IIT order n non-sensitive Title IIs do not require CDC review,
unless requested by the SAC or designee. The CDC must review renewals sought more than
30 days after the expiration of the original Title III order.

(U/FOUQ) There may be situations or unusual circumstances requiring the FBI to adopt an
already existing Title III from another federal law enforcement agency. Such adoptions may
only be done on a case-by-case basis, in exceptional circumstances, and subject to the
requirements set forth herein relating to CDC review and SAC approval. Should the Title 11T
proposed for adoption involve sensitive ¢circumstances, it must also be handled in accordance
with the approval and review requirements set forth below.

18.7.2.6 (U) STANDARDS FOR USE AND APPROVAL REQUIREMENTS FOR SENSITIVE T1TLE [IIS

(U/FOUQO) All Title ITT applications involving one of the seven “sensitive circumstances,”
listed below, including all extensions and renewals, must be reviewed by OGC and approved
by FBIIQ. The SAC, with the recommendation of the CDC, must determine whether the
request involves sensitive circumstances. The term “sensitive circumstances™ as used in this
section relating to electronic surveillance under Title III is different from the term “sensitive
investigative matters,” as used in conjunction with approval requirements for opening
Agsessments and Predicated Investigations, and is different from the term “sensitive
monitoring circumstances™ as used in conjunction with the approval requirements for
consensual monitoring.

(U/FOUQ) The field office must include a copy of the completed CDC checklist (FD-926)
when forwarding the initial sensitive Title ITT applications to OGC and FBIHQ for review.
After the initial submission, the CDC checklist must be completed by the appropriate OGC
unit for all subsequent extensions or renewals of sensitive Title I1s.

(U/FOUQ) Although ultimate approval for sensitive Title Ils is at the FBIHQ level, the SAC
or ASAC must continue to review and approve the use of the method for all sensitive Title III
applications as it relates to the allocation of resources within their field office.

(U/FOUQ) The following five sensitive circumstances require the approval of a Deputy
Assistant Director (DAD) or a higher level official from the Criminal Investigative Division
(CID), Cyber Division, Counterterrorism Division (CTD), Weapons of Mass Destruction
Directorate (WMDD), or Counterintelligence Division (CD), as appropriate, and such
approvals must be documented in an EC:

ACLU EC-199
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A) (U//FOUO) Significant privilege issues or First Amendment concerns (e.g., attorney-client
privilege or other privileged conversations or interception of news media representatives);

B) (U/FOUQO) Significant privacy concerns are anticipated (e.g., placing a microphone in a
bedroom or bathroom),

C) (L//FQUQO) Application is based on “relaxed specificity” (i.e., “roving” interception) under 18
LS.C. §2518(11)a) and (b),

D) (U/FOUQ) Application concerns a Domestic Terrorism (DT), International Terrorism, or
Espionage investigation; or

E) (U/FOUQ) Any situation deemed appropriate by the AD of CID or QGC.

(U/FOUO) The following two sensitive circumstances require the approval of the Director,
the Acting Director, Deputy Director, or the Executive Assistant Director (ILAD) for the
Criminal Cyber Response and Services Branch or National Security Branch, or the respective
Assistant Director for Criminal Investigative Division (CID), Cyber Division,
Counterterrorism Division (CTD), Weapons of Mass Destruction Directorate (WMDD), or
Counterintelligence Division (CD), and such approvals must be documented in an EC:

A) (U/FOUQ) "Emergency” Title 111 interceptions (i.c., interceptions conducted prior to judicial
approval under 18 11.S.C. § 2518(7)); or

B) (U//FOUQ) It is anticipated that conversations of members of Congress, federal judges, high-
level federal officials, high-level state executives, or members of a state judiciary or
legislature will be intercepted.

(U/FOUQ) “Sensitive circumstances™ may develop at any point in time during the course of a
Title ITI. For example, while an initial application for interceptions might not be congidered
sensitive, conversations intercepted thereafter of a high-level state executive would render any
subsequent spinofls, extensions, or renewals “sensitive” Title Il requests.

(U/FOUQ) Note: When drafting the Title III Affidavit, the agent must determine whether the
proposed Title III intercept involves any of the DOJ-designated seven "sensitive
circumstances" listed in DIOG Section 18.7.2.6. If the proposed Title III will involve one or
more of the seven "sensitive circumstances," the agent must consult with the assigned AUSA
to determine how the "sensitive circumstance(s)" will be addressed and how/when the federal
judge will be notified.

18.7.2.7 (U) PROCEDURES FOR EMERGENCY TITLE III INTERCEPTIONS

(UA/FOUQO) 18 U.S.C, § 2518(7) provides that any investigative or law enforcement officer,
specially designated by the Attorney General, Deputy Attormey General, or the Associate
Attorney General, who reasonably determines that an emergency situation exists that requires
communications to be intercepted before an order authorizing such interception can, with due
diligence, be obtained, and there are grounds upon which an order could be entered
authorizing interception, may intercept such communications,

(U/FOUQ) Section 2518(7) postpones, rather than eliminates the need for judicial
authorization. If the Attorney General, Deputy Attorney General, or the Associate Attorney
General authorizes an appropriate FBI official to approve an emergency Title III interception,
an after-the-fact application for an order approving the interception must be made in
ACLU EC-200
18-171
U D - FOR OFFICIAL USE ONLY




ED — FOR OFFICIAL USE ONLY

§18 Domestic Investigations and Operations Guide

accordance with Title 111 to the appropriate Court, and an order obtained, within 48 hours after
the interception has occurred or begins to occur.

(U/FOUO) ]

() 18 U.S.C. § 2518(7) defines an emergency situation as one involving:
A) (U) immediate danger of death or serious physical injury to any person,
B) (U) conspiratorial activities threatening the national security interest, or
) (U) conspiratorial activities characteristic of organized crime.

(U/FOUQ) In all but the most unusual circumstances, the only situations likely to constitute
an emergency by the Department of Justice (IDOJ) are those involving an imminent threat to
life, ¢.g.. a kidnapping, hostage taking, or imminent terrorist activity.

18.7.2.7.1  (U) OBraINING EMERGENCY AUTHORIZATION

(U//FOUO|
| |
A) (U/FOUO] |
B) (U/FOUOY |
b7E
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C) (U/FOUO) During off-duty hours, requesting field offices should direct emergency Title IT1

D) (U/FOUq |
L7 E
geee) | "

18.7.2.7.2  [U) POST-EMERGENCY AUTHORIZATION

(U/FOUTO) Once the AG or his designee has authorized the Director, or his designee to make
the determination whether to proceed with the emergency Title 111, the government has 48
hours (including weekends and holidays) from the time the AG granted authorization to apply
for a court order approving the interception. The field office, in coordination with the AUSA,
must immediately begin preparing an affidavit, application and proposed order for court
authorization.

(U/FOUQ) The affidavit in support of the afier-the-fact application to the court for an order
approving the emergency interception must contain only those facts known to the AG or his
designee at the time the emergency interception was approved. The application must be
accompanied by the ) form,
which must reflect the date and time ol the emergency autnorizanon.

(U//FOUOQO) The government may also request, at the time it files for court-authorization for
the emergency, court-authorization to continue the interception beyond the initial 48 hour
period. If continued authorization is sought at the same time, one affidavit may be submitted
in support of both requests. However, the affidavit must clearly indicate what information was
communicated to the AG or his designee at the time the emergency interception was approved
and what information was developed thereafter. Two separate applications and proposed
orders should be submitted to the court in this situation — one set for the emergency and one
set for the extension. If continued interceptions are not being sought, no further authorization
is needed from OEQ. The AUSA should, however, still submit the application, affidavit, and
order to OEO for review. If continued interceptions are sought, that application, affidavit, and
ACLU EC-202
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order must be reviewed by OEQO and approved by DOJ like any other Title III request. In
either sitvation, the affidavit must also be submitted through the operational unit for OGC
review, when time allows.

(U/FOUO]

O R

(U/FOUQ) Pursuant to 18 U.S.C. § 2518(7), in the absence of a court order, interception
shall immediately terminate when the communication sought is obtained or when the
application for the order is denied, whichever is earlier. In the event an application for
approval is denied, or in any other case where the interception is terminated without an order
having been issued, the contents of any wire, oral, or electronic communication intercepted
shall be treated as having been obtained in violation of Title III, and an inventory shall be
served on the person named in the application.

(U/FOUO

A) (U/FOUO
B) (U/FOUO
Oy (UHFOUO
(11/EOLIO] hE

AA\ FARERAW YR | I

B) (U/FOUOM]

T vatiina ara | |

18.7.2.8  (U) PRE-TITLE IIl ELECTRONIC SURVEILLANCE (ELSUR) SEARCH POLICY

(U/FOUQ) 18 U.S.C § 2518(1)(e) requires that each application for an order to intercept
wire, oral, or electronic communications (herelnaftel “Tltle III”) contain a statement

describing all previous applications for LG ¥ sons fag
places named in the current application.

ALLUEL-2U>
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(U) For specific details on how to conduct and document such ELSUR searches, see DIOG
Appendix .

18.7.2.9 (U) DURATION OF APPROVAL FOR TITLE III

(1) Court orders issued pursuant to Title IIT are for a period not to exceed 30 days. An
“extension” order may be sought to continue monitoring bevond the initial 30-day period
without a lapse in time. When a break in coverage has occurred, a “renewal” order may be
sought to continue monitoring the same interceptees and facilities identified in the original
order. The affidavit and application in support of an extension or renewal must comply with
all of the Title III requirements, including approval of the Attorney General or designee.

18.7.2.10  (U) SPeCIFi¢ PROCEDURES FOR TITLE III AFFIDAVITS

(U/FOUQO) The requirements in 18 11.S.C. § 2518 must be followed in the preparation of a
Title III affidavit. The employee drafting the Title III affidavit and approving officials must
consider the following requirements:

A) (U/FOUO) The identity and qualifications of the affiant must be articulated;

B) (U/FOUO) For the interception of wire or oral communications, the affidavit must establish
probable cause to believe a violation of at least one of the offenses enumerated in 18 U.S.C. §
2516(1) has been, is being, or will be committed. For the interception of electronic
communications, the affidavit must establish probable cause to believe that some federal
felony has been, is being, or will be committed;

) (U/FOUO) The affidavit must set forth the identities of those persons, if known, for whom
there is probable cause to believe they are committing the alleged offenses, even if it 1s not
believed they will be intercepted over the target facility. This group of individuals is often
referred to as the “Subjects.” “Interceptees™ may be listed separately; “interceptes™ are those
Subjects who are expected to be intercepted,

D) (U/FOUQ) Probable canse must be current and relevant to the use of the particular facilities
for which interception is sought;

E) (U//FOUQ) The necessity for the Title III must be articulated. There must be a factual basis
for concluding that alternative investigative procedures have been tried and failed or a
demonstration why these procedures appear to be unlikely to succeed or would be too
dangerous if tried ("boilerplate” statements in this respect are unacceptable),

F) (U/FOUQ) Interceptions must be minimized, as statutorily required,

@) (U/FOUO) The facility or premises to be intercepted must be described fully, including a
diagram, if possible, if microphone installation is contemplated (surreptitious entries may not
be conducted for the purpose of preparing a diagram); and

H) (U/FOUO)

(U/FOUQO) A statement describing all previous applications for Title 11T surveillance of the
same persons (both subjects and interceptees), facilities or places named in the current
affidavit. To comply with this requirement, a "search,” e.g., an automated indices search of the
FBI's ELSUR Data Application (EDA) system and the systems of other appropriate agencies,
must be conducted prior to submitting the Title 11T affidavit to the DOT OEO (non-sensitive
circumstances) or to the respongible FBIHQ operational unit (sensitive circumstances). The
squad SSA is responsible for verifying that pre-Title TIT ELSUR checks have been completed
ACLU EC-204
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before the affidavit is sent to the court. The ELSUR Operations Technician (EOT) and the

ELSUR supervisor are responsible for confirming that ELSUR searches were properly

conducted as set forth in the final affidavit submitled to the court.
(U/FOUQ) Note: When drafting the Title IIT Affidavit, the agent must determine whether the
proposed Title TIT intercept involves any of the DOJ-designated seven "sensitive
circumstances" listed in DIOG Section 18.7.2.6. If the proposed Title IIT will involve one or
more of the seven "sensitive circumstances," the agent must consult with the assigned AUSA
to determine how the "sensitive circumstance(s)" will be addressed and how/when the federal
judge will be notified.

(U/FOUQ) Note: It is also recommended that the application include how the FBI will
address any sensitive circumstances as listed in DIOG Section 18.7.2.6, if they exist.

(U/FOUQ) At least 10 calendar days prior to submitting the original Title III request to DOJ
OEQ, the field office must forward an electronic communication to FBIHQ setting forth by
separate subheading: a synopsis of the investigation; the priority of the investigation within
the office; the anticipated manpower and/or linguistic requirements and outside support, if
any, that will be needed; a synopsis of the probable cause supporting the Title III application;
the prosecutive opinion of the USAQ; and description of the interceptees. If a field office is
unable to submit the EC 10 calendar days prior to submitting the request to DOJ OEQ, the
field office must advise the operational unit immediately and note the circumstances that
prevent timely notification.

(U/FOUQ) Case agents must use the] |78

18.7.2.11 (U) DisPUTE RESOLUTION FOR TITLE III APPLICATIONS

(U/FOUQ) When there are legal questions/concems that cannot be resolved through
discussions with reviewing officials at DOJ, the responsible FBIHQ operational division
supervisors or executives must forward the application to OGC for its review, advice, and
recommendation.

18.7.2.12 (U) NOTICE AND REPORTING REQUIREMENTS ~ TITLE [1I

(U/FOUQO) The anticipated interception of conversations related to a “Sensitive Investigative
Matter” as defined in the AGG-Dom, Part VILN, requires notice to the appropriate FBIHQ
Unit Chief and Section Chief, and DOJ Criminal Division. Nete: A sensitive investigative
matter (SIM) is not the same as a sensitive circumstance described above.

U/FOUO) |

wFouo]
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(U/FOUO |

I
b7E

|

(U/FOUO
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18.7.3 (U) INVESTIGATIVE METHOD: ELECTRONIC SURVEILLANCE ~ FISA AND FISA
TITLE VII (ACQUISITION OF FOREIGN INTELLIGENCE INFORMATION)

18.7.3.1 (U) SUMMARY

(U/FOUQ) ELSUR conducted pursuant to the Foreign Intelligence Surveillance Act (FISA)
is a valuable investigative method. It is, also, a very intrusive means of acquiring information
relevant to the effective execution of the FBI’s national security and intelligence missions. To
ensure that due consideration is given to the competing interests between national security and
the effect on privacy and civil liberties, this section contains various administrative and
management controls beyond those imposed by statute and DOJ guidelines. Unless otherwise
noted, it is the responsibility of the case agent and his/her supervisor to ensure compliance
with these instructions. FISA ELSUR is only authorized as an investigative method in the
conduct of Full Investigations. FISA ELSUR requires: (i) administrative or judicial
authorization prior to its use; (ii) contact with the field office ELSUR Technician to
coordinate all necessary recordkeeping; and (i11) consultation with the Technical Advisor
(TA) or a designated T'T'A to determine feasibility, applicability, and use of the appropriate
equipment.

( U/FOUO ) Al)glicatian:

(U) This section is divided below into FISA (18.7.3.2) and FISA Title VII (18.7.3.3).
18.7.3.2  (U) FOREIGN INTELLIGENCE SURVEILLANCE ACT (FISA)

18.7.3.2.1  (U) LEGAL AUTHORITY

()50 U.S.C. §§ 1801-1811 (FISA) and E.O. 12333 § 2.5.

() FISA Amendments Act of 2008 (P.1.No. 110-261).

18.7.3.2.2  [U) DEFINITION OF INVESTIGATIVE METHOD

(U) FIS A is the non-consensual electronic collection of information (usually communications)
under circumstances in which the parties have a reasonable expectation of privacy and court
orders or warrants are required.

ACLU EC-207
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18.7.3.2.3  [U) STANDARDS FOR USE AND APPROVAL REQUIREMENTS FOR FISA
18.7.3.2.3.1 (1IN FISA REQUEST FORM

(U/FOUO) FBIHQ and field office requests for FISC ELSUR orders must use the FISA
Bgauest Form. Field office requests for FISA orders are submitted and tracked through

The FISA request forms, in a question and answer format, have been designed —
to ensure that all information needed for the preparation of a FISC application is provided
to FBIHQ and to the DOJ.

75

18.7.3.2.3.2 (U) CERTIFICATE BY THE DIRECTOR OF THE FBI

(U) Each FISA application must be accompanied by a Certification by the Director of the
FBI or one of nine other individuals authorized by Congress or the President to provide
such certifications that: the information being sought is foreign intelligence information;
that a significant purpose of the electronic surveillance is to obtain foreign intelligence
information; that such information cannot reasonably be obtained by normal investigative
techniques; that the information sought is "foreign intelligence information" as defined
by FISA. The certification must include a statement explaining the certifier's basis for the
certification.

(U) Title 50 of the United States Code Section 1804 specifies the Assistant to the
President for National Security Affairs; E.O. 12139 ag amended by E.O. 13383 specifies
the Director of the FBI, Deputy Director of the FBI, the Director of National Intelligence,
the Principal Deputy Director of National Intelligence, the Director of the Central
Intelligence Agency, the Secretary of State, the Deputy Secretary of State. the Secretary
of Defense, and the Deputy Secretary of Defense as appropriate officials to make
certifications required by FISA. The FBI Director has represented to Congress that the
FBI Deputy Director will only certify FISA®s when the FBI Director is not available to
do so.

18.7.3.2.3.3 (U) EMERGENCY FISA AurHORITY (50 U.S.C. § 1805[F])

(1) The Attorney General, on request from the Director of the FBI or his‘her designee,
may authorize an emergency FISA for electronic surveillance when it is reasonably
determined that an emergency situation exists that precludes advance FISC review and
approval and that a factual predication for the issuance of a FISA Order exists. A FISC
Judge must be informed by DOJ at the time of the emergency authorization and an
application must be submitted to that judge as soon as 1s practicable but not more than
seven (7) days after the emergency authority has been approved by the Attorney General.
If a court order is denied after an emergency surveillance has been opened, no
information gathered as a result of the surveillance may be used as evidence or disclosed
in any trial or other proceeding, and no information concerning any USPER acquired
from such surveillance may be used or disclosed in any manner, except with the approval
of the Attorney General if the information indicates a threat of death or serious bodily
harm to any person.
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(U/FQUOL |

18.7.3.2.4  (U) DURATION OF APPROVAL FOR FISA

(U/FOUO) b7E

18.7.3.2.5  (U//FOUQ) SpeciFic PROCEDURES FOR FISA

(U/FOUQ) FISA related initiation and renewal procedures are contained within the FISA
Initiation Form which can be found Withirl:P: or on the Forms section of the N&1.B
Library.

18.7.3.2.5.1 (U/FOUQO) FISA VERIFICATION OF ACCURACY PROCEDURES

U/Fouo] |
(U/FOUOY |
A) (U/FOUO] |
b7E
(U//FOUO] |
1) (U/Fouo)] |

2) LLUEQ] Tﬂ\l I

R —

3) (U/FOUO ]
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) (/FOLOT |

ve}

18.7.3.2.5.2 () USE oF FISA DERIVED INFORMATION IN OTHER PROCEEDINGS

(U/FOUQ) There are statutory (50 U.S.C. Sections 1806, 1825, and 1845) and Attorney
General (AG) policy restrictions on the use of information derived from a FISA FLSUR,
physical search, or PR/TT. These restrictions apply to and must be followed by anyone
“who may seek to use or disclose FISA information in any trial, hearing, or other
proceeding m or before any court, department, officer, agency, regulatory body, or other
authority of the United States. . . .” See DIOG Appendix F for the AG Memo, Revised
Policy on the Use or Disclosure of FISA Information, dated 01-10-2008. The guidance in
the AG’s Memo establishes notification/approval procedures which must be strictly
followed. Though not contained in the AG Memo, FBI policv requires that] |

b7E

(U#FOUQ) The United States must, prior to the trial, hearing. or other proceeding or at a
reasonable time prior to an effort to disclose or use that information or submit 1t into
evidence, notify the “aggrieved person” [as defined in 30 U.S.C. Sections 1801(k),
1821(2), or 1841(2)], and the court or other authority in which the information is to be
disclosed or used, that the United States intends to disclose or use such information. See
30 U.8.C. Sections 1806(c). 1825(d). and 1843(c).

18.7.3.2.5.3 (U/TOUO) FISA ELECTRONIC SURVEILLANCE ADMINISTRATIVE

( “FISAELSUR” ) SuB-FILE

(U//FOUQ

AEHEC-216
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A) (U/FOUO|

B) (U/FOUO I

18.7.3.2.54  (U/FOUQ) FISA REVIEW BOARD

(Uyrouol ]

T E

(U//FOUO)

i/ Fouol |

18.73.2.54.1 aﬂ

b7E
A/ Foumli |
18.7.3.2.6  [U) NOTICE AND REPORTING REQUIREMENTS FOR FISA
uiroud
18.7.3.2.7  (U) Compriance aND MONITORING FOR FISA bTE
5
A0 10(8) | J
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18.7.3.2.8  [U) SPECIAL CIRCUMSTANCES FOR FISA

(U Under 50 U.S.C. § 1802, the President, through the Attorney General, may authorize
electronic surveillance under FISA without a court order for periods of up to one year, if the
Attorney General certifies in writing under oath that the surveillance will be solely directed at
acquiring communications that are transmitted by means that are exclusively between or
among foreign powers and there is no substantial likelihood of the surveillance acquiring the
contents of communications to which USPERs are parties.

18.7.3.2.9  (U) FISA OVERCOLLECTION

(U/FoUo] |

b7E

|C ontact NSLB for further gwdance regarding the handling of any FISA

OVereolieclion.

18.7.3.2.10 [U) OTHER APPLICABLE POLICIES

18.7.3.2.10.1  (U) FISA

A) (LWFOUO) 1 Poliey Guide
B) (U/FOUQ) CLD Policy Guide

C) (U/FOUQ) Investigative Law Unit Library

D) (U/FOUO) Foreien Intellicence Survelllance Act (FISA) Tt

18.7.3.3 (U) FISA TiTLE VII (ACQUISITION OF FOREIGN INTELLIGENCE INFORMATION)

18.7.3.3.1  (U) SUMMARY

(W) Titles I and IIT of the FISA (codified as 30 ULS.C. §§ 1801, et seq.) provide the standard,
traditional methods of collection against agents of foreign powers (including USPERs and
non-USPERs) and foreign establishments inside the United States. Title VII of FISA,
“Additional Procedures Regarding Certain Persons Outside the United States,” provides the
means to target non-USPERs reasonably believed to be located outside the United States.

18.7.3.3.2  (U) LEGAL AUTHORITY

A) (U) FISA Amendments Act of 2008 (122 Stat 2436)
B) (1) AGG-Dom, Part V.A.13
18.7.3.3.3  (U) DEFINITION OF INVESTIGATIVE METHOD

(U) Title VII may be used for conducting FIS As on certain persons located outside the United
States.
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18.7.3.3.4 [U//FOUQ) STANDARDS FOR USE AND APPROVAL REQUIREMENTS FOR
INVESTIGATIVE METHOD

(UA/FOUQ) See requirements under DIOG Sections 18.7.1, 18.7.2, and 18.7.3 and
requirements specified above.

18.7.3.3.5  (U) DURATION OF APPROVAL

(U/FOUQ) See requirements under DIOG Sections 18.7.1, 18.7.2, and 18.7.3 above.
18.7.3.3.6  (U//FOUQ) SrECIFIC COLLECTION PROCEDURES FOR TITLE VIT

(U) The relevant procedures (or collections) under Title VII are:

18.7.3.3.6.1 (U) SECTION 702 - PROCEDURES FOR TARGETING NON-U.,8, PERSONS
(NON-USPERS) WHO ARE OUTSIDE THE UNITED STATES

(U/FOUQ) Under Section 702, the Government has the authority to target non-USPERs
who are located outside the United States if the collection is effected with the assistance
of an electronic communication service provider, as that term is defined in FISA. This
section does not require a traditional FISA request. Rather, under this section, the
Attorney General and the Director of National Intelligence may authorize, for periods of
up to one year, the targeting of non-United States persons reasonably believed to be
located outside the United States to acquire foreign intelligence information, provided
they execute a Certification that 1s submitted to and approved by the FISC. The
Certifications are accompanied by an affidavit signed by the FBI Director. In addition,
the FBI is required to file "Targeting Procedures" that ensure that only non-U.S. persons
(non-TJSPERs) reasonably believed to be located outside the United States will be
targeted for collection and "to prevent the intentional acquisition of any communications
as to which the sender and all intended recipients are known at the time of the acquisition
to be located in the United States." Additionally, the statute prohibits targeting any person
reasonably believed to be located outside the United States for the purpose of obtaining
the communications of a particular, known person reasonably believed to be in the United
States. Finally, the FBI is also required to follow 702-specific minimization procedures.

18.7.3.3.6.2 (U) SECTION 703 - CERTAIN ACQUISITIONS INSIDE THE UNITED STATES
TARGETING UNITED STATES PERSONS QUTSIDE THE UNITED STATES

(U//FOUQ) Under Section 703, the Government has the authority to target USPERs who
are reasonably believed to be located outside the United States if the collection is effected
with the assistance of a United States provider and if the collection occurs inside the
United States. This section only authorizes electronic surveillance or the acquisition of
stored electronic communications or stored electronic data that requires a court order,
e.g., non-consensual collection. FISA 703 is an alternative to traditional FISA electronic
surveillance (Title T) or physical search (Title 1IT) authority when the facts meet the 703
criteria. There are two notable differences between Section 703 and traditional FISA
authorities. First, although the application must identify any electronic communication
ACLU EC-213
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service provider necessary to effect the acquisition, the application is not required to
identify the specific facilities, places, premises, or property at which the acquisition will
be directed. Second, Section 703 allows for the targeting of a USPER who is “an officer
or employee of a foreign power,” even if the target is not knowingly engaging in
clandestine intelligence gathering activities, sabotage, or international terrorism. To
obtain authority to collect information under this section, the FBI must submit a FISA
request and obtain a FISC order and secondary orders, as needed. The process to obtain
that order is the same as the standard FISA process. Refer to the FISA Unit's website for
further information. Section 703 also allows for emergency authorization. Unlike
traditional FISA orders, however, surveillance authorized pursuant to this section must
cease immediately if the target enters the United States. If the FBI wishes to continue
surveillance of the USPER while he or she 1s in the United States, the FBI must obtain a
separate court order under Title I (electronic surveillance) and/or Title 111 (physical
search) of FISA in order to conduct electronic surveillance or a physical search of that
USPER while the person is located in the United States. The use of any information
collected using FISA 703 authority must comply with the applicable minimization
procedures,

18.7.3.3.6.3 (U) SECTION 704 - OTHER ACQUISITIONS TARGETING UNITED STATES
PERSONS OUTSIDE THE UNITED STATES

(U//FOUQO) Under Section 704, the Government has the authority to target USPERs who
are reasonably believed to be located outside the United States if the collection occurs
outside the United States (i.e., without the assistance of a United States” electronic
communication service provider). The statute requires that the FISA court issue an order
finding probable cause to believe that the TJSPER target is a foreign power, an agent of a
foreign power, or an officer or employee of a foreign power and is reasonably believed to
be located outside the United States "under circumstances in which the targeted United
States person has a reasonable expectation of privacy and a warrant would be required if
the acquisition were conducted in the United States for law enforcement purposes.” To
obtain authority to collect information under this section, the FBI must submit a FISA
request and obtain a FISC order (the order will not include secondary orders). The
process to obtain a FISA 704 order is similar to, but more streamlined than, that for
obtaining a traditional FIS A under the standard FISA process. There are two notable
differences between Section 704 and traditional IS A authorities. First, the application is
not required to identify the specific facilities, places, premises, or property at which the
acquisition will be directed. Second, Section 704 allows for the targeting of “an officer or
employee of a foreign power” even if the target is not knowingly engaging in clandestine
intelligence gathering activities, sabotage, or international terrorism. Refer to the FISA
Unit's intranet website for further information. Section 704 also allows for emergency
authorization. Unlike traditional FISA orders, however, surveillance authorized pursuant
to this section must cease if the USPER enters the United States but may be re-started if’
the person is again reasonably believed to be outside the United States during the
authorized period of surveillance. If there is a need to continue surveillance while the
target is located inside the United States a separate court order must be obtained. The use
of any information collected using FISA 704 authority must comply with the applicable

minimization procedures. ACLU EC-214
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18.7.3.3.6.4 (1) SECTION 705 - JOINT APPLICATIONS AND CONCURRENT
AUTHORIZATIONS

(UA/FOUO) Section 705(a) “joint applications™ allow the FISC, upon request of the FBI,
to approve a joint application targeting an UUSPER under both Sections 703 and 704
(authority to collect both when the person is inside and outside the United States).

(UH#FOUQ) Section 705(b) provides that if an order has been obtained under Section 105
(electronic surveillance under Title T of FISA) or 304 (physical search under Title 111 of
FISA), the Attorney General may authorize the targeting of the USPER target while such
person 1s reasonably believed to be located outside the United States. The Attorney
General has this authority under E.O. 12333 § 2.5. In other words, when the FISA Court
authorizes surveillance of an USPER target, the Attorney General, under Section 703(b)
and E.O 12333 § 2.5, can simultaneously authorize surveillance to continue if the target
travels outside the United States during the authorized period of the surveillance.
According to Section 7035(b), there 1s no need for a separate order pursuant to Section 703
or 704. During the FISA drafting process, an FBI employee should determine whether
surveillance or physical search may occur for purpose of acquiring foreign intelligence
while the person is reasonably believed to be outside the United States. If so, the FBI
emplovee should consult with an OGC or DOJ-NSID attorney to ensure that appropriate
language is added to the application.

(U/FOUO]
18.7.3.3.6.5 (U) FISA OVERCOLLECTION bTE
H
(U/FOUOY |
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PREAMBLE
These Guidelines are issued under the authority of the Attorney General as provided in
sections 509, 510, 533, and 534 of title 28, United States Code, and Executive Order 12333,

They apply to domestic investigative activities of the Federal Bureau of Investigation (FBI) and
other activities as provided herein.

ACLU EC-218

A3
UNCLASSIFIED - FOR OFFICIAL USE ONLY



UNCLASSIFIED - FOR QFFICIAL USE ONLY
Domestic Investigations and Operations Guide

TABLE OF CONTENTS
INTRODUCTION . ittt i i tra et neaaes 5
A. FBI RESPONSIBILITIES — FEDERAL CRIMES, THREATS TO THE
NATIONAL SECURITY, FOREIGN INTELLIGENCE ................ 6
B. THE FBI AS AN INTELLIGENCE AGENCY . ... .................. 9
C. OVERSIGHT . ... . 10
L GENERAL AUTHORITIES AND PRINCIPLES ........................... 12
A. SCOPE . e 12
B. GENERAL AUTHORITIES ....... ... ... i 12
C. USE OF AUTHORITIES ANDMETHODS ..................0ouu 12
D. NATURE AND APPLICATION OF THE GUIDELINES .............. 14
11. INVESTIGATIONS AND INTELLIGENCE GATHERING .................. 16
A. ASSESSMENTS . ... .. 19
B. PREDICATED INVESTIGATIONS ........... ... oo, 20
C. ENTERPRISE INVESTIGATIONS ... ... .. ..o, 23
II1.  ASSISTANCE TO OTHER AGENCIES ....... ... ... i, 25
A, THE INTELLIGENCE COMMUNITY ... ........... ... .. oo 25
B. FEDERAL AGENCIES GENERALLY ............. .. v 25
C. STATE, LOCAL, OR TRIBAL AGENCIES ......................... 27
D. FOREIGN AGENCIES . .. ... ... 27
E. APPLICABLE STANDARDS AND PROCEDURES .................. 28
1V. INTELLIGENCE ANALYSIS AND PLANNING .......... ... 29
A. STRATEGIC INTELLIGENCE ANALYSIS . .......... ... oo 29
B. REPORTS AND ASSESSMENTS GENERALLY ..................... 29
C. INTELLIGENCE SYSTEMS . ..., e 29
V. AUTHORIZED METHODS ... ... ..ottt 31
A, PARTICULARMETHODS .. ... ... ... i 31
B. SPECIAL REQUIREMENTS . ... .. .. ... ... i, 32
C. OTHERWISE ILLEGAL ACTIVITY ... ... i 33
VL.  RETENTION AND SHARING OF INFORMATION ........................ 35
A RETENTION OF INFORMATION ........ ... ... ...cciiiivne... 35
B INFORMATION SHARING GENERALLY ......................... 35
C INFORMATION RELATING TO CRIMINAL MATTERS ............ 36
D INFORMATION RELATING TO NATIONAL SECURITY AND
FOREIGN INTELLIGENCE MATTERS ........................... 37
3

ACLU EC-219

A-4
UNCLASSIFIED - FOR OFFICIAL USE ONLY



UNCLASSIFIED - FOR OFFICIAL USE ONLY
Domestic Investigations and Operations Guide

VIL DEFINITLONS ..o o et n s inannns 42

ACLU EC-220

A5
UNCLASSIFIED - FOR QFFICIAL USE ONLY



UNCLASSIFIED - FOR QFFICIAL USE ONLY
Domestic Investigations and Operations Guide

II. INVESTIGATIONS AND INTELLIGENCE GATHERING

This Part of the Guidelines authorizes the FBI to conduct investigations to detect, obtain
information about, and prevent and protect against federal crimes and threats to the national
security and to collect foreign intelligence.

When an authorized purpose exists, the focus of activities authorized by this Part may be
whatever the circumstances warrant. The subject of such an activity may be, for example, a
particular crime or threatened crime; conduct constituting a threat to the national security; an
individual, group, or organization that may be involved in criminal or national security-
threatening conduct; or a topical matter of foreign intelligence interest.

Investigations may also be undertaken for protective purposes in relation to individuals,
groups, or other entities that may be targeted for criminal victimization or acquisition, or for
terrorist attack or other depredations by the enemies of the United States. For example, the
participation of the FBI in special events management, in relation to public events or other
activities whose character may make them attractive targets for tervorist attack, is an authorized
exercise of the authorities conveyed by these Guidelines. Likewise, FBI counterintelligence
activities directed to identifying and securing facilities, personnel, or information that may be
targeted for infiltration, recruitment, or acquisition by foreign intelligence services are anthorized
exercises of the authorities conveyed by these Guidelines.

The identification and recruitment of human sources — who may be able to provide or
obtain information relating to criminal activities, information relating to terrorism, espionage, or
other threats to the national security, or information relating to matters of foreign intelligence
interest — is also critical to the effectiveness of the FBI’s law enforcement, national security, and
intelligence programs, and activities undertaken for this purpose are authorized and encouraged.

The scope of authorized activities under this Part is not limited to “investigation” in a
narrow sense, such as solving particular cases or obtaining evidence for use in particular criminal
prosecutions. Rather, these activities also provide critical information needed for broader
analytic and intelligence purposes to facilitate the solution and prevention of erime, protect the
national security, and further foreign intelligence objectives. These purposes include use of the
information in intelligence analysis and planning under Part IV, and dissemination of the
information to other law enforcement, Intelligence Community, and White House agencies under
Part V1. Information obtained at all stages of investigative activity is accordingly to be retained
and disseminated for these purposes as provided in these Guidelines, or in FBI policy consistent
with these Guidelines, regardless of whether it furthers investigative objectives in a narrower or
more immediate sense.

In the course of activities under these Guidelines, the FBI may incidentally obtain
information relating to matters outside of its areas of primary investigative responsibility. For
example, information relating to violations of state or local law or foreign law may be

16 ACLU EC-221
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incidentally obtained in the course of investigating federal crimes or threats to the national
security or in collecting foreign intelligence. These Guidelines do not bar the acquisition of such
information in the course of authorized investigative activities, the retention of such information,
or its dissemination as appropriate to the responsible authorities in other agencies or
jurisdictions. Part VI of these Guidelines includes specific authorizations and requirements for
sharing such information with relevant agencies and officials.

This Part authorizes different levels of information gathering activity, which afford the
FBI flexibility, under appropriate standards and procedures, to adapt the methods utilized and the
information sought to the nature of the matter under investigation and the character of the
information supporting the need for investigation,

Assessments, authorized by Subpart A of this Part, require an authorized purpose but not
any particular factual predication. For example, to carry out its central mission of preventing the
commission of terrorist acts against the United States and its people, the FBI must proactively
draw on available sources of information to identify terrorist threats and activities, It cannot be
content to wait for leads to come in through the actions of others, but rather must be vigilant in
detecting texrorist activities to the full extent permitted by law, with an eye towards carly
ntervention and prevention of acts of terrorism before they occur. Likewise, in the exercise of
its protective functions, the FBI is not constrained to wait until information is received indicating
that a particular event, activity, or facility has drawn the attention of those who would threaten
the national security. Rather, the FBI must take the initiative to secure and protect activities and
entities whose character may make them attractive targets for terrorism or espionage. The
proactive investigative authority conveyed in asscssments is designed for, and may be utilized by,
the FBI in the discharge of these responsibilities. For example, assessments may be conducted as
part of the FBI's special events management activities.

More broadly, detecting and interrupting criminal activities at their early stages, and
preventing crimes from occurring in the first place, is preferable to allowing criminal plots and
activities to come to fruition. Hence, assessments may be undertaken proactively with such
objectives as detecting criminal activities; obtaining information on individuals, groups, or
organizations of possible investigative interest, either because they may be involved in criminal
or national security-threatening activitics or because they may be targeted for attack or
victimization by such activities; and identifying and assessing individuals who may have value as
human sources. For example, assessment activities may involve proactively surfing the Internet
to find publicly accessible websites and services through which recruitment by terrorist
organizations and promotion of terrorist crimes is openly taking place; through which child
pornography is advertised and traded; throngh which efforts are made by sexual predators to lure
children for purposes of sexual abuse; or through which fraudulent schemes are perpetrated
against the public.

The methods authorized in assessments are generally those of relatively low
intrusiveness, such as obtaining publicly available information, checking government records,
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and requesting information from members of the public. These Guidelines do not impose
supervisory approval requirements in assessments, given the types of techniques that are
authorized at this stage (e.g., perusing the Internet for publicly available information). However,
FBI policy will prescribe supervisory approval requirements for certain assessments, considering
such matters as the purpose of the assessment and the methods being utilized.

Beyond the proactive information gathering functions described above, assessments may
be used when allegations or other information concerning crimes or threats to the national
security is received or obtained, and the matter can be checked out or resolved through the
relatively non-intrusive methods authorized in assessments. The checking of investigative leads
in this manner can avoid the need to proceed to more formal levels of investigative activity, if the
results of an assessment indicate that further investigation is not warranted.

Subpart B of this Part authorizes a second level of investigative activity, predicated
investigations. The purposes or objectives of predicated investigations are essentially the same
as those of assessments, but predication as provided in these Guidelines is needed — generally,
allegations, reports, facts or circumstances indicative of possible criminal or national security-
threatening activity, or the potential for acquiring information responsive to foreign intelligence
requirements — and supervisory approval must be obtained, to initiate predicated investigations.
Corresponding to the stronger predication and approval requirements, all lawful methods may be
used in predicated investigations. A classified directive provides further specification concerning
circumstances supporting certain predicated investigations.

~ Predicated investigations that concern federal crimes or threats to the national security are
subdivided into preliminary investigations and full investigations. Preliminary investigations
may be initiated on the basis of any allegation or information indicative of possible criminal or
national security-threatening activity, but more substantial factual predication is required for full
investigations. While time limits are set for the cormpletion of preliminary investigations, full
investigations may be pursued without preset limits on their duration.

The final investigative category under this Part of the Guidelines is enterprise
investigations, authorized by Subpart C, which permit a general examination of the structure,
scope, and nature of certain groups and organizations. Enterprise investigations are a type of full
investigations. Hence, they are subject to the purpose, approval, and predication requirements
that apply to full investigations, and all lawful methods may be used in carrying them out. The
distinctive characteristic of enterprise investigations is that they concern groups or organizations
that may be involved in the most serious criminal or national security threats to the public —
generally, patterns of racketeering activity, terrorism or other threats to the national security, or
the commission of pffenses characteristically involved in terrorism as described in 18 U.S.C.
2332b(g)(5)XB). A broad examination of the characteristics of groups satisfying these criteria is
authorized in enterprise investigations, including any relationship of the group to a foreign
power, its size and composition, its geographic dimensions and finances, its past acts and goals,
and its capacity for harm,
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ASSESSMENTS

Purposes

Assessments may be carried out to detect, obtain information about, or prevent or
protect against federal crimes or threats to the national security or to collect
foreign intelligence.

Approval

The conduct of assessments is subject to any supervisory approval requirements
prescribed by FBI policy.

Authorized Activities

Activities that may be carried out for the purposes described in paragraph 1. in an
assessment include:

a. seeking information, proactively or in response to investigative leads,
relating to:

i. activities constituting violations of federal criminal law or threats
to the national security,

ii. the involvement or role of individuals, groups, or organizations in
such activities; or

il matters of foreign intelligence interest responsive to foreign
intelligence requirements;

b. identifying and obtaining information about potential targets of or

vulnerabilities to criminal activities in violation of federal law or threats to
the national security;

c. seeking information to identify potential human sources, assess the
suitability, credibility, or value of individuals as human sources, validate
human sources, or maintain the cover or credibility of human sources, who

- may be able to provide or obtain information relating to criminal activities
in violation of federal law, threats to the national security, or matters of
foreign intelligence interest; and

d. obtaining information to inform or facilitate intelligetice analysis and
planning as described in Part IV of these Guidelines.

19 ACLU EC-224
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4, Authorized Methods
Only the following methods may be used in assessments:
a. Obtain publicly available information.

b. Access and examine FBI and other Department of Justice records, and
obtain information from any FBI or other Department of Justice personnel.

C. Access and examine records maintained by, and request information from,
other federal, state, local, or tribal, or foreign governmenta) entitics or
agencies.

d. Use online services and resources (whether nonprofit or commercial).

e. Use and recruit human sources in conformity with the Attomey General’s

Guidelines Regarding the Use of FBI Confidential Human Sources.

£ Interview or request information from members of the public and private
entities.

g. Accept information voluntarily provided by governmental or private
entities,

h. Engage in observation or surveillance not requiring a court order.

L (Grand jury subpoenas for telephone or electronic mail subscriber

mformation.
B. PREDICATED INVESTIGATIONS
1. Purposes
Predicated investigations may be carried out to detect, obtain information about,
or prevent or protect against federal crimes or threats to the national security or to
collect foreign intelligence.

2, Approval

The initiation of a predicated investigation requires supervisory approval at a level
or levels specified by FBI policy. A predicated investigation based on paragraph
3.c. (relating to foreign intelligence) must be approved by a Special Agent in
Charge or by an FBI Headquarters official as provided in such policy.
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3. Circumstances Warranting Investigation

A predicated investigation may be initiated on the basis of any of the following
circumstances:

a, An activity constituting a federal crime or a threat to the national security
has or may have occurred, is or may be occurring, or will or may occur and
the investigation may obtain information relating to the activity or the
involvement or role of an individual, group, or organization in such
activity.

b. An individual, group, organization, entity, information, property, or
activity is or may be a target of attack, victimization, acquisition,
infiltration, or recruitment in connection with criminal activity in violation
of federal law or a threat to the national security and the investigation may
obtain information that would help to protect against such activity or
threat.

c. The investigation may obtain foreign intelligence that is responsive to a
foreign intelligence requirement.

4. Preliminary and Full Investigations

A predicated investigation relating to a federal erime or threat to the national

- security may be conducted as a preliminary investigation or a full investigation. A
predicated investigation that is based solely on the authority to collect foreign
intelligence may be conducted only as a full investigation.

i Preliminary investigations

i, Predication Required for Preliminary Investigations
A preliminary investigation may be initiated on the basis of
information or an allegation indicating the existence of a
circumstance described in paragraph 3.a.-.b.

ii. Duration of Preliminary Investigations
A preliminary investigation must be concluded within six months
of its initiation, which may be extended by up to six months by the

Special Agent in Charge. Extensions of preliminary investigations
beyond a year must be approved by FBI Headguarters.
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iii. = Methods Allowed in Preliminary Investigations

All lawful methods may be used in a preliminary investigation
except for methods within the scope of Part V.A.11.-.13. of these
Guidelines.

b. Full Investigations
i Predication Required for Full Investigations

A full investigation may be initiated if there is an articulable
factual basis for the investigation that reasonably indicates that a
circumstance described in paragraph 3.a.-.b. exists orif a
circumstance described in paragraph 3.c. exists.

ii. Methods Allowed in Full Investigations
All lawful methods may be used in a full investigation.
5. Notice Requirements

a. An FBI field office shall notify FBI Headquarters and the United States
Attorney or other appropriate Department of Justice official of the
initiation by the field office of a predicated investigation involving a
sensitive investigative matter. If the investigation is initiated by FBI
Headquarters, FBI Headquarters shall notify the United States Attorney or
other appropriate Department of Justice official of the initiation of such an
investigation. If the investigation concerns a threat to the national
security, an official of the National Security Division must be notified.
The notice shall identify all sensitive investigative matters involved in the
investigation.

b. The FBI shall notify the National Security Division of:

1. the initiation of any full investigation of a United States person
relating to a threat to the national security; and

ii. the initiation of any full investigation that is based on paragraph
3.c. (relating to foreign intelligence).

c. The notifications under subparagraphs a. and b. shall be made as soon as
practicable, but no later than 30 days after the initiation of an
investigation.
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d. The FBI shall notify the Deputy Attorney General if FBI Headquarters
disapproves a field office’s initiation of a predicated investigation relating
to a threat to the national security on the ground that the predication for the
investigation is insufficient.

C. ENTERPRISE INVESTIGATIONS

1.

Definition

A full investigation of a group or organization may be initiated as an enterprise
investigation if there is an articulable factual basis for the investigation that
reasonably indicates that the group or organization may have engaged or may be
engaged in, or may have or may be engaged in planning or preparation or
provision of support for:

a. a pattern of racketeering activity as defined in 18 U.S.C. 1961(5);
b. international terrorism or other threat to the national security;

c. domestic terrorism as defined in 18 U.S.C. 2331(5) involving a violation
of federal criminal law;

d. furthering political or social goals wholly or in part through activities that
involve force or violence and a violation of federal criminal law; or

€. an offense described in 18 U.S.C. 2332b(g)(5)(B) or 18 U.S.C. 43.
Scope

The information sought in an enterprise investigation may include a general
examination of the structure, scope, and nature of the group or orgamzation
including: its relationship, if any, to a foreign power; the identity and relationship
of its members, employces, or other persons who may be acting in furtherance of
its objectives; its finances and resources; its geographical dimensions; and its past
and future activities and goals.

Notice and Reporting Requirements

a. The responsible Department of Justice component for the purpose of
notification and reports in enterprise investigations is the National Security
Division, except that, for the purpose of notifications and reports in an
enterprise investigation relating to a pattern of racketeering activity that
does not involve an offense or offenses described in 18 U.S.C.
2332b{(g)(5)(B), the responsible Department of Justice component is the
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V. AUTHORIZED METHODS

A. PARTICULAR METHODS

All lawful investigative methods may be used in activities under these Guidelines as
authorized by these Guidelines. Authorized methods include, but are not limited to, those
identified in the following list. The methods identified in the list are in some instances subject to
special restrictions or review or approval requirements as noted:

L.

2.

The methods described in Part IILA.4 of these Guidelines.
Mail covers.

Physical searches of personal ar real property where a warrant or court order is not
legally required because there is no reasonable expectation of privacy (e.g., trash
covers).

Consensual monitoring of communications, including consensual computer
monitoring, subject to legal review by the Chief Division Counsel or the FBI
Office of the General Counsel. Where a sensitive monitoring circumstance 1s
involved, the monitoring must be approved by the Criminal Division or, if the
investigation concerns a threat to the national security or foreign intelligence, by
the National Security Division.

Use of closed-circuit television, direction finders, and other monitoring devices,
subject to legal review by the Chief Division Counsel or the FBI Office of the
General Counsel. (The methods described in this paragraph usually do not require
court orders or warrants unless they involve physical trespass or non-consensual
monitoring of communications, but legal review is necessary to ensure

compliance with all applicable legal requirements.)

Polygraph examinations.

Undercover operations. In investigations relating to activities in violation of
federal criminal law that do not concern threats to the national security or foreign
intelligence, undercover operations must be carried out in conformity with the
Attorney General’s Guidelines on Federal Burean of Investigation Undercover
Operations. In investigations that are not subject to the preceding sentence
because they concern threats to the national security or foreign intelligence,
undercover operations involving religious or political organizations must be
reviewed and approved by FBI Headquarters, with participation by the National
Security Division in the review process.

Compulsory process as authorized by law, including grand jury subpoenas and
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other subpoenas, National Security Letters (15 U.8.C. 1681u, 1681v; 18 U.S.C.
2709; 12 U.S.C. 3414(2)(5)(A), 50 U.S.C. 436), and Foreign Intelligence
Surveillance Act orders for the production of tangible things (50 U.S.C. 1861-63).

Accessing stored wire and electronic communications and transactional records in
conformity with chapter 121 of title 18, United States Code (18 U.S.C. 2701~
2712).

Use of pen registers and trap and trace devices in conformity with chapter 206 of
title 18, United States Code (18 U.8.C. 3121-3127), or the Foreign Intelligence
Surveillance Act (50 U.S.C. 1841-1846).

Flectronic surveillance in conformity with chapter 119 of title 18, United States
Code (18 U.S.C. 2510-2522), the Foreign Intelligence Surveillance Act, or

- Executive Order 12333 § 2.5.

Physical searches, including mail openings, in conformity with Rule 41 of the
Federal Rules of Criminal Procedure, the Foreign Intelligence Surveillance Act, or
Executive Order 12333 § 2.5, A classified directive provides additional limitation
on certain searches.

Acquisition of foreign intelligence information in conformity with title VII of the
Foreign Intelligence Surveillance Act.

SPECIAL REQUIREMENTS

Beyond the limitations noted in the list above relating to particular investigative methods,
the following requirements are to be observed:

1.

Contacts with Represented Persons

Contact with represented persons may implicate legal restrictions and affect the
admissibility of resulting evidence. Hence, if an individual is known to be
represented by counsel in a particular matter, the FBI will follow applicable law
and Department procedure concerning contact with represented individuals in the
absence of prior notice to counsel, The Special Agent in Charge and the United
States Attorney or their designees shall consult periodically on applicable law and
Department procedure. Where issues arise concerning the consistency of contacts
with represented persons with applicable attorney conduct rules, the United States
Attomey’s Office should consult with the Professional Responsibility Advisory
Office.
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Use of Classified Investigative Technologies

Inappropriate use of classified investigative technologies may risk the
compromise of such technologies. Hence, in an investigation relating to activitics
in vialation of federal criminal law that does not concem a threat to the national
security or foreign intelligence, the use of such technologies must be in
conformity with the Procedures for the Use of Classified Investigative
Technologies in Criminal Cases.

C. OTHERWISE ILLEGAL ACTIVITY

1.

Otherwise illegal activity by an FBI agent or employee in an undercover operation
relating to activity in violation of federal criminal law that does not concem a
threat to the national security or foreign intelligence must be approved in
conformity with the Attorey General’s Guidelines on Federal Bureau of
Investigation Undercover Operations. Approval of otherwise illegal activity in
conformity with those guidelines is sufficient and satisfies any approval
requirement that would otherwise apply under these Guidelines.

Otherwise illegal activity by a human source must be approved in conformity with
the Attorney General’s Guidelines Regarding the Use of FBI Confidential Human
Sources.

Otherwise illegal activity by an FBI agent or employee that is not within the scope
of paragraph 1. must be approved by a United States Attorney’s Office or a
Department of Justice Division, except that a Special Agent in Charge may
authorize the following:

a. otherwise illegal activity that would not be a felony under federal, state,
local, or tribal law;

b. consensual monitoring of communications, even if a crime under state,
local, or tribal law;

c. the controlled purchase, receipt, delivery, or sale of dings, stolen property,
or other contraband;

d. the payment of bribes;

e. the making of false representations in concealment of personal identity or
the true ownership of a proprietary; and

f conducting a money laundering transaction or trangactions involving an
aggregate amount not exceeding $1 million.
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A/EAD Asgsociate Executive Assistant Director

AD Assistant Director

ADD Associate Deputy Director

ADIC Assistant Director-in-Charge

AFID Alias False Identification

AG Attorney General

AGG Attorney General Guidelines

AGG-CHS Attomey General Guidelines Regarding the Use of FBI Confidential Human
Sources

AGG-Dom Attorney General’s Guidelines for Domestic FBI Operations

AGG-UCO The Attorney General’s Guidelines on FBI Undercover Operations

AOR Area of Responsibility

ARS Assessment Review Standards

ASAC Assistant Special Agent in Charge

ASC Assistant Section Chief

ATF Bureau of Alcohol, Tobacco, Firearms and Explosives

AUSA Assistant United States Attorney

CALEA Communications Assistance for Law Enforcement Act

CCRSB Criminal Cyber Response and Services Branch

CD Counterintelligence Division
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CDC Chief Division Counsel

C.FR. Code of Federal Regulations

CHS Confidential Human Source

CHSPG Confidential Human Source Policy Implementation Guide
CIA Central Intelligence Agency

CID Criminal Investigative Division

CMS Collection Management Section

CPO Corporate Policy Office

CUORC Criminal Undercover Operations Review Committee
CyD Cyber Division

DAD Deputy Assistant Director

DD Deputy Director

DEA Drug Enforcemen