SENSTIVE SECURITY INEGRMATHON

BEHAVIOR DETECTION & ANALYSIS BI'WEEKLY SHIFT BRIEF May 13, 2014

SECTION A: PROGRAM OFFICE TALKING POINTS
How do you start your Casual Conversation?
When conducting Ca«.ual Cnnmsalmn (CC). the interaction with the passenger should appear

natural. The pus have undergone any deliberate line of
(uestianing,
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’ Away:
33)8(3%49 qq [You should never foree a conversation, or he confrontutional with the passenger.
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< This record containy Sunmtlw Security Information that s contrelled uadgr 49 CER parts 15 and 1520, No part of the recocd may be
distlosed W persons W v 4% defined in 49 CFR parts 15 and. 1520, except with the weltten permission of the

Adrninistvator of the Transportation Secunty Administration or the Secreta iy T Trmsmemtebion. Mooz ed rolease may result in civil penalty
ur othir action. For LLS. government agenties, public disclasure is governed by 5 US.C 552 and 49 CFR parts 15 and Ly
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SECTION B: HIGHLIGHTS/SPOTLIGHT

RO Managers: Plense take the time to aeknowledge the name of cach Behavior Detection Officer,
the airport of record, and their exceptional work by sharing spatlights and hest practices with vour
workforce. Should you have information you would like to place into this section please send an
email toe BDA Vraming b (s dhe gov

Nine BIROs fring the BDA program at the Boston Interoational Adrpart (BOSY were recognizid tor their
hard wirk and (lcdil‘dliuﬂ thmu"hnut 2013 at the Massachusetts Port Aulhority’s Annnal Security

Awareness for B ) at BOS™ Logan Star Awards Cerenony in December 2013,

. MBDO\i |&no [BE Jand 1. BDO_ received the SAFE
Award for liiul wark in locating a pussenger wha had stolen another pussenger™s wallel, The
awirrd also included a poster ol the Jour TSA employees o be displayed m the aimport.

o MBDROs|BNE)  fund[R)E) sngaged o passenger who hiad heen reporred missing hy
his wife, The passenger had medical neeids and was oft his medication, With the help of Ml

they were able (o bring medical attention o the passenger, BDOJONE) ana[(5)E) |
[ENEN (3142 LLS.C & 114{r)

st aanaaled o e S A EE coasand

B A UEC 1140

o LBDO, [BXO) [ |(2)(8) Jwere awarded the Logan Star Awsud for their
quick response (ot mdividuad salterimg Trona heart attack o the Cevral Parking Carage of
BOS,

+«  Finully, BD()wu.s awarded the Losan Star Award lor her elTorts in providing
CPR classes open to all TSA cmployecs at BOS chmuclcd Massporrt Fire and Reseue
and coardinated her first class after recerving an overwhelming responsg from ofticers that
wanlted to juin her in receiving CPR certification. |ms heen the coordinator of these
classes und has seen more iy 133 TSA employess reeeive their vertifications: ineluding two
BDOs were able 10 save a man’s lile shortly afler being cenified.

Submitted by 805 800 [(P)5) )
)6 -
L3 Superb Walk the Tine Engagement B Outstanding Teanmwork
M Exeeplional Critical Thinking R Enhanced Stakeholder Relationships
" Slr'llli-g Fmployee Eng:xgcnw—l.'-l-t | [ Elfective Communigition
B Superb Mission Focus L1 Exceptionul Commund Presence

WARMING: This record contains Sensitive Security Information that s contrelled wadsr 49 CFR parts 15 and 1530 N

disclgsed 1o perstons without a “need tb know™, a3 defined in 49 CFR parts 15an 3 Tih THe wititten permission of the
Adrministrator af the Transportation Secunty Adminisirati Ay o Tramporlatmﬂ Urauthonzed release may result in civil penalty
r other ablitn, . ent agencigs, public disclosure is goverhed by 5 WLS.C. 552 and 4% CFR parts 15 and 1520
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B AT UB.C 11400

Outstanding Observation Technigques

BHaT48 U B.C. § 11a{r (B

Submitied by Christine Pape

Superb Walk the hne Engigement Outstancling Teamwark

Exeeptionad Critical Thinking Enhanced Stakehalder Relationships

Strong Hnplovee Fngagement Etfeetive Cammnicanon

ORIOXR

Superh Misgion Focus Fxeeptional Commund Presence

i
]
&
X

WARNING: Thiy record contany 33 mation that w comtrolled under 48 CFR parts 15 and 1520, N part of thes record imay be
disclased to persons withaut & “'need t knaw™, 43 telined in I3 ; 530, exiept with the written permission of the
Administeator of the Traosportation Secunty Administration or the Secretary of Transpartation, Uragthia It in civil ponalty
ot ather actitn. For LS. government agencies, public disclosure is governed by 5 LLS.C 552 and 4% CFR parts 15 and 1520
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SECTION C: SCREENING OF ACCESSIBLE PROPERTY

Below are a few Key arcas o remember,

(B304 U.8.C 5 14}

VEARMING: This record ooy iver Security Information that o controlled under 49 CFR parts 15 andd 1520, Ne part of thevecocd may be
diselosed W persons without & *neegl a5 telined in 49 CFR parts 15 and 1520, except with the written permission of the
Administeator af the Transporation Secunty Administration ¢ ary of Transportation, Unauthonzed release may resulbin civil penalty
Gr ather actitn. For LS. government agencies, public disclosure is gove LLSC 552 and 4% CFR parts 15 and 1520,
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SECTION D: TERRORIST PLANNING CYCLE

LEe e
N R rares
’ Tage Le e e

-
This graphical representation of the e e
Terrorist Planning Cycle highlights 2
terrorist’s ubility 10 strilegize for target
selection. Onee a taeget has been .y
selected the surveillance process beging. H et s
[
RSN B L)
Three historical elements of terrorist behavior: ~ PR

Secrecy
Terrorists and their cells rely on seercey, With the ability 1o work with only a few
people who are uware of their mission, there s o grewter chance of suecess.
Reconnaissance and Surveillance

This critical component can be easily undermined by the complacent employee,
Knowledge of environment allows the terrorist to leam of existing security
routing and find weskness in the svatenn, Advisories go s far as w construet or
create mock-ups of the setaal targets or assets,

Extensive rehearsuls and “dry runs®

"Dy rums™ are an inex pensive way to find security weaknesses. The ability to
blend in conmmen wrcas and seek out seeurity flaws is pivotal o achieving their
attack.

Tuke Away: The frontline employee is one of the most important clements of aviation sceurity.
The speciadized skill set of a BDXO can detect physiolagical manifestations of the human body
undergoing stress and identilly surveillunce activities. Through awareness, behavior detection can
prevent an advisory from the beginning stages in the terrotist planning cycle. cutting ot one’s
ability 1o conduct muliiple reconnaissance and surveillance activitios, Constant aleriness,
teamwork, and vigilanee (o stay focused on the mission can make a ditference. This should be a
constunt reminder to always do your BEST!
RN T brsznird containg Sonsitive Security Information that o controlled under 48 CFR parts 15 and 1520, No part of ths recocd may be
disclased to persons withaut & “need o KRGW ™, 35 Thetrmat e d8-CER-pare: 15 30 1520 exiept with the witten permission of the

Administator of the Transportation Secunty Administration o the Secretary of Transportation, Unauthonzed relase Ty resmttreeieimenalty
ur other attion. For LLS. government agencies, public disclosure is governed by 5 LLS.C 552 and 4% CFR parts 15 and 1520
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SECTION E: EXECUTIVE SUMMARY/RECENT BDO FINDINGS

O VKL

VWARNMING: Thiy rocoF ALy Live Securily Informauon that w comtrolled under 48 CFR parts 15 and 1520, N part of theoecod imay be
diselosed W persons without & “need 18 stplined in 459 CFR parts 15 and 1520, except with the written permission of the
Adrministeator of the Transportation Secunty !\dmmulmuun ar tho 30TTRt sgortation, Unauthorized rolesse may result in civil ponalty

or other action. For LLS. government agéencies, public disclasure is governed by 5 LT LFR parts 15 and 1520,
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BNE43 USC § 1140

u rocord conLans Sonsitive Security Informauon that s comtrolled under 48 CFR parts 15 and 1520, N part of thes vecocd imay be
disclased to pgersions wi in A5 CFR parts 15 and 1520, except with the weitten permission of the

Adminigtaater of the Transporation Sacunty Administration or the Secretary of Traraparrattom-themthosaed plnase ay result in civil penalty
ot ather actitn. For LLS. government agencies, public disclosure is governed by § LLS.C 552 and 4% CFR parts 15 and 1520 —
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(B)2)42 U.8.C. § 114(r;

WA RANG T stettd by Sonstive Security Information that o controlled uader 49 CFR parts 15 and 1520, Ne part of thes recocd may be
diselased to persons without & "need to knaw'™, 8% deNeg M S F R S-aed-Hab-exiint wilh the witten permission of the
Administeator of the Transportation Secunty Administration or the Secretary of Transportation, Unauthonzed rolease may resulbin ol pERalty
ot other actitn. For LLS. government agencies, public disclosure is governed by 5 LLS.C 552 and 4% CFR parts 15 and 1520
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