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SE NSTIVE SECI !Rny INFO~M "TIQtJ 

BEHAVIOR DETECTION & ANALYSIS BI-WEEKLY SHIFT BRIEF May 13,2014 

SECTION A: PROGRAM OFFICE TALKING POINTS 

How do you start your Casual Conversation? 

When conducting C'a~ual Conversation (('C'I. the interactitin with I he passenger should appear 
natural. The o;w.;en~er hboqld not snsnect tha1 thev have undergone any deliberate line nf 
qucstioningJb)(3)'49 u.s c.§ 114(r) J 

(b)(3) 49 U.S C § ·1 14(r) 

Thro record contoll'> Sen:.rtrve Secunty lnforrndtron tho\ o; umtrolled u~der 49 CFR por(> 15 ood 1510. No pdrt of thr~ rctord moy be 
di~clos~d to rwrsow. w " defrned m 49 CFR part\ 15 dOd 1520, ~~~t:~!)t wrth tlw wr!tt~n perrttl\,;ron ol tMe 

,\dmrorwmor ol the TrJmportotron Scnrnty fldmitmtmtion or tbr Sruc nry r rd rrlrD\C may re>ult rn tivrl pcnJity 
<:or Other ~(.[iO~ For U.S. goverMnent ag<Jr1Co~\, !)ub!IC do>e!o;uf~ oS govt>rned by S U.S.C. 55} ~old 49 CFR pal\'> ~ ' 
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SECTION B: HIGHLIGHTS/SPOTLIGHT 

lUlU J\lanugcr~: 1~1cuse take the time to ucknowlcdgc tht• name of each Uehal'ior Detection Olliccr, 

th{' nirport of rt'l'Ord. and thl'ir cxct.•ptional work hy sharini!; spntli~tlt.<; and hest pnu·til'CS with ~'our 

workt'orce. Should you have information )'OU would like to pl:u.'l' into this Sl'Ciion please send an 
email to: HD:\._ l'rwning(<~'h<t.dll•,_gnv 

Nine BDO~ fmm the BDA program at the B,-,~ton Jmcrnatwtwl Airport (BOS) were n:rogmzcd for thl..'ir 
hard W<ll'k :md dcdicati<m throughout :.!013 at the Mas~ao.:husetts Port 1\uthnrity\ AntnMI Seu1rity 
A warl'lll'S~ for '.']<'!"\'Ill!' r SA 1.-E) ;~t B (lS' ~ [,\'i,-;<.111 Star A wan(~ c_.rl'lllllll in J)_.~·cnllwr :<l I _1. 

• MBDO~ .(b)(6l IBDOiibJ(6) land LBDO (b)(6) rcecived the SAFE 
Award for th.:1r work in locating a pa~s~.-·ngcr who had stol;:n anotlwr JXI~:-.~·ngo:r':-. w<dkL The• 
awurd al~o indu,kd a posl!,'r oftlw f11llr TSI\ o:mploy<:..:s \!l he di~pl<tyed intlw airport 

• MBDOs libJ(6) landl(b)(6) bgugt'd u pa~senger who lwd hecnl\~Pl'rlt~d mb.,ing hy 

• 

• 

hb wife. The pas~engcr httd m"dieal need~ and was off hh ~~~~:~~''iil.~~>l:!!!!.!!l!Wj"P 
I 1 ,, nwdic;d ;111t'nlillll tn tlll' P'"'''""l!l:!.. 

quirk rc·~pmhc ( ' 
HOS. 
Finally. BDO!(b)(6) !wa~ awanl"d the I 1w;m Sli!r Award for hl,'t effort~ in provitling 
CPR da~~..:::s nJWlllll all TS/\ <"mpl11yc..:::s al BOS l(b)(6) k·ont;tctcd Mas\pnrr Fire ;md Rc~ette 
and cnordiJHll<:d hi,' I' firs( da~." after I'I,'CI,'iving an <)\'Cf"\Vh!,'lming respon~e from offil,'er.~ that 
wanteU In JOin hi,' I' in reLl'iving CPR o.:ertift..:ation. hbl(6) !has be"nthe wonlinatur of tlll'sc 
da~~cs and h<t' '>CCll llHHe than I ~5 TSA cmplnyce' rccdvc their certifkntiot1.~: indudin& twn 
RDOs wt;>re <thlt;> 1<1 ~<lVI,' <1 m;1n·~ lift;> ~hortly <.lft<;>r he1ng l't;>11ifit;>d. 

Submitted by BOS BDO libl(61 1 
(b)(61 

0 Superh Walk 1hc line b:nl!ag..:::mem 181 ()utswnJing ·reamwnrk 

0 Exl'cpltona! Critieal Thinkin.~ 1:81 Enhann~d Stakclmldcr R.clilti'm~hip~ 
ti:'J Stm111; Ernplny~·-- En);:tg,·mt:tl\ D El'fc·rliv,· Commtllli(,';ttion 

WJi\fiNING Th1o record cont<llll> Sen;1\11'e Secunty lnforrn~t1on tho\'' tomrolled u~tl~r 49 CFR fhlr(\ 15 ond 15}0, N rnoy br 
di~tlosed to p~rson> without a "neE"d to know". ~s d~f1ned m 49 CFR parts 15 Jn 1 'tlw wrttten perrrli\SIOI1 of th€' 

1\dmumtrmor of the TrJmponot10n Sctunty fldmirmtr my o Tron:.ponotlon, UnJuthontrd rrlrJil' may re>ult 1n tivil penJity 

or OthN J(.[i(l' Wnt ~geo1Co~\, publiC doo(IQ',ule '' govNiled by S U.S.C. 552 ~old 49 CFR p~lt'> 15 ~rld 1520 
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libJ(3J 49 u.s c § 114(rJ L 
1 IOutstandin~ Observation Technioues 

(b)(3):49 U.S.C. § 114(r).(b)(6) 

St~bmitted by Clu·iJtiue /'ope 

0 Superb Walk the line Engagement 
0 E'\-.:t:pliona! (\iticd Thinking 
tsl Strnng EmployL'l' Eng:q;cment 

~ Oulstdnding Tenmwork 
D Enh<m~·L?d St;1kchnldcr Rcl;1tinn~hip~ 

Wl\f/N/NG Thro rccurtltutll<lH'> c rn~tron !hot'' tontrollvd u~tlrr 49 CFR pot(\ 15 ond 1510. No r~rt of tht\. rctord moy br 
520, ~~~O:.:~!Jl wrth tlw wrttl<o.n permt\Wl11 ol th<o. 

o\dmrnrwmor ol the TrJmpor\olron Sctunty fldmitmtr,1tion or the Srnctmy of Tron:.porli1lron, UnJu o It rn tivtl pcnJity 
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SECTION C: SCREENING OF ACCESSIBLE PROPERTY 

Below arc a f'cw key arcus to remember. 

I!._· __ 

{b)(3):49 U S.C.§ 114(r) 

Wl\f/N/NG Thro record tun 1 rve Seturrty lnforrn~tron tholl\ tontrullvd u~tlrr 49 CFR por(; 15 ond 1510. No r~rt of tht\. rvtord moy br 
di;tlosed to p~r\on> withO\il a "nee " ~> dPfrned rn 49 CFR part<, 15 .md \520, ~1\.:.:ept wrth tlw Wlltt<Cn perrrii\Wl11 of th<" 

,\dmrnrwmor ol the TrJmpor\olron Sctunty fldmitmtr,1tion o my of Tron:.porli1lron, UnJuthoritrd rrlrow may re>ult rn tivtl pcnJity 
or Oth~r ~(.liOn For U.S. goverllr'r1N1t ager1Cr~;, publiC J,(IO>UI<' r\ gow U.S.C. 551 ~rld4\l CFR. pan; 15 clr1d 1520, 
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SECTION D: TERRORIST PLANNING CYCLE 

Thic-. graphical rcprc:-.cntation of th.: 

' lo; ·, -··t ;' 
~H'" . .,, 

..... 
l T~rrorist Pl:mning ('yde highlights a 

t~·rrorist\; ahility to :-.trateg:iz(.' for Wrg:ct 
~clrction. Onrl~ a tnrget h:is hecn 

selected the survcillnncc procc"'s begins. ~ ..... -~~~ 
: ... ,. 

' ... . '" I 
Three historh-~11 elements of terrorist behavior: '''''! 

Secrecy 
Terrorists :utd their cdb rely on secrecy. With the ability to work with only a few 
people whu arc aware of their missinn. then: is :1 gn:-ater dmm'e of c-.w:ccs<.;. 

Reconnaissance and Surveillancr 

This critical C(l!llponerH ran be easily undermined hy the cmnplacetit employee. 

Knowledge of environment allows the tcrrori~t to learn of chisting security 
routine and find we,ikncss in the system. Advisories go as far as tu construct or 

ncatc nHH.:k-ups of the acwal target" or ussct\. 

Extensive rehearsals and "dry runs" 

··Dry runs" ar~ an inexpemivc way to fmJ ~e\..'urity weakne\ses. The ability to 

hlcnd in common area:-. and '-'CL"k 0\11 :-.ccmity tlaws i~ pivutalto ;H:hicving their 

attack. 

Take A way: The J'rontlmc l' mploycc i:-. OJK' or t hl' most important L: ll'nwnh 11f av iatil)t\ \Ccuri t y. 

The spcda!i:ted ..;ktll set of.t BDO l·an detect physiolngkal nwnifc~tatwns of the human body 

undergoing stress <md identify survl;'i]J:m<.:e w::tiYities. Thnn1gh uwarene~s. heh;nrinr dete<.·tinn cm1 

rrevent an adYisory from the beginning stages in the terwrist planning ryrle. cutting otT one· s 
ability to condu.:t multiple rcconnais\at1cc and survullance activities. Constant alertness, 

IL'Ulli~Aork, and vigilauce Li\ stuy fut:USL'd un the mbsiOH can m,tke u Jiff..:l"l'llCC. This shou!J be a 
>.:i)nstant n:mimkr to ulways do your BEST! 

::~:::~'~'~'~'~";"~''"~S~o~"'~'''::'"~" S~e~''~"~c,~<c:<e~'~"~"~"~" ~'h~;<:'~'~""~'~"'~ltv~d~e~od~e~' 4~9~C~F R~p~;~"~>1~5~;~,d~l~5~10~. ~No;p~o~,<~e;l '~IP~> ~"~"'~' d~m:•:p~b<e di~tlosed to p~rson~ withO\il a "neE> o 20 ~1\C:PI)t wrth tile Wlltt<"n perrrii\SII..ll1 ol the 
,\dmwmHmor of the TrJmponot10n Sctunty fldmitmtmtion or the Sruct:ny of Tron:.portol10n, Unouthoritr rr CillO y 

<."rr Oth~r ~(.tiO~ For U.S. goverMtent agencr~;, publiC d~>Cio;ure r~ governed by S U.S.C. 552 drld 49 CFR p~l\'> 15 ~nd 1520 
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SECTION E: EXECUTIVE SUMMARY/RECENT BDO FINDINGS 
(b)(3)'49 U S.C.§ 114(t) 

Wl\f/N/NG Thro recur • rtrve S!:turrty lnforrn~tron tho\ 11 tontrollvd u~drt 49 CFR pot(\ 15 ond 1510. No r~rlof tht~rvtord moy br 
di;tlosed to p~r\on> withO\il a "nee o ftned rn 49 CFR part<, 15 .md \520, ~1\.:.:ept wrth ttw Wlltl<Cn perrrii\Wl11 of th<" 

,\dmrnrwmor ol the TrJmpor\olron Sctunty fldmitm!r,1tion or the Sen , orli1\ron, UnJu!horitrd rrlraw may re>ult rn tivtl pcnJity 
or Oth~r ~(.liOn For U.S. goverllr'r1N1t ager1Cr~·,, publiC J,(IO>UI<' r\ govtlrrled by S CFR pan; 15 clr1d 1520 
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(b)(3)49 U.S.C. § 114(r) 

o rccurtltUtll<lH'> Sen;rtrve SeturtlY lnforrn~tron !hot'' ton trolled u~tlrt 49 CFR pot(\ 15 ontl15}0, No r~rt of tht\. rctortl moy be' 
di;tlosed to p~r\on> w1 0\1 rn 49 CFR part<, 15 .md \520, ~~~o:.:~pt wrth ttw Wlltl~n perrtii\Wl11 ol the 

o\dmrnrwmor ol the TrJmpor\olron Sctunty fldmitmtr,1tion or the Srnctmy o Triln:.p 
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(b)(3)49 u.s.c. § 114(r) 

w•~~;;~~~::·~·::'"~'~''':":· ::S•~·'~'~"~"i'~"':'~"~"~"'~"~"~'~"~'':'~"~'~"~"~'~"':''~'~"~'~':' ;d9~C~F~R~P~"~"~'~1;,5~"~"d~l5~1~0~N~o~o~"'~'~'~F '~"~"~'~"~'~' '~"':":':'' di;tlosed to p~r\Oil> withO\!l a "neE>d to know",~' P 1n w lltl<Cn JNrlii\Wln ol th<" 
,\dm~r.,wmor of the TrJmporli111Dn Sctunty fldmitmtr,1tion or the Srnctmy of Tron:.porli1l10n, UnJuthoritrd rrlrow may re>ult 1n tivil pcnJ y 

or Oth~r ~(.liOn For U.S. goverllr'r1N1t ager1Cr~·,, publiC J,(IO>UI<' r\ govtlrrled by S U.S.C. 551 ~rid 49 CFR pan; 15 clr1d 1520 
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