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(TS//REL) Overview 

• (TS//REL) Description: This complex ele me nt is respons ible for sche duling ESP attacks. 
• (U//FOUO) Input Channel(s): incomingESPAttack 
• (S// REL) Output Channel(s): successfulESPAttack (su ccessful attack) 
• See the poi sonnut -phaseprocessi ng -phaseattack Maven Projec t. 
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(TS//REL) Capabilities 
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• (TS//REL) Description: Determines if the data that is available for the Phase 1 Attack is enough to do the cur rent 
attack in the attack plan. If it is not, it se ts the result text and returns the cannotAttack route. The s trategy is not 
marked as failed , this is left for the object on the other s ide of the channel to decide how to handle the failure. If 
no plan is set or the p lan has no attacks, it returns the cannotAttack route. If there are s trategies but all of them 
have been exhaust ed , the plan will throw an Illega!StateException. 

(TS//REL) Submit Attack 

• (TS//REL) Description: Creates the Attack comma nd a nd submit s it to the VRI with the Resource of the Attack 
Strategy. The VRI correlation id mus t be set with the Phase1 data. 

(TS//REL) Submission to Output Correlator 

• (TS//REL) Description: Correlat es the Phase1 with it's VRI Output . The VRI Correlation id will be u se d for the 
correlation. There will be a time out on the phase1 that will indicat e that we never got the VRI Output . 
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(TS//REL) Cancel Attack 

• (TS//REL) Description: Sends a message to the VRI that the j ob has been canceled. 

(TS//REL) Attack Output Processor 

• (TS//REL) Description: Processes the output of the Attack. This output may not even be the re if the Attack time d 
out. The Attack Strategy needs to b e marke d a s successful or faile d based on the data the Attack gives back. 

(TS//REL) Was Attack Successful 

• (TS//REL) Description: Checks to see if the current Attack Str ategy was successful. This compon ent could use 
the Has Phase1 Key Mate rial Conte nt Based Route r imple me ntation with a differ ent input channe l/output 
channel configur ation. 

(U//FOUO) Infrastructure 

(U//FOUO) Channel Guide 

(TS//REL) Spring Integration Channel Guide 

Channel _ Name L JYpe L Payload J 
CanAttack Input 1 (ChannelL) incomingPhaseAttack fm rec t fiKE Phase1 l 
CanAttack Output 1 canAttackPhase1 Direct IKE Phase1 ... 
CanAttack Output 2 cannotAttackPhase1 Direct IKE Phase1 

RequestResponseCorrelator Input~ attac kRequestSubmitte d Direc t [VRISubmission 

RequestResponseCorrelator Input 2 attac kResponseReceived Direc t VRIResponse 
-

RequestResponseCorrelator Output 1 attac kComple te d Direc t VRISubmission 

RequestResponseCorrelator Output ~ attackTime dOut Lm rec t LvRISubmission J 

(U//FOUO) Metrics 

{ { { me tr ics}}} 

(U//FOUO) Issues 

{ { { issues}}} 
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