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Origin of Case:

On March 18, 2013, the DHS Inspector General's office (DHS-1G) referred to the TSA
QOI an anonymous letter received on March 11, 2013. The author purported to be a
concerned BDO assigned to (CHare Internaticnal Airport (ORD). The letter outiines a
number of problems within the ORD BDO program to include the practice of racial
profiling. It is alleged that Royal Jordanian Aitline and Etihad Airways have been
targeted because their passengers are Middle Eastern

Allegation:
Unidentified BDOs and their managers are alleged to have pracliced racial profiling by

targeting Middle Eastern passengers, This is in violation of the Screening of
Passengers by Observation Techniques (SPOT) standard operational procedures
(SOP). This is also in violation of TSA Management Directive 1100.73-5.

Finding:

Surveillance of ORD BDO activity was conducted at the alleged targeted airlines and no
evidence of racial profiling was cbserved (Attachment 4). All ORD BDO managers were
interviewed; each denied ever directing, or instructing BDOs to practice racial profiling.
All maintained that they never witnessed racial profiling and were never made aware of
any racial profiling (Attachments 6 — 13). Interviews of possible authors of the
anonymous letter were conducted. Each denied knowledge of the letter and its author.
The author of the anonymaus letter remains unknown. Each BDO acknowledged racial
profiling is unlawfui and is a serious allegation. Although BDOs voiced complaints
about their managers,; all maintained that racial profiling is not practiced at ORD
(Attachments 15 — 19). Review of ORD SPOT Suspicious Incident Reports (SIRs),
Transportation Information Sharing System (T8S), and referral statistics determined no
anomalies that suggest racial profiling is practiced at ORD (Attachments 2 and 19).

(Revised August 2012)
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Executive Summary

On March 18, 2013, the DHS-IG referred to OO| an anonymous letter received on
March 11, 2013, The author purported fo be a concerned BDO assigned to ORD. The
letter outlines a number of problems within the ORD BDO program to include the
practice of racial profiling.

The anonymous lefter was reviewed. The type written letter is absent any details or
specifics of racial profiling. It is alleged that Royal Jordanian Airline and Etihad Airways
have been targeted because their passengers are Middle Eastern.

Surveillance was conducted at ORDs internaticnal terminal, specifically observing BDO
activity at the screening checkpoint and ticket counters. No unusual interaction
between BDOs and international travelers was detected,

DAFSD Amiel Jackson was interviewed, he oversees the BDO program at ORE. He
has heard many complaints from the BDQs; however there has never been any
information to suggest racial profiling. Two | band SPOT TSMs (STSM) run the actual
program. Both were interviewed and provided the history and development of the
existing program. Both STSMs atlested in a sworn wrilten statement that they have
never directed, instructed, or tolerated any racial profiling. Further, they have never
been informed of any practice of racial profiling. All Six H band STSMs were
interviewed,; each altested the same and maintained they have no knowledge of any
racial profiling existing at ORD.

Interviews were conducted of BDOs that may have possibly authored the lefter. Each
BDO interviewed, attested in a sworn written statement, no knowledge of the letter or its
author. Each maintained that they have never been directed or witnessed racial
profiling. The BDOs further claimed that if they had any knowledge of its practice they
would report it to their manager immediately; because it is not tolerated at ORD. A few
of the BDOs interviewed believe that the source of the allegation may have
misinterpreted their assignments or directives because they lack the knowledge of the
specific threat based intelligence.

A review of eight months of ORD SPOT referral statistics indicate a very low number of
proportional incidences involving passengers flying on Royal Jordanian Airlines and
Etihad Alrways, In addition, a review of ORD's TSS and SIRs for a six month period
indicated a relatively small number of individuals, with names that appear to be Middle
Eastern, warranted law enforcement involvement.

SENSITIVE SECURTY 2 ONLY
WARNING; THIS RECORD CONTAINS SENSITIVE SECURITY INFORMA VTHOLLED UNDER 49 CFR PART 1520, NO PART OF THIS
RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A | ) N VE A0 LFR PARTS 15 AND 1520, EXCEPT WITH THE
WRITTEN PERMISSION OF THE ADMINISTRATSRTF THE TRANSPORTATION SECURITY ADMINISTRA RIHE SECRETARY OF
TRANSPORTATION, UNA - [ RELEASE MIAY RESULT IN CIVIL PENALTY OR OTHER ACTION. FOR U.S. GOVERNNHENT AGENCIES, PUBLIC
RETGOVERNED BY 5 U.8.C. 552 AND 49 CFR PAATS 15 AND 1520,
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OTHER INVESTIGATIVE ASPECTS

Persons Associated with Case:

Name Role Title Altachment #

Amiel Jackson witness DAFSD 5

e witness STSM 6
witness STSM 7
withess STSM 8
withess STSM 9
witness STSM 10
witness STSM 11
witness STSM 12
withess STSM 13
witness EBDO 14
withess BDO 15
witness MBDO 16
witness EBDO 17
withess EBDO 18

SENSITIVE SECURITY RMATION/FQR-BFFICIAL USE ONLY
WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATICIBRERT 15 CONTROLLED UNDER 49 CFR PART 1520, NO PART OF THIS

ANMENT AGENCIES, PUBLIC

TRANSPORTATION. UNAUTHORIZESTELEASE MAY RESULT IN CIVIL PENALTY OR OTHER ACTION. FOR LIS &)
DISCLOSURE 15 GOVESNED DY 5 U,5,C, 552 AND 49 CFR PARTS 15 AND 1520,
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ATTACHMENTS
Attachment =
Number Description
1 MOI review af complaint letter dated April 8, 2013.
2 MO review of TSS reports dated April 14, 2013,
3 MOI| AFSD- LE Jeff Quiroga dated April 15, 2013 B
4 MO survelvllgnce dated May 16, 2013. .
5 MOI DAFSD Amiel Jackson dated May 10, 2013,
6 MOI STSM[TT dated June 14, 2013.
7 MO STSMF'° [dated June 18, 2013,
8 MO! STSM["® idated June 14, 2013,
9 MOI STSM|™ |dated June 14, 2013
10 MOI STSM[™ |dated June 18, 2013,
11 MOl STSM[™ \dated June 19, 2013,
T MOI STSM|"" dated June 24, 2013.
R MOI STSM| ™ |dated June 26, 2013.
14 |MOIBDO[ " [dated June 21, 2013. -
15 MOI BDO/| " dated June 21, 2013, S
16 MOI BDO| |dated June 21, 2013,
17 MOI BDO[' |dated June 24, 2013,
18 MOI BDO! |dated June 28, 2013.
19 MOI review of SPOT referral statistics July 2, 2013.

SENSITIVE SE ATION/FOR QFFICIAL USE ONLY
WARNING: TH!S RECORD CONTAINS SENSITIVE SE N THAT IS CONTROLLED UNDER 49 CFR PART 1520. NO PART OF THIS
RECORD MAY BE DISCLOSED TQ PERSO OUT A "NEED TO KNOW", MED {N 49 CFR PARTS 15 AND 1520, EXCEPT WITH THE
WRITTEN PERMISSION OF T ISTRATOR OF THE TRANSPORTATION SECURI ISTRATION OR YHE SECRETARY OF
TRANSPGRTATIO) THORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR OTHER ACTION. S, GOVERNMENT AGENCIES, PUBLIC
DISCLO GOVERNED BY 5 U.$.C. 552 AND 49 CFR PARTS 15 AND 1520.
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_SENSITIVE SECURITP-INFORMATION

MEMORANDUM OF INTERVIEW

OR ACTIVITY
Type of Activity: Date and Time:
|:| Persanal Inferview April 8, 2013
[ | Telephone Interview 9:30 a.m.
Records Review
D Other
Activity or Interview of; Conducted by

Anonymous letter containing allegations against | SA Mary Drury
ORD BDQ program

Location of Interview/Activity:

OO0l ORD Office

Subject Matter/Remarks

OO0l conducted a review of the anonymous letter sent to OOl by DHS 1G which initiated this
investigation. The unknown author claims to be a concerned BDO from ORD, whom can no fonger
remain silent. The letter was postmarked February 28, 2013, at Carol Stream, IL. It should be noted
that although the body of the letter was typewritten; the envelope was hand printed. The following is
a summary of its content:

» Racial profiling exists at ORD, targeting Middle Eastern passengers flying on Royal Jordanian
Airlines and Etihad Airways.

e Falsification of the Performance Measurement Information Systems (PMIS) hours, claiming
managers inaccurately report their playbook hours in order to make their quota by counting
hours for lunch and ather breaks.

» Falsification of full time employment (FTE) in that managers misrepresent their actual SPOT
hours, claiming to be involved in referrals inaccurately.

« Managers falsify training logs and on the job training (OJT) for Playhook.

Case Number: Case Tille:

113-0243 QORD — Racial Profiling by BDOs

WARNINO™ES-RELORT CONTA INS SEI\SITIVE SECURITY INFORMATION THAT IS CONTRO1.1LED LADER-=YTT K PART
1520, NO PART OF THIS RECORD MA TYCRESEREOEERSONS WITHOUT ASMERPITTRNOWY, AS I)FFINED IN 49 CFR
PARTS 15 AND 1520, EXCEPT WITH THE WRlTTE‘.N I’ER- =TT, AL SIS T SErTATMMNE \ NSPORTATION
SECURITY AIIMINIQ}RA TION OR[ SERETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY REST

CIVIL PEN AL IL A [IO‘\ IOR US. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE I8 GOYERNED BY 5 U.S.C,

Y CFR PARTS 15 AND 1520,

(Revised 12-15.08)
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SENSITNVE-SECURITYINFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet}
« Managers do not have to swipe in and out; allowing them to come in late and leave early.

» Managers make harassing and inappropriate comments regarding age and or disabilities.
« Managers practice favoritism in regards to assignments.
+ Managers discriminate against males over 40.
« Managers fail to complete family medical leave act (FMLA) paperwork correctly,
« BDOs' complaints are not properly vetied,
OOl will investigate the allegation of racial profiling mentioned in this letter.

AFSD-LE at ORD, Jeff Quiroga, has been assigned by the FSD, at ORD, fo investigate all of the
management issues noted in the letter.

Attachment:
Copy of anonymous letter, signed “a concerned BDO at ORD", post marked February 28, 2013

Case Number: Case Title:

[13-0243 ORD - Racial Profiling by BDOs

I[VE SECURITY INFORMATION/FOR OFFIC

TATION THAT IS CONTROLLED UNDER 49 CFR PART
UT A “NEED TO KNOW*, AS DEFINED IN 49 CFR
«N PERMISSION OF THE ADKNIINTS LOR OF THE TRANSPORTATION

WARNING: THIS RECORD CONTAINS SENSITIVE
15820, NO PART OF TRIS RECORD MAY BE DISC,
PARTS 15 AND 1520, EXCEPT WITH THE

(Revised 12-15.08)
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DHS Offtice of Inspector General
Attention: Office of Investigations Hotline

245 Murray Drive SW, Building 410/Mail Stop 2600
Washington, DC 20528

RE: Chicago O'hare BDO Program

To Whom It May Concern:

Iam a BDO at Chicage O’Hare and can no longer remain sitent about what has becoms the stalus quo in
the BDO Pragram at O'Hare,

I, TFalsification of Federal reporting Paperwork
a. PMIS
i. Manegers regularly falsify the hours to make their quota.
il. Managers regulacly count Checkpoint hours, Lunchs, and Breaks for Playbook
hours
fii., Managers will inaccurately report BDOS3 sick or off duty to get credit for
Playbook and VIPAR hours

b. FTE
I.  Managers will report themselves condueting 24 or more Spot hours, which they
) ol . will not have done or have counted the hours they left their office and have
i 55 tunch as SPOT. =
Ak = ii. Most Managers with the exception of| """ haven’t conducted
el SPOT in over a year,

ili, Managers will add themselves to referrals that they were not present for or
contacted for,
c. Training :
L Managers falsify training logs to show they have condugcted trainings that they
have not,

il. Managers falsified training logs showing that they conducted the OIT for
Playbook. No BDO Manager observed or instructed BDOs on how o conduet
playbagk plays nor did they observe BDOs conducting plays to make sure they
know what they where doing. 920% of BDO Managers haven’t participated in a
Playbook play since the progeam started, The only BDOs who received training
ont how to conduct Playbook pays were certified for Playbook by the Playbook
superyisors who actually when to the gates and trained the BDOs,

d. Payroll
i, Manpagers do not swipe in and out. So they are regularly seen coming in late and
leaving early not just in the BDO program,

2. Racial Proftling of Middle East Passengers flylng on Royal Iordanian or Etihad
a.  BDOs are encouraged to pay particular attention to Middle East passengers.
b, Itis regularly brigfed that the Middle East passengers carry large amounts of money,
have outstanding warrants, and are people of interest.
¢, One BDO is encourage to use his connections at the ticket counter to find out information
on passergers and use the information to refer the passenger in for a BDO referral

3. Harassment, and :Iﬂ;mmmﬂmmmamﬁ
a, Managery egular make dispataging comments about a BDO's age

or disability,

vis record goilains Sensitive Security Informagjputat is
controlled under S5 CREpants 15 and |520. No part of thér®ord miay be
disctosed to persons without § mgd i 49 CFR pans
15 and 1520, except with the written f' the Adninisteator of the
Transpottation Secnrily AduygiesedTion or the Secr Transportation.
Unawtharized r may resalt in civil penalty or atherTes

For Ut erinient ageneies, public disclesoee is poverned hy
ST €67 and AQ CFR nade 1R and 1R20
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b. Managers| Fegularly toll BDOs who have just returned from
Playhook that they are not real BDOs and they don’t know how to do there job so they
are going to pive them crappy assignments so they learn what it is really fike.

¢, Managers """ gularly make disparaglng camments about 2a BDOs
medical condition, Most of the things they say should not be talked about outside of
doctor's offices but the whole BDO teams knows this BDO’s personal business,

d,  Managers |1 |instead of using the disciple procedures will use the
participation in a Special Assignment as a persons punishment and will make sure that
the person as well a3 everyone else knows why they required to or excluded from
participafing,

e. Managed " |like to make off color jokes about BDO and their appearance,

f.  Inthe feed back for promotion, a BDO was told they didn’t receive the job because they
had a language barrier because they speak a second language.

4, Favoritism

a.  Two female BDOs recoive their preference of assignments from the morning managers
due to their relattonship with the I-Band manager. They are also given knowledge of
personal and profession information that should remain confidential,

b. One BDO manager has been involved with a BDO he supervised.

The G-Band BDO that is assigned to the VIPAR teams has been allowed give priority to
his frlends for the VIPARS and the Amtrak Detail. The viper assignments regularly go to
the same people and most to the males of the program.

5. Discrimination in assignments and promotions
a.  Promotions in the programs regularly go to males under 40,
b, Special assignments regularly go to male under 40,
c. Iftwo equal BDOs under 40 are regularly given the better assignments.

6, Not following the SOP
Manager[FFT has stated that the SOP is a guideline as to how to conduct SPOT and
should not be followed,
b, Manager['5 " Thave regularly made up their own procedures that contradict the
SOP. When question, they quote Local policy and threaten to write up any one who does
obey,
7. Failure to report
a. Managers will not fill out paperwork out correctly for FMLA or they will Lison
paperwork
b. IfaBDO comes to = Manager with a complaint, they will regularly not follow up on it.
If an employee asks for information on an EEOC complaint, the manager will give miss
information until their time runs ont.

Thank you for your time,

A congetned BDO at O *hare airport,

is |:cord containg Sensitive %cc:m(y nformatmn i

in ovcnnncm agencies, public dlSL]DaliF{; is governed by
5 L S.C, 552and 49 CFR parts 15 and 1520.
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~SENSITIVE-SEGURHPANFORMATION™

@;ﬁ) MEMORANDUM OF INTERVIEW
&9 OR ACTIVITY
Type of Activity: Date and Time:
[} Personal Interview April 14, 2013
[_] Telephone Interview 2:00 p.m.
£X] Records Review
[ other
Activity or Interview of; Conducted by:
Review of ORD TSS Reports from SA Mary Drury

October 20012 through March 2013

Location of Interview/Activity.

ORD 00| Office

Subject Matter/Remarks

00l requested from the Federal Air Marshall Setrvice (FAMS) Office of Law Enforcement (OLE)
copies of TSA TSS reports, also known as SIRs, initiated from QRD's SPQOT program from October
2012 through May 2013. These reports document the suspicicus incident and observed behaviors
that warrant law enforcement involvement. Nine SIRs were issued during that time period. The
incidence of reports is low compared fo other Category X airports. A review of each report was
conducted to determine any evidence of potential racial profiling. The following observations were
noted:

+« By Airline:___ [ o
v [OEEETSTT I__lfllying on Royal Jordanian Airline

) e | flying on American Airlines

| [EOREEE __Iflying on United Airlines

\/

~ " |flying on Jet Blue Airline

» By Ethnicity
VAl SR #TH appeared to be possibly Hispanic.
v appeared to be possibly Polish.

o [EIRIEAS ‘ | appeared to be possibly Middle Eastern,
Case Number. Case Tille: .
[13-0243 ORD - Racial Profiling by BDOs
2. g LRECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLEL LIARGH PART
1520, NO PART OF THIS RECURD N MA=35-ASCLOSED TO PERSONS WITHOU T A Sk TOW”, AS DEFINED IN 49 CFRt
PARTS IS AND 1520, EXCEPT WITH THE WRITTEN PERMISSITEES === h Nl RATOR OF THE TRANSPORTATION
SECURITY ADMINISTRATION OR THE_SECR OF TRANSPORTATION. UNA UTHORTZED R MAY RESUILT IN

CIVIL PENALTY OR HER=ACTTON, FOR U8, GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY 5 U'S.C,
dad ARTS 15 AND 1520.

(Revised 12-15.08)
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SENSITIVE SECURITY INFORMATION
MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

v [lonai lappeared to be possibly Eastern European.

v" All passengers provided identification that indicated U.S. residency.
v" The remaining passengers names do not provide any indication of ethnicity

Attachments:
Caopies of the TSS SIRs for ORD SPOT program from October 2012 through March 2013.

Case Number: Case Titte:
13-0243 QRD - Ragcial Profiling by BDOs

Fi 4

SE CUHI[\’;‘\“MI\‘IBI Re\IION OR THF, SB(‘F!I. TAR 2RRELE
CIVIL PENALTY OR OTHER PO, FOR US, GO\’FRNMEI\T AGENCIES, PUBI I DISCLL ()‘.IIRI I8 (:0)

552 ARTS 15 AND 1520,

{Revised 12-15.08)
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~ SIRNumber =

SIR R_aaon. ;" j 'Occ | Attachments Included
AR Sl wiSdbmission?

S.P.OT. i Aviation L ' II

False

« TISS User Name -. TISS Fisld Office . TISS User Contact ‘i'_D_aiq 'p_f_s_ppmi;siqn

. o . 'Time of Submission

[ESrasuSe §ins | \ ORD Coordination | ;I.omlsn'z” ‘l TS
Center

Alrport of Occurrence.  Clty of Occurrence . . Stateof . - i Country of i Waapons Involved
; i LT D T Qocurrence: i Oceurrenge. | L e
Chicago- G'Hare, IL - | Chicago iL United States i
(ORD) | |
|

SIR Comments -

i taing Sensilive Seeuriny,
under 42 CFR pacis £3 and 1570 pan oL gheecond wmry be didvlosed to persons

Bl without a “nead to know™, as detly

49 CFR parls 16 and 1520,

Refarpnce: 49 CER § 1520, Madicg S81

* TRANSPORTATION (NFORMATION SHARING SYSTEM» SUSPICIOUS INCIOENT REPORT

“GOPYRIGHT € 200 THE FEDERAL AR AARSHAL SERVICE. - ALLRIGHTS RESERVED ™ 4
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" Subject Middle Name

ubject Dateo Birth.

e

SubjectHome = Subject Home | Subject Homs Address .Subjnet Home Address | Subjoct Home Zip Cod
Address Number :  Address Street Gty 0T e Slate ™
i) 1 o !

SubjectHome ' Subject Home | Subject Home Cell | Subject Social Security  ~ Subject Other
Address Country | Phone Number ‘Number "__ ' _ Number - . . . identification

Subject Age Subject Gender - Subject Race | SubjectHeight [ Subject Welght

[ o e s — n—
1 f z

| Subject Eye Color | Subject Hair Color | SubjectHalr Style |

_Subject Build

__Subject Hair Length

~ Subject Subject Scars. | . Subject Tattoos | Subject Piercing

: Al_fé# I'A'Iternﬂ_fﬁ Name

Beard/Mustache

Additional Subject tdentifiers

 WARNING This 1
winder 49 CER parts 13 an
witlioul a “need to know®, ay de
WrLen peemission of the Arps
ar the Secreiary uf e

: Aation. {pauthonk (.|ca_w. hay rfmi! el g rmlw or M
wiher petion, Fuo

O garennnenE ageinias, public oyt 15 ywverned by § LLS.C
R parts 15 and 1520,

Relferencs 49 OFR § 1520, Mauking 881

i
TRANSPORTATION m' ' R_

COPYRIGHT € 2009 THE FEDERA!. NR MARSHAL SERViCE AL RIGHTS RESERVED

"on SHARENG SYSEEM : SUSPIC{O{}S lNCiDENT REPORT
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Departure Date ~Departure Airport | ' Seat Numbr

Chicago- Q'Hare , L -

(ORD)

~—Aurival Date irport ¢ Alrcraft Tail Number | Aircraft Make | Aircraft Mode!
Captaln Last Name | Captaln First Name ';’iqﬁptaln Phone Numbergc_aﬁptéln E_maIIAddl*'esaé Captain Employes
i LA T RS e Numher

Lead Flight Attendants : Lead Flight Attendants : Lead Flight Attendants . Lead FltghtAttendants . Lead Flight
Last Nama ey Flrst Namo e Phona Numbar E Emall Address Attendants Employ:

: e e lhR b - NMumher

TECS Query = NCIC/NLETS Query | No Fly/ Selectes | Revlewlng Investlgators " _Investigations SIR
. i : A FTA 2 b : i Kama b ‘Klumhar..

L |

Source . Class ! “Acion | . Disposition = | Investigations

Baasinw Nata

] i _ { ]
Transportation Investigations Branch Comments

3 ar :In seyr-.nr\ of Transgeiation, Unzutherized niﬂsc Moy ruuh in Livi
atlier actiog, For Ja novernment agencivs, publiv discloswie is governed by 5 1.8.C
532 aud 49FF R parts 16 and 1526,

Refecence: 49 CFR 5 1520, Marking SSL

TRANSPORTATEON mFORMA ON SHARING svsrem-susmcnous mcuoem REPORT i
COPYRIGHT @?BUQTHE FFQERAL NR MARSHAL SERUIPF ALL RIGHTS RESERVEU L
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' SIRReason ' ' . Transportation Domain " Date of Occurrence | Time of Occurrent ‘Attachments Included
e T AT e et S W e 2 R _ubmlsalon?

}
‘ Aviation 4 ' False
!

TISS UserName TISS Fiald Office TISS User Contact Date of Submission

- Time of Submission
Phone " ; B ;

‘_H———_! | ORD Coordination 11"06!12
RLdi b o ) : Center

Alrport ofOccnrrence?: City of Occurrence .~ -Stateof | "Countryof i ' Weapons Involved

“Qecurrence 1 Occurrence i

Chicago- O'Hare , IL - % Chlcago IL United States
(ORD} i
!

_SIR Comments

— wodet 49 CFR pars 15 and 15X No part j gt way e disclosed to persans

without a “need 1o know™, as detined i@ CT R Twig 14 and 1520, except with the |

R parts 156 and 1520,

Reference, 49 CER § 1520, Marking 851

TATIO V mrommlou SHARING "_:YSTE JSPICIO
i COPYRIGHT @2009 THE FEDERAL AiR MARSHAL SER\JICE ALL.RIGHTS RESERVED
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‘Subject Home =~ | Subject Home Suhjnct Home Address . Subject Home Address . Subject Home Zip Cod
Address Number | Address Street | Clty L R VD
‘SubjectHome | Subject Home | Subject Home Cell Subject Sacial Security ~ Subject Other
Address Country Phone Number Number e Ty Number ' Identl!icatlon
United States I ﬂ
Subjecl Age © ‘Subject Gender : Subject Raca & 8uhjec! Height i ' Subject Weight
36 - 40 [ Male | |

Sublect Bulld . Subject Eye Calor | Subject Hair Color |

Subject Halr Style

. Subjact Hair Length

Subject ' . Subject Scars |
Beard!Mustache Tl E A8 L

i

Suhject Tattoos

uder 49 CIR pasts 13 and 1590, Mo pad
withaut o “need g0 kpow”, us defined in

B ctheraction For

1

“Subject Plercing

may be disclosed fo parsons
ailk E520, sxeept withi U

aLErmest ageticies, public disclosue i3 poverncd by 3 0

parts 16 ang 1520,

Reference, 49 CHR S (520,

Muatkinu 551

. Allas/ Alternate Name

TRANS

COPYRIGHT @2009 THE FEDERAL AIR MARSHAL SERVIGE.

'Rmnou INFORMAT!ON"':'HARING Ys_l'm suspzaous mcm' "m REPGR 3
ALI_ RIGHTS RESERVED e
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" Reviswing Investigators | Investigations SIR

e == = S =S |

Source . . | '_: “ "Cia__ss] oo Metion . . o “.Dispesition - . .. Investigations
vl W YA M AN N s e

~ Transportation Investigations Branch Comments

:;3": under 49 CFR pass 15 and 1520, No paf

B withom 2 “nced in knew™, as e finad
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Subject  SubjectScars ~  Subject Tattoos ~  SubjectPiercing . Alias / Alternate Name

]

Beard/Mustache

Additional Subject ldentifiers
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SIR Reason

| aa ' | Aviation
E

TISS User Name
T B

Airport of Occurrence’

TiSS Field Office

ORD Coordination
Center

Chicago- O'Hare , IL « | Chicago

(ORD)

Clty of Qecurrence

‘Phone J
k|

|

~ State of
Qccurrence

L

|
|
|
t

SIR Comments

: TISS User.Contact Date nfSubmnssmn{ :

03/27113

Attachments Included
-wiSubmission?

False

Time of Submisslon

Countryof !
‘Qegurrence

United States

T 1]

- Weapons Involved

a2 e 40 CFR parls 1

Hang 1520

Reference: 39 CFR 4 1520, Marking 581

TRANSPORTATION 1NFORMATEON SHARIHG SYSTEM SUSPIC#OUS !NCIDENT REPDRT
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TTansPOrtatlon ;
Secur ty £

Subject Type | Subject Last Name . Subject First Name ~ Subject Middle Name  : Subject Date of Birth

Subject Home . Subject Home  Subject Home Address Subject Home Address Subject Home Zip Cod

Address Number Address Street = CIty L State
i 1 ] Nl

== - : . =

SubjectHome : Subject Home : SubjectHome Cell '@ Subject Social Security - Subject Qther
_ Address Country ' Phone Number | Number z Number - (. ldentification

i 1 b ] :

Subject Age Subject Gender | Subject Race i Subject Helght . Subject Weight

Subject Build  : Subject Eye Color Subject Hair Color Subject Hair Style : Sub]ect Hair Length
Subject . BubjectScars .  Subject Tattoos @ SubjectPiercing Allas { Alternate Name
BeardiMustache 5 |

Addltional Subject identiTiers

&

JVE SECURITY INFORN

WARNING: this ieco™aglains Sensitive Seenrily
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|

TECS Query | NCIC/NLETS Query ' No Fly/ Selectee

I e !5l  Reviewing Investigators  Invostigations SIR
: . - . il AR, Mumbaor
Source E |
. : Class 4 Action Disposition Investigations
Review Date
3/27/2013 9:05:15 P
1 i t I

Transportation Investigations Branch Commaents
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MEMORANDUM OF INTERVIEW

OR ACTIVITY

Type of Activity: Date and Time:

Persconal Interview May 3, 2013

[ ] Telephane Interview 12:00 p.m.

[] Records Review

[] other
Activity or Interview of: Conducted by:
AFSD-LE Jeff Quiroga - ORD SA Mary Drury

Location of interview/Activity:

ORD 00l Office

Subject Matter/Remarks

OO0l met with AFSD-LE Jeff Quiroga regarding additional concerns and complaints alleged against
the management of ORD's SPOT program. The following is a summary of information he provided:

AFSD-LE Quiroga has been assigned to investigate two separate TSA Hotline complaints: HL
13 -06702 and HL 13 - 0268. Both allege inaccuracies in documenting PMIS, unfair playbook

assignments, and falsification of training records. Neither complaint contained any allegations
of racial profiling.

In order to prevent a duplication of efforts; it was determined that AFSD-LE Quiroga will
investigate the allegations surrounding Inaccuracies in PMIS entries and SPOT hours, the
distribution of assignments, and the falsification of training records,

The falsification of training records was discussed and determined to be virtually impossible,

since all training is initiated and closely controlied by TSA headguarters. The only room for

any possible discrepancy would be the OJT sign- in log, which documents the observation of
performance of duties and review of any change in SOP.

Case Number. Case Tille: . i -
113-0243 ORD — Raclal Prof:lmg by BDOs

CIVIL I'E
552 AR

(Rovised

OVFICIAL USE ONILY

OVERNED BY SU.S.C

¥ OR OTHER ACTION, [<()I{ LS, GOYERNMENT AGENCIES, P[]BL[C D‘ISCLO i
42 CFR PARTS 15 AND 1520,

12-15.08)
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SENSHTHVE-SECURITYINFORVIATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

« [n addition, a review of the current SPOT SOP was conducted and discussed. Access to local
documentation of SPOT referrale was also discussed. No copies of SPOT referrals are
located at ORD. All information is entered in PARIS.

Case Number: Case Title:
[13-0243 ORD ~ Racial Profiling by BDOs
—"

E SECURITY INFORMATIQNSTCOVFICIAL USE ONLY
WARNING: THIS RECORD CONTAINS SENSITIV TY INFORMATION THAT IS CONTROLLED UNDER 49 CFR PART
1520, NO PART OF THIS RECORD MAY. LOSED TO P 5 WITHOUT A “NEED TO KNOWY, AS DEFINED IN 49 CFR
PARTS 15 AND 1520, EXCEPT W, 1T WRITTEN PERMISSION DF FINISTRATOR OF THE TRANSPORTATION
SECURITY ADMINISL OR TIE SECRETARY OF TRANSPORTATION, ORIZED RELEASE MAY RESULT IN
CIVIL, PEN OTIHFER ACTION, FOR U8, GOVERNMENT AGENCIES, PUBLIC DIS F, IS GOVERNED BY 5 11,8.C,
552 CFR PARTS 15 AND 1520,

{Revised 12-15-08)
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( ) MEMORANDUM OF INTERVIEW

OR ACTIVITY
Type of Activily: Date and Time:
L] Personal Interview May 14-16, 2013

D Telephone nterview
Records Review

Other
Activity or Inferview of, 7 Conducted by: _ )
Surveillance at Terminal 5 International Special Agents Joseph M. Viviano and Philip
checkpeint at ORD Spampinato

Localion of Interview/Activity:
ORD Terminal 5

Subject Matter/Remarks

On May 14, 2013 and May 15, 2013, OOl investigators conducted surveiltance at the Terminal §
international checkpoint, at ORD, due to a hotline complaint against the ORD BDOs that were alleged
to be racially profiling passengers, while performing their duties at the check point.

On May 14, 2013, OOl investigators arrived at the Terminal & international checkpoint approximately
three hours prior io the international Royal Jordanian flight, which was scheduled to depart at 9:30
p.m. and the Etlhad Alrways flight, which was scheduled to depart at 8:30 p.m, OOl investigators
observed BDO4 T T F : : ‘ on very limited basis interacting with the

pnd
passengers.

However, OO investigators did not cbserve any unusual incidents and or any racial profiling by the
ORD BDOs, while passengers waited in line, prior to going through the checkpoint.

On May 15, 2013, OOl investigators arrived at the Terminal 5 international checkpoint approximately
three hours prior to the international Royal Jordanian flight, which was scheduled to depart at 9:30
p.m. and the Et:had Alwvajg fIlgWht whsch  was scheduled to depart at 8:30 p.m. OOl investigators
observed BDOs "~ land["" " lon very limited basis interacting with the

passengers.

However, OOI investigators did not observe any unusuat incidents and or any racial profiling by the
ORD BDOs, while passengers waited in line, prior to going through the checkpoint.

Case Number \ Case Title:

113-0243 ORD - Racial Profiling by BDOs

Revised February 28, 2006
E ONLY
PUBLIC DIS TO BE DETER 11.5.C. 862
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-SENSHWE-SECURITY-INFORMATION™

MEMORANDUM OF INTERVIEW

OR ACTIVITY
| Type of Activity; ) Date and Time:

X Personal intarview May 10, 2013

[ 1 Telephone Interview 1:00 p.m.

[ ] Records Review

[ other
Activity or Interview of: Conducled by:
DAFSD Amiel Jackson - ORD SA Mary Drury

Location of interview/Activity:
ORD TSA Manager's Office

Subject Matter/Remarks

00l interviewed DAFSD Amiel Jackson; he currently oversees the BDO program at ORD. He
provided some insights into the current program. The following is a summary of information he
provided:

« DAFSD Jackson was not surprised that an anonymous letter was sent to DHS 1G; because
there have been many complaints within the program. He was surprised by the allegation
of racial profiling.

» The BDO program at ORD consists of two | banFFgJanaﬂaL‘LSI[SM[ - |land
STSML There was a third manager,_ I he pursued a position at
U.S, Customs. Recently his position was open for bid; and later the position was recinded.
This has resulted in some hard feelings by the managers that submitted their names for

promaotion,

fiEt] |

| There is currently a bid open for

. Tlgere are six H band manadgers: STSMs[™

an additional position.

Case Number: Case Title:

113-0243 ORD — Racial Profiling by BDOs
'ESECURITY INFORMATION/FOR O

WARNING: THIS RECORD CONTAINS SENSITIVE FORMATION THAT IS CONTROLLED UNDER 49 CFR PART
1520, NO PART OF THIS RECORD MAY S WITHOUT A “NEED TO KNOW”, AS DEFINED IN 49 CIFIt
PARTS 15 AND 1520, EXCEML WL I WRITTEN PERMISSION OF A DMINISTRATOR OF THE TRANSPORTATION

ND 49 CFR PARTS 15 AND 1520,

(Revised 12-15-08)
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-SENSHVE-SECURITYINFORMATION
MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

There are approximately 100 TSA officers in the ORD BDO program.

STSM started up the program at ORD. He is described as the most
knowledgable of the SPOT program and its practices.

Playbook is not run by the STSMs they merely schedule some of their employees to
participate. Therefore, they do not determine which airline would be chosen for additional
scrutiny.

The coordination duty managers (COM) determine where and what plays take place, and
that is usually intelligence driven by TSA headguarters information.

There are approximately{:[ BDOs assigned to work each day. There assignments rotate
daily.

The ORD international terminal regulary has’ IBDOS present working SPOT. There may
be more if there is a Playbook scheduled.

Case Number: Case Title:
113-0243 ORD — Racial Profiling by BDOs
WARNING: TS RECOIRD CONTAINS SENSIFIVE MATION THAT IS CONTROLLED UNDER 49 CEIR PART

1520, NO PART OF THIS RECORD MAY BE
PARTS 15 AND 1520, EXCEPT ¥
SECURITY ADMI

CIV]

ITHOUT A “NEFD TO KNOW", AS DEFINED IN 49 CFR
ISTRATOR OF THE TRANSPORTATION

ED RELEASE MAY RESULT IN
OVERNED BY 5 U.S.C,

RITTEN PERMISSION OF TH
N ORTHE SECRETARY OF TRANSPORTATION. UNA
OR OTHER ACTION, FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLO

ND 4% CFIt PARTS 15 AND 1520,

[Revised 12-16-08)
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SENSITIVE SECURITY INFORMATION _

(’%“ MEMORANDUM OF INTERVIEW
?44 S OR ACTIVITY
Type of Activily: Dale and Time:
Personal Interview June 14, 2013
[:] Telephone interview 2:30 p.m.
[ ] Records Review
[ ] other
Activity or Interview of: Conducted by:
STSM[Z" _ |-ORD SAs Tracy Tomlins and Mary Drury
Location of InterviewfActivity:
ORD TSA Manager's Office

Subject Matter/Remarks

STSM as interviewed relative to his knowledge of the ORD program and any

information regarding the alleged allegation. The following is a summary of both his verbal and sworh
written statement:

o« [ lhas been employed with TSA since November 11, 2002. He has been a STSM
since August 2008, from the beginning of the SPOT program at ORD.

» [n his career with TSA and in the SPOT program, he has never practiced racial profiling, or
insfructed anyone to racial profile. He has never withessed any racial profiling at ORD,

+ All the SPOT activities he has directed, have been conducted without regard to race, color,
religion, national origin, ethnicity, sexual orientation or disability; except as directed by the
FSD, based on specific intelligence threat information. For example there have been amber
alerts, Be on Look Quts (BOLOs), and flights identified as having a passenger whose name
matches the "no fly list".

Case Number: Case Title:

113-0243 ORD Racial Profiling by BDOs

SENSITIV.

PARTS 15 AND 1520, FXLI' T WITH T WRIT : L
SE (,URITY z\DMINIS TRATION OR THE SECHEF { E '\IAU I‘HOR]ZED RELEASE MAY RESULT IN

552 AND 49

(Revised 12-15-08)
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| _

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)
» He has never observed or been advised of any ORD SPOT BDOs conducting referrals based
an racial profiling.

» STSMprovided the most current SPOT Referral Report. 1t outlines the type of
information SPOT personnel are directed to collect when conducting a SPOT referral. It
provides an actual check list of possible behaviors detected. A single behavior may not lead to
any further action; however in conjunction with a cluster of other factors and behaviors, the
pratocol may warrant further action.

» STSM[_Jexplained that a BDO can only act on observed behaviors. There is a numeric
system which totals the behaviors that tend to further engagement with the passengers.

¢« When a BDO makes contact with a passenger, and the first established threshold is not met;
there is no information obtained from the passenger. If the first threshold is met, BDOs only
record date, time, behavior, checkpoint, flight, and no personal identifying information.

e This information is captured and stored in the PMIS data base.
+ [hese safe guards, implemented in the system, are designed to prevent racial profiling.

o If the behaviors meet the second threshold, law enforcement involvement is warranted. This
requires a TSA SIR.

¢ SOP mandates that the SPOT referral reporis and the SIRs cannot be filed together; they must
be filed separately.

o The TSS reporis are designed specifically for sharing with other federal law enforcement
groups such as the Federal Air Marshals Service (FAMS), Federal Bureau of Investigation
(FBI) etc.

+ The SIRs and TSS reports contain similar yet not identical information. They provide names of
the individuals and other identifying information but no reference to race or ethnicity. Country
of residence maybe included if a passport is used as a form of identification.

» Dueto STSM|"" lclearance level, he is prohibited from printing the SIRs or TSS reports for
OOls review. He can only print the SIR ID number, date submitted, field office origin and
reason, which he provided from October 1, 2012 through May 1, 2013.

Casa Number: Case Title:

113-0243 ORD — Racial Profiting by BDOs

WARNING: THIS RECORDTOMNEANMS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CER AR
1520, NO PART OF THIS RECORI MAY BE DISCTS 71 PERSONS WITHOUT A “NEED TO _KNQ Ay TTINED IN 49 CFR
PARTS 15 AND 1520, EXCEPT WITH THE WRITTEN PERMISSION UF THE-LDARMBTIR L UR OF THE TRANSPORTATION
SECURITY ADMINISTRATION QIR 'THE SECRETARY. Lbls ORTATION, UNA LTI CLEASE MAY RESULT IN
CIVIL PENALTY OR OTHER ACTION=ESRTD, GOYERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVE BR=-RISLLS.C.
552 AND 49 CIi AND 1520,

{Revised 12-156-08)
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-SENEHWE-SECURITY INEQRMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

« STSM[__ lbelieves that it may be possible that a BDO may have misunderstood their
instructions, which were based on specific intelligence from TSA headquarters, as merely
targeting Middle Eastern passengers or an airline.

= Specific deployments are factual intelligence based.

s Approximately one year ago, the ORD SPOT program was informed that there were some
inconsistencies in their SPOT referral statistics. The ORD SPOT program was further
instructed to meet with each of the BDOs and review their referrals and determine if additional
training is warranted. Further, ORD should monitor any anomalies that may be found which is
beyond the norm.

+ The ORD managers met and counseled each BDO as instructed by TSA SPOT headquarters.

sworn affidavit dated June 14, 2013.
« SPOT Referral Report, revised May 2, 2013
» SIRID list from October 1, 2012 through May 1, 2013

Casg Number: Case Title:
113-0243 ORD - Racial Profiling by BDOs
"SEN RITY INFORMATION

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITS- NTHAT IS CONTROLLED UNDER 49 CFR PART
1520. NOQ PART OF THIS RECORD MAY BE DISCLOSTT TO PERSONS WITH LE] TO KNOW?", AS DEFINED IN 49 CFR
PARTS 15 AND 1520, EXCEPT WITH TEN PERMISSION OF TIIE ADMINISTRATO el BANSPORTATION
SECURITY ADMINISTRAL THE SECRETARY OF TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN
CIVIL PENA HER ACTION, FOR T1.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY § US.C,
FR PARTS 15 AND 1520,
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h S5 i 8, Department of Homaland Security
‘Hare International Airport
Chicago, Illincis 60666

Transportation
Security
Administration

Date: June 14,2013

Ms., Mary Drury

TSA Office of Inspections
Chicago O'Hare Airport
Chicago, I1.

Re: TSA SPOT Procedures and Protoco]
Dear Ms, Drury:

Per your request | am providing information to you based on the list you provided me on 6-13-1 ’%l

Protacol - SPOT Training — SPOT sop[ |
SPOT is conductled at ORD in compliance with the SPOT SOP which requires {hal SPOT as a
behavior observation an analysis program detects behaviors and activities that deviate from an
established environmental baseline. Individuals whose behaviors meet or exceed predetermined
thresholds are referred for additional sereening or law enforcement intervention.

SPOT must be conducted in accordance with the procedures set for the in the SPOT SO, and other
applicable SOPs, TSA Management and Operations Directives (ODs) including TSA MD 100.4
“Transportation Sceurity Scarches”, and 8POT {raining, as well as Constitutional, statutory 20
regulatory and other legal and Department of Homﬁurity (DHS) policy requirciments to
protect the civil rights and libeities of individuals, |

SPOT Referral Report

Al have provided you with a printed copy and emailed you a digital copy of the most curtent SPOT
referral report that outlined tl@linformation SPOT personnel ave allowed to collect when
conducting a SPOT Referral.

All SPOT activities that T have directed SPOT personnel to carry out as well as all SPOT activities
that I have personally utidertaken in the past have been conducted without regard fo racc, color,
religion, national origin, ethnicity, sexual orientation or disability except as directed by the FSD and
provided such dircction is based on specific intelligence threat information. [ have only considered
gender and age to carry out my official duties as specified in SPOT SC% section. 3.4 in Table-4 and
have never uscd this information as the sole basis for a SPOT 1'cfcrral.1 -

[ have never observed or been made aware of any Q personnel condueting SPOT in
violation of any of the requirements as listed above

AWARRTeE=LLig cecord contuins Sensitive Security kil 100 that is
controfled wnder 49 CFR p this record may be
diselosed to persons without a “need to L5 . °R parts
15 and 1520, except with the yIi ermission of the Adminiseeator of W
Transporiation Seeur ity inistration or the Secretary of Transporiation,
UnuthggiseTelease may resull in eivit penalty or other action,
wetl.S. goverpment apeneics, public disclasure is governed by
SURC 352and 43 CFR g

Jase K oF §/

PO, Box 661010 {312)545.0356 Phone
Chicago, 11 600666-1010 (713)894.8764 Fax
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.

3 ‘ - _ g{}— N % Transportation
SWORN STATEMENT “"“L) security
Yo  Administration

. i
; g
I |, having been duly sworn, hereby make the following
statement to Mi b AN i o , who has been identified 1o me as a federal
law enforcement officer and/special agenyvith the Transportation Security Administration, Office of

Inspection. I am making this statement, 6 my own free will, without any duress or coercion.

iR

# % % QEE ATTACHED STATEMENT # # *

G

[ have read this entire statemenl consisting of _f/ pages, [have been given the opportunily to make
any corrections necessary to make the statement accurate. All of the information contained in this
statement is true and accurate to the best of my knowledge and belief. [ understand that [ may be
prosecuted for perjury or making false statements if 1 have intentionally mistepresented anything
contained in this statement. Thave not intentionally omitted any information or knowledge I have that

relates fo the maiters under invcstigmgumﬂmm*
Y ‘;d" ngumuu.‘r
v /
Signed and swom o before me, this £, ff_ duy of S /e ,20 /3.
watoees 7/ Special Agent 3

Transportation Security Admi&;ﬁon
Department of Homeland Sectitity

Authority to administer oaths: 5 U.S.C, § 303

WARNING: nformation that fs
: controlled wnder 40 CF part ol this record may be

i diselosed to persons without & “nec " a5 defined i 49 CER parts
Pﬂgﬁ 1 of _%_ 15 and 1520, except with the 0 permission miinistrator of the
ninistration or the Seeretary o {ation
ease nay resuilt in civil penakty or other action.
~ povernment agencies, public diselosure js governed by
S US.C 552 and 49 CFR parts 15 and 1520.

ard contains Sensitive Se

Form INVD-83 (Rev. 4/1/2007)
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R TP IO

DEPARTMENT OF HOMELAND SECURITY
TRANGFORTATION BECURITY ADMINISTRATION

SPOT REFERRAL REPORT

INSTRUCTIONS, RDOs niust coniplate this form for each individual that meets of excecds the threshold, as well a3 (o ol traveling companions, A rélavant ieids must be compleled. This requirement
inchdes Individua's referred to LED in accordance with the SPOT slanda-d oparaling piacedures, The GPOT Refatral Reporl must nat be maintalned with or atlached lo the incident Repert All reporls
shou'd be roviowod by a SPOT Wenager and enlerad into the SPOT database \rithin 24 hours. Pérsanally ldentifiabla Informeton 4P} is aot permitted on any SPOT Referrsl Report and must nel be entered
info the SPOT database.

0411402013 1300 ORD
: Checkpoirt OO i Hefores: CKPT S
3 Dog, Jokn
Dos, Mary

Section 4

Enyireamental Baseling {Please orovide a bief narative of the environmetal bassling at the tinie of the referral belawl

Unusual itams
% ]

Jigns ot Decepteon 1! bero {2) 0f mare SI9ns of decention are ]tlt.'l:l[ll'_lgd during casual conversalion, automatic LEO notiticalon Is initialed.|

WARMNG. THES RECORD CONTAINS SENSTNE SECURITY INFORMATION THAT £ CON
EMGEFTWITH THE ¥Rt TEN PERMISSION OF THE ADUDESTRATOROF

WENT AGE NCHES, PUBLIC DISCLOBURE H.R‘EO BY SUSG 352 AND 4D CF.R F.‘HIIS +5 AND 1520

Werstan 30

PR TEE:

Braadaire Rovised 9213
30 ﬁf
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Stbmitted . |Field Office
10/12/2012

-

10/23/2012

11/01/2012

11/03/2012

11/06/2012

11/06/2012

11/07/2012

11/14/2012

112712012
12/06r2012

1211212012

12/16/2012

12/16/2012

12/23/2012
01/08/2013
01/15/2013

01/20/2013

02/07/2013

/ ':
|

02/15/2013

02/24/2013

03/15/2013

03/26/2013

03/27/2013

03/27/2013

04/07/2013

04/09/2013

04/10/2013
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|Date Subnitied  |Fisid Offics.
04102013 PO HOSER e

04/11/2013

04/15/2013

04/18/2013

04/18/2013

04/20/2013

04/22/2013

04/23/2013

04/30/2013

05/08/2013

056/16/2013

05/19/2013

05/25/2013

05/28/2013
06/05/2013

06/05/2013

06/12/2013

WARNING: costtaing Sensitivge®ecirity ormation that is
conlrolled under 49 CFR parts TS . No part of this record may be
disclosed te pessons withoul 2 “n o know™ 1 i1 49 CFIR pasts
IS and 1520, except with thewiftten permission of the Admm
Trnsportation Security,
euse miay resull in civil penalty or other action.
‘eonment agencies, public disclosure is governed by
SLLS.C 552 and 48 CFR parls 15 ang 1520,
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Transportation
Security
Administration

Non-Disclosure Agreement

A representative from the Office of Inspection has briefed me refative to an internal
investigation. '

| understand that this information Is Sensitive Security Information, that is controlled
under Title 49, CFR, Part 1520. | also understand that this information may not be

released to persons without a need fo know, as defined by Title 48, CFR, Part 1520,
except with the written permission of the Administrator, Transportanon Security

Administration, Arlington, V[rglnla

| further understand that unauthorized release may result in civil penalty or other
disciplinary action.

([}

Print name:
Signature:
P e
Date: ' Eé £ 3—-‘ 7 K

Witnessed by: __/~ .é'-""p-;éfi ANE WS 2 A

Inforimation that is
part of tiris recerd may be
now'", as defined in 49 CFR parts
jssion uffhc Administraior of the

WARNING™RUs record contains Senasilive Se

disclosed 1o persons withou™
i3 and | 520, exogpt with Ihc b

Epovernment ngeteles, pllhh» disclosure is f
5 LL.S.C 352 and 49 CFR paris 15 and 1520
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, MEMORANDUM OF INTERVIEW
q OR ACTIVITY
TypeofActvity: | Dateand Time: s A ===
4 Personal intarview June 17 and 18, 2013
D Telephone Interview 11:30 a.m. and 9:30 am.
D Records Review
[_] other
Activily or Interview of: Conducted by:
STSM|'™ |- ORD SAs Tracy Tomlins and Mary Drury
“Location of Interview/Activity, e
00l ORD OfFice
o = b i ~ Subject Malter/Remarks i " o il
00| interviewed STSM| elative to his knowledge of the ORD BDO program and the

allegations presented in an anonymous letter. The following is a summary of both his verbal and
sworn wtitten statement:

o STSM|™ has been employed with TSA since December 21, 2002, He was selected to
participate in a pilot program for BBOs at ORD in December of 2005.

« His initial training for the SPOT program was in Boston and consisted of one and a half weeks
of training.

s He has worked as a uniform BDO for over two years. He was promoted to an H band
manager in November of 2007, and later in August of 2009, was promoted 1o his current
position | band STSM.

. STSMaintains that he has never racially profiled nor has he witnessed or directed
any BDO or STSM to use racial profiling as a means for referring passengers for security

screening.
Case Number; Case Title:
113-0243 ORD - Racial Profiling by BDOs
SRSV SECURIT Y TN PR T O PO O T ETC I S e iy

——

WARNING: THINRECORBLONTAINS SENSITIVE SECURITY INFORMAT]Oi\ THAT 18 CO\‘TROI
1520, N() PART OF lH]S RECORD M 2 L 3

ARTS 15 AND 1520,

(Revised 12-15-08)
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MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

» He quotes the SOP for the SPOT pregram Chapter 2, section 2.1 "SPOT must ke conducted
without regards to race, color, religion, national origin, ethnicity, sexual orientation, or disability
except as directed by the FSD and provided such direction is based on specific intelligence
threat information.”

s AllBDOS are trained and directed to refer passengers based on behaviors only. Such
behaviors are based on signs of stress, fear, deception and specific suicide bomber indicators.

« After the incident regarding allegations of racial profiling at Boston's Logan airport, BDOS were
briefed and reminded that racial profiling is strictly prohibited.

« |n the many briefings it was stressed that should any BDO or manager witness anyone to be
racially profiling, they should report the incident up through their chain of command.

« Playbook teams at ORD are managed by the CDM not the BDO managers.
« BDOS are allocated to the Playbook teams each day for both the a.m. and p.m. shifts.

« The STSO, LTSO and or COM are responsible for their activities which includes their
assignment for the day and recording their hours into PMIS.

. STSMdoes not believe there is raciaf profiling practiced at ORD,

¢ He believes that possibly BDOs may misinterpret instructions and directions provided to them
hased on specific intelligence,

» There have been occasions where specific intelligence information was used to SPOT specific
flights where a “no fiy" list passenger was believed to be boarding.

¢ As far as complaints by BDOs there seems to be many, regarding promotions and

assignments. He has never heard any complaints regarding racial profiling.

Attachment:
STSM|[™ |affidavit dated June 18, 2013

Case Tille:
ORD - Racial Profiling by BDOs

WARNING: TIHIS RECORPEOMNLAINSG SENSITIVE SP(,LRI I‘\ INFORMATION IHAI 18 CONTROQ & 49 CFR PART
1520, NO PART OF THIS RECORD MAY BE DISCTOSEE . o ) KN(}W" AS DEFINED IN 49 CFR
PARTS 15 AND 1520, EXCEPT WITH THE WRITTEN PERY LRATOR OF THE TRA\ISPDRTATIO‘{
SECURITY ADMINIS' FRATION OR THESE ARY OF TR:\NSI'URIAI‘[ON UNAUTHORIZ L 3

N. FOR U, ‘3 GO\’ERNMENT AGENCIES, PUBLIC D[SCLOSURE IS GOVERNED BY 3 :

"Case Number:

(13-0243

(1\’IL.I’LVAL]Y OR (XEB ,
ARTS 15 ANI)‘ 1520,

{Rovised 12-15-08)
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4 RPN -

Transportation
Security
SWORN STATEMENT Administration
I, » having been duly swom, hereby make the following statement to

SA M!:Lv" \f ‘D v e \/ , who Tas been {dentified to me #s a federal faw enforcement officer and special

agent with the Traerortn!ion Security Afiministration, Office of Inspection, 1 am making this statement of ty own free will,

without any duress or coercion.

** 1 8RR »ﬁ\l‘mmp STATEMENT * * *
R

I have read this entire statement consisting of £2.. pages. 1 have been piven the opportunity to make any corrections
necessary to make the statement accurate. All of the information contained in this statement is true and accurate to the best of
iny knowledge and belief. 1understand that 1 may be prosceuted for perjury or making false statements if' 1 have intentionally
misrepresented anything contained in this statement. [ have not intentionally emitted any information or knowledge 1 have
that retates to the matters under investigation or review.

e

g~

Signed and sworn to before me, this /8 day of‘i\: ] %) ;l € , 20 .’3

Witness

Dc;(artnmnt  Homeland Security
Authority 10 administer oaths: 5 U,

WARNING: T
controlted under 4% C1F
diselosed (o persons without a “nee
15 and 1520, except with the written pe

dmingstrator of the
Yranspodation Securi:y Adnink i

W oor the Secretary O artatios.
Unauthorized reles resubt in eavil penalty or vibier action
For LS, gow ent apencies, pubdie disslosure is governed by
8.C 552 and 49 CFR parls 15 and 1520,

Harm INVD-83 (Rev. 4/1/2007) Attachment 321-8, page 8
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B

Special Agent, Druty,

Per our conversation an June 17, 2013, | have been with the Transportation Security Administration =
(TSA) since December 21, 2002. | started as a Transportation Security Officer (TSO), Baggage Screenel

In December of 2005, | was sefected to participate In a Pilot Program for Behavior Detectlon Officers
{BDO), at Chicago O'Hare International Airport. The training for the BDO Program was held In Boston,
MA, and lasted approximately 1 and % weeks. | worked ss a uniform BDO for approximately 2 and %
years before | was promoted to H-Band BDO Mabager in November, 2007. In August, 2009 | was
promoted to my current position of I-Band BDO Manager. | have a history of over 7 and % years with the
O’Hare BDO Program fu

During my service as a uniform BDO and BDO Manager, | have never racially profiled, nor have | withess

or directed any BD'} ?fﬂmr r Manager to use racial profiling as a means far referring any individual for
FTLE

security screening.

The Standard Operating Procedure (SOP) for the BDO Program Chapter 2, section 2.1, paragraph D,
states “ SPOT must he conducted without regards to race, color, religion, national origin, ethnicity,
sexual arientation, or disability except as directed by the FSD and pravided such direction is based on
specific intelligence threat information. Gender and age + be considered as specified in Section
3.4 in Table 4 and may not be the sole basis for referral.”

Hiill

BDO's are trained and directed to refer individuals and;ﬁl'?_' P based on behaviors
only. These behavicers are based on signs of Stress, Fear, Deception and specific Suicide Bomber
indicators. The toplic of Racial Profiling and how it is strictly prohibited was covered intensively durin
InfOut briefs after the incident regarding allegations of Racial Profiling in the Boston BDO Program. |

If an Dfficer or Manager should witness anyone they believe to be racially Inmﬂlmn they should report
that incident and individual or individuals up to their chain of cammand.

The Playbook Teams at O'Hare are managed by the Command Buty Managers {CDM's}, not the BDO
Manager. Each day a certain number of BDO's are allocated to the Playbook Teams from both AM and
PM shifts. Once they are assigned to a Playbook Team, that team Supervisor (STSO), Lead (LTSO} or CDM
are responsible for them and recording thei 5 into PMIS, This includes their playbook assignments
for the day, Ref Flights, breaks, and funch, i

[ ransportation Sccorily
ense My resiift in eivil pe

8 poveminient Apencics, public disefosnre is g
S1L8.C 552 and 49 CFR parls 15 and 1620,

=y

2 2
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Transportation
Securi
Administration

Non-Disclosure Agreement

A representative from the Office of Inspection has briefed me relative to an internal
Investigation. '

| understand that this information is Sensitive Security Information, that is controlled
under Title 49, CFR, Part 1520. | also understand that this information may not be
released to persons without a need to know, as defined by Title 49, CFR, Part 1520,
except with the written permission of the Administrator, Transportatlon Security

Administration, Arlington, Virginia.

| further understand that unauthorized release may result in civil penalty or other
disciplinary action.

Frint name;

Signature:

Date: //7 //.:jf
Witnessed by: )/) }VL//\’K( A o

TSA ?’pema /Agent/lnspector

ormation thal 1s
of'this record may be
L as defiied 4% CER parts

WARNING: Thy J eoltaing Sensitive Securt
controlled under 49 CER ¢
disclosed to persons without 4 “neel
15 and 1520, except wilh the writle Cthe Administrator of the
Transportation Seeunty Admigsfration or the Secrel ransportation

Unarthotized rete ay result v civil penalty or other T
Tor LS. gov, cnt ageneies, public disclosurs is governad by
35,0, 552 and 49 CFR parts 15 and 1520

TSA 15-00014 - 011968




Attachment #8

TSA 15-00014 - 011969




%}« MEMORANDUM OF INTERVIEW
M OR ACTIVITY
AT

Type of Activity: Date and Time:

B4} Personal Interview June 14, 2013

[ | Telephone Interview 3:20 p.m.

D Records Review

(] other
Activily or Interview of: ' Conducted by:

stsMT__ |-ORD SAs Tracy Tomling and Mary Drury

Location of Interview/Activity:

TSA ORD Manager's Office

Subject Matter/Remarks
OO0l interviewed STSM elative to his knowledge of the BDO program, specifically addressing
the allegation of racial protiling by BDOs at ORD. The following is a summary of both his verbal and
sworn written siatement:
. has been employed with TSA since August 11, 2001.
s He became a BDO on March 4, 2007, and was promoted to STSM in May of 2009,

» He has never participated or witnessed racial profiling in the BDO program at ORD. Further
STSM["™  has never heard any claim of the practice of racial profiling at ORD.

* He has never instructed or directed anyone to racial profile.

« STSM|"™™  Bxplained safeguards within the Playbook teams which prohibit racial profiling.

Case Number; Case Tille: :
113-0243 QRD - Racial Profiling by BDOs

WARNING: TH AEESRALONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER-=# ART
1520, NO PART OF THIS RECORD MAY FEDTSELESLL T PERSONS WITHOUT A “NEERBSTNUW, AS DEFINED IN 49 CFRR
PARTS 15 AND 1520, EXCEPT WITH THE WRITTEN PERMISSION CHSmeERamsti LN RATOR OF THE TRANSPORTATION
SECURITY ADMINISTRATION OR THE SECRIELASY=OT ANSPORTATION, UNAUTHORIZE Frizs MAY RESULT IN
CIVIL PENALTY OR O ket ON. FOR US, GOYERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BY SO 8@
552 ANDA-EF [S 15 ANT) 1520,

(Revised 12-15-08)
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SENSITIVE SECURITY INFORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

+ The ORD Playbook teams consist of a STSO, TSOs and BDOs. As a manager he assignslf';;
BDOs per shift to augment the Playhook team. The Playbook STSO will provide the BDOs
with their assignments, The STSMs do not give BDOs assignments for Playbook.

+ The Playbook STSO receives the flights they will screen and which plays they are to perform
from the daily CDM.

The STSMs are notified| "~ "' |flights, usually during a bridge call at 5:15 a.m.
and 1:00 p.m., depending on the shift.

o STSM[Tlisually works the pm. shifthe oo J

» Royal Jordanian Airlines has flights that typically depart around 8:00 p.m.

+ Another form of Playbook gate screening|__ " | STSM
belleves that these flights are also disseminated daily by the CDM to the Playbook
STS0s.

» The team arrives at the departure gate one hour before the scheduled flight. o s l

¢ Further STSas no knowledge of falsifying Playbook training records or any
documents.

» Recertifying as a Playbook BDO entails extensive web hased training. Once it is completed
the STSM will complete an OJT checklist.

» If any falsification of documents or racial profiling was brought to his attention; he would take
immediate action.

. STSMprovided a copy of the Playbook QJT Checklist and examples of the BDO
assignment schedules for his shift.

Casa Nymbar: Cage Title:
[13-0243 ORD - Racial Profiling by BDOs
i 1\ i {
WARNING: lI[ 3 Z2@LLED UNDER 49 CFR PART

AY ¥ AN EED TO KNOW”, AS DEFINED IN 49 CFR
PARTS 15 AND 1520, E‘(CFP"I WITH THE WR!TTFN 'k R / e, MINISTRATOR OF IHF TRA\‘:I’()R FATTTON
SECURITY .-\DM[NI.STRA r'1ON OR THE SE Y "HORT? pMAY RESULT [N

S52 AND 15 AND 1520,

(Revised 12-15-08)
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SENSITFVESEGURHY-INEORMATION

MEMORANDUM OF INTERVIEW OR ACTIVITY (continuation sheet)

» Further he has no information as to the source of the anonymous complaint letter.

Attachments:

o STSM[™ " swom affidavit dated June 18, 2013.

« Copy of the Playbook Training Requirements, revised September 30, 2012.

« Examples of BDOs assignment schedules, dated April 1, 2013, and April 11, 2013

"Case Number; | Case Title:
113-0243 ORD - Ragial Profiling by BDOs J

Py
NS TIYE SECTIRTET TSP OISV ITE T AL AL -W

WARNINGT SRILCORD CONTAINS SENSITIVE SECURITY INFORMATION THAT 1S CONTROI.LED UNDER. 4.6 ART
1520, NO PART OF THIS RECORY. BE_DISCLOSED TO PERSONS WITHOUT A “NEERLGHNGTY", AS DEFINED IN 49 CFR
PARTS 15 AND 1520, EXCEPT WITH THE WRITTENTERS (N () EATRINISTRATOR OF THE TRANSPORTATION
SECURITY ADMINEISTRATION OR THE SECRE R=OT NSPORTATIEY NAUTHORIZED RELEASE MAY RESULT [N
CIVIL PENALTY OR QEHED TTON. FOR U.S, GOVERNMENT AGENCIES, PUBLIC DISTTE LIS GOVERNED BY 5 U.S.C.
PR ARTS 15 AND 1520,

(Revised 12-16-08)
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Friday 2nd Shift
_ 1_2(2013

recordmaybed\sclosedtopersnn (o
parmission aftﬁe Adm|n:stratorforﬂwelan afinn
g oner aclon, For .S, Govemmentagenmes pubhcdnsclosure is governg

o v axcepl with the wrxt'en
picatary of Transporiatlon. Lna.mur\zed

48 CFR parts 13 and 1520,
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Monday 15t Shift TOTAL ONDUTY =
41512013 a ;
ETEEHETY g 14(f) 1

WARNING: Tris recard conteing SensiVe oe o 2 2l JASemETar 0 this record may be
d\sclﬂ‘sﬁdﬁGPEﬁOﬂSW!thUtd mﬁed‘okrcw‘ as,dc.medm:lscmpansﬁar 28 sigsigaof the A 'lsva‘orforthe
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i\g/ Transportation
/; Security

éﬁa

SWORN STATEMENT ey Administration
e
L . having been duly sworn, hereby make the following
statement to Ry ;4 M ars/ D U \/ , who has been identified to me as a fedexal

law enforcement officor and spfecial agent with the Transportatmn Scourity Administration, Offico of
Inspection. 1 am making this statement of 'y own free will, without any duress or coercion.

A
* %% SEE ATTACHED STATEMENT * * ‘

i have read this entire statement consisting of b pages. | have been given the opportunity to make
any corrcctions necessary (0 make the statement accurate, All of the information contained in this
statement is true and accurate to the best of my knowledge and belief. I understand that I may be
prosecuted for perjury or making false statements if I have intentionally misrepresented anything
contained in this statement. 1 have not intentionally omitted any information or knowledge [ have that
relates to the matters under investigation or review,

ISTEN

Signature

/'
Signed and sworn to before me, this }L{ ~day of Juae N

Witness
Transportation Securfty/Administration
Department of Homeldnd Security
Authority to administer oaths; 5 U,S.C. § 303
1 i
conteniled ur rd 1nay be
T discfosed w persons ol in 49 CPR parts
é 15 and 1520, except wilh the w ofthc Administrator of the
Page 1 of Transportation Security Adwiinisteal x Secretary of Transportation,
y f

Form INVI2-583 (Rev. 4/1/2007)
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NP S CURIP T INTO RN T A TTO N

l, have been employed by the Transportation Security Administration {TSA) singe
August 11, 2002. ] became an Expert Behavior Detection Officer (BDO} on March 4, 2007 and
was promoted to Screening of Passenger by Observation Technigques (SPOT) Transportation
Security Manager (STSM) in May of 2000|

. : i (I}
Allegations of racial profilm

While | was a uniformed BDO, | never participated in, e witnessed, nor had any knowledge
of racial profiling at O’Hare International Airport (OR

In my current position as a SPOT Transpartation Security Manager, | have no knowledge of

racial profiling, | have NEVER instructed ANYONE to racial profile, | have NEVER witnessed racial
(G

profiling, nar was racial profiling ever brought to my attentior

)

Allegations of racial profiling Playbook Team

The ORD Playbook Team(s) consists of a Screening Supervisory Officer {STSO), Transportation
Security Officers, and BDOs. When we plan our BDO operations for the day, we are ta assig i
8DOs per shift to augment the Playbook team. The Playbook STSO will give the BDOs their

assignmenvﬁm STSMs do not give assignments to the BDOs augmenting the Playbook Team

forthe da

The Plavhook STSO receives the flights they will screen and which piays they are to perform by,

| believe, the Command Duty Manager (COM) dally. [~ ' |
[' RIS i l BDO Managers are typically

notified) " flights during the bridge calls at 0515 and 1300hrs, [/ 77T |

o

Another form of Playbook| |I behe\fe
these fhghts are agaln disseminated daily by the CDM to the Playbook STSOSL ' |
Ry - | For example, a Playbook team will have United flight 123 {o
CVG on their REFs list for the day, The team will arrive to the gate approximately one hour early
F set up. There are different REF plays that indicate what type of search will be conducted |
[Esa L | While the TSOs are performing the play, the BDOs will conduct SPOT at the

boarding gate. If the BDOs observe any anomalous behavior, they will advise the STSQO b

: This record contains Sensilive Secarity Information that i
JR puns!& Al 1520. No p:ulof‘lins. revory u

FR pants
15and 1520, except swith the \mlt the Administeator of the 02\ ) &

Trausportation Sceurity alion of the of Transpurlalmn
Unan ease may result in civil penalty or o
"or LS. go\emment agencics, publie dssciosnrc [ gmerned by

LElmolh:il ull
discloged lopersons wifly
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SENSITIVE SECI L

vt

Allegations of falsification of Playbook training records

| have no knowledge of falsifying Playbook training records, or ANY. documents during my 10
years at the TSA. When recertifying as a Playbook BDO, the BDO will complete an extensive web
based training course, once the course is completed, their direct STSM wiil complete an QIT
checklist. The Playbook OIT requirements, per the Playbook SOP, are to confirm that the BDO
has the knowledge of the Playbook program to perform his or her assigned duties. | have
satisfied this requirement for all my direct reports at the time and did NOT falsify any

documentfl v

If anything illegal was witnessed or brought to my attention, | am obligated to take immediate
action as a STSM and a TSA employee in general. 1 take pride in my integrity and plan on doing
the right thing the rest of my career with the US Government. Nothing Furthe

In adsition to this Shatement T have provided 4 Copy of The
Wﬂ»{bag]{\ OJT C—h?&l{;[f:ﬂ'. Gactt 5l

E

i

cgnltroil-ed [10] 3240, i“;:‘:;:gl:)ff :‘}:;fisf:“ﬂliﬂll ik
ldsri;:gs::g 2!; iir:g]?rs wi ed (o I-:qmg—“, as defined in ﬁ;og?:::};ft:
Transportut E(i)lri'.fed :-rclfl)‘ ;}dltzinisléqriO{l orfss'm'3 0~r l,;]:r}z\g?;u:;?srg;(:ﬁ:e
U.&qg{?\gg}n:ﬁﬁ? il bt digpme
A45.0. 552 and 48 CFR parls 15 and 1520,
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