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* Dataflows and Interfaces

* LPT Implementation

* Metrics
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’ ‘- Overview — VPN Mission Opportunity

(S//SIIREL) Exploit Virtual Private Network (VPN) communications that use IP Security (IPsec) algorithms
and protocols:

* (U) ISAKMP - Internet Security Association and Key Management Protocol (RFC2407, RFC2408)
provides an authentication and key exchange framework.

* (U) IKE - Internet Key Exchange (RFC2409) provides authentication and key exchange mechanisms.

* (V) ESP - Encapsulating Security Payload (RFC2406) provides traffic confidentiality (encryption) and
optional integrity protection.

* (U) AH - Authentication Header (RFC2402) provides integrity protection that includes IP Header.
Sometimes AH is used to wrap ESP for additional integrity.
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8 IKE-ISAKMP Protocol

( UNCLASSIFIED
i Internet Key Exchange (IKE — RFC 2409) h
Internet Security Association and Key Management
Protocol (ISAKMP — RFC 2408)
Q 1 2 3
01234567800123456789012345678901
Verslonl IHL | Type of Service Total Length
Identification Flags l Fragment Offset P
Time to Live | Protacol =17 Header Checksum Header
Source Address
Destination Addreass
Source Port = 500 Destination Port = 500 LUDP
Length Checksum Header
Initiator Coakie
Initiator Cookie
Responder Cookie IKE /
Respander Cookie = ISAKMP
Next Payload | Mj Viar |Mn VEI’| Exchange Typa Flags Header
Message ID
Length R
Key Management Data ...
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L UNCLASSIFIED )
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A ESP Protocol

( UNCLASSIFIED )
( Encapsulating Security Payload (ESP - RFC 2406) i

0 1 2 3
01234567890123456789012345678901

Version| IHL | Type of Service Total Length

Identification Flags | Fragment Offset

IP
Header

Time fo Live | Pratocol = 50 Header Checksum

Source Address
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Security Parameter Index (SPI) ESP

Sequence Number Header

Encrypled Data ...

L UNCLASSIFIED I
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4 UNCLASSIFIED h
( Authentication Header (AH — RFC 2402) g
Encapsulating Security Payload (ESP - RFC 2406)

0 1 2 3
01234567890123456789012345678901
Ver.sionl IHL | Type of Service Total Length
Identification Flags | Fragment Offset
Time to Live I Protocol = 51 Header Checksum ] He!l:der
Source Address
Destination Address
MNext Header=50| Header Length Reserved
Security Parameter Index (SPI}
Sequence Number = Hezger
Integrity Check Value (ICV) [Variable length]
Security Parameter Index (SPI) ESP
Sequence Number Header
Encrypted Data
e y
\_ UNCLASSIFIED )
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4 Overview — VPN IPsec Collection

Internal
IP Addresses
(10.160.0.84 to 10.161.27.111)

A

(

00:00
Hours

-«

.

Tunneled IP Sessions

IKE
Phase 2

;

Internal
IP Addresses
(10.160.0.84 to 10.161.27.111)

A

( i

Tunneled IP Sessions
IKE

e S e

Internal
IP Addrasses
(10.160.0.76 to 10.161.27.112 )

AL

(

IKE
Phase 2

)

g
I ——aa AL
’
o

\

24:00
Hours

IKE
Phase 2

J

Tunneled IP Sessions

l\'/

VPN Tunnel External IP Addresses ( 172.3.105.3 to 192.168.100.86 )

* (TS//SI/IREL) Collection requires dwell time to capture IKE associated with ESP

" (TS//SI//REL) Collection requires link diversity to capture IKE associated with ESP
(S/ISI/IREL) There is no guarantee that IKE and ESP will use the same link.

" (S/ISI//REL) Collection requires multiple selectors to target external and tunneled sessions
(S//SI/IREL) VPN Tunnel External IP Addresses — To Target Decryption
(S/ISI/IREL) Strong Selectors on Internal IP Links — To Target VPN Content
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Customer

SIGINT Analyst
(TOPI)

Network Analysis Center
(NAC)

Office of Target Pursuit
(OTP)

Systems Analysis Office

Functions

‘Target and Analyze Traffic
‘Report SIGINT

‘[dentify target VPN’s
‘Report VPN Target IDs and Links

-Search and survey for VPN’s of interest
‘Report VPN Traffic Intelligence Value

dentify VPN Technologies
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Overwew Customer Needs

Needs

Target IDs, Target Links, Target Value
‘Unencrypted Targeted Traffic

VPN IKE and ESP Metadata

VPN IKE and ESP Metadata
VPN Encrypted Surveys
VPN Unencrypted Surveys

VPN IKE and ESP Metadata

(SAQ) ‘ldentify VPN Vulnerabilities VPN Encrypted Surveys
‘Support VPN Exploitation VPN Decryption Quality
OTP oTP oTP )
TOPI TOPI TOPI
e A AL
00:00 N 24:00
Hours Tunneled IP Sessions Tunneled IP Sessions Tunneled IP Sessions Hours
IKE IKE IKE IKE
Phase 2 Phase 2 Phase 2 Phase 2
o
“er
NAC OTP NAC oTP NAC OTP MAC
oTP SAQ oTP SAOQ oTP SAOQ OoTP
SAO SAQ SAQ SAQ
Y _
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Overview - VPN Products

Target Protocol
IP Security (IPsec) /
Internet Key Exchange (IKE) /
Internet Security Association Key Management Protacol (ISAKMP) Products / Dataflows

N VPN metadata with full-take IKE and sampled ESP
(Metadata Dataflow)

Target‘Protncol Selected application sessions recovered from
IP Security (IPsec) / o—P VPN sessions selected for decryption and re-injection
Encapsulating Security Payload (ESP) (Transform dataflow)

E ; TU RB‘,;UPL[ENCE | VPN sessions selected for decryption and survey

{Survey dataflow)

5 e——p Encrypled VPN sessions selected for analysis
(Analyze Dataflow)

Target Protocol

IP Security (IPsec) / Encrypted VPN sessions selected for decryption
Authentication Header (AH) / that fail to decrypt using VAO provided key
Encapsulating Security Payload (ESP) A (TransformQA Dataflow)
‘
[ ]
IP Address Selector Actions
Transform

Transform & NoTransformQA
Transform & Survey
Transform & Survey & NoTransfarmQA
Analyze
Transform & Analyze
Transform & Analyze & NoTransformQA
Transform & Analyze & Survey
Transform & Analyze & NoTransformQA & Survey
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Overview - Needs and Products

Customer Needs Products
SIGINT Analyst ‘Target IDs, Target Links, Target Value ‘Transform Dataflow
(TOPI) ‘Unencrypted Targeted Traffic
Network Analysis Center VPN IKE and ESP Metadata ‘Metadata Dataflow — IKE Fulltake
NAC
( ) ‘Metadata Dataflow — ESP Samples
Office of Target Pursuit VPN IKE and ESP Metadata ‘Metadata Dataflow — IKE Fulltake
OTP
( ) ‘Metadata Dataflow — ESP Samples
VPN Encrypted Surveys -Analysis Dataflow
VPN Unencrypted Surveys ‘Survey Dataflow
Systems Analysic Office VPN IKE and ESP Metadata ‘Metadata Dataflow — IKE Fulltake
SAO
( ) ‘Metadata Dataflow — ESP Samples
VPN Encrypted Surveys ‘Analysis Dataflow
o VPN Decryption Quality -TransformQA Dataflow -
oTpP Transform oTpP Survey ore
Lol Dataflow L Dataflow i
P A
00:00 24:00
Hours Tunneled IP Sessions Tunneled IP Sessions Tunneled IP Sessions Hours
% R h e _ ]
Phase 2 Phase 2 Phase 2 §
HAC OTP NAC
OTP SAD oTP
SAQ SAOQ

Analysis
Dataflow

Metadata
Dataflow

Metadata
Dataflow

Metadata
Dataflow

TransformQA
Dataflow

Analysis
Dataflow
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(Classic)

i Internet Key Exchange (IKE) / Internet Security Association Key Management Protocol (ISAKMP)
Authentication Header {(AH) / Encapsulating Security Payload (ESP)
VPNg YENE ‘ Interface Key
T: MAILORDER T: Socket Connection T=Tianeoor
C: IKE/AH/ESP Records G IKE/AHIESP Records o
EXOPUMP |C52— — — — | TUBE (597 _ _ _ L TURMOIL | |F=romat
| VPN10 VPN12 VPN13
T: ITx (JMS) T: 1 Tx {JMS) T: MAILORDER
l C: IKE/AH/ESP Records C: IKE Records METROTUBE C: IKE Sessions
; = F: SOTF ; F: TGIF
S ... - cReSslURE. |- 59T VPN Analytic |- —°% — —»
. 3 TOYGRIPPE
WAVE
L w

* (S/ISI/IREL) VPN IKE/ISAKMP Metadata in TOYGRIPPE is full-take
" (S//SI//REL) VPN ESP Metadata Sessions in PRESSUREWAVE is sampled (1/16")
" (S//SI//REL) VPN AH/ESP Metadata Sessions in PRESSUREWAVE is sampled (1/16%")
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(New and Improved!)

a SECRET/COMINT//REL TO USA, FVEY i
Internet Key Exchange (IKE)/ Internet Security Assoclation Key Management Protocol (ISAKMP)
VSJKE-MD1
T: Socket Connection m&.@l
C: IPsec/IKE Records T = Hanspail
F SOTF C = Content
VS -JKE-MD2 s s ] TUBE + ______ TURMD'L F = Format
T MAILORDER |
C: IPsec/IKE Metadata | {
F- ASOF V5-IKE4VD3
+ T. MAILORDER
C: IPsec/IKE Metadata -
P ASDF U
| o N - —— e
TOYGRIPPE
e S

* (S/ISI/IREL) VPN IKE/ISAKMP Metadata in TOYGRIPPE is full-take
" (S//SI//REL) VPN ESP Metadata Sessions in PRESSUREWAVE is sampled (1/16")

" (S//SI//REL) VPN AH/ESP Metadata Sessions in PRESSUREWAVE is sampled (1/16%")
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VS-ESP-MD2
T: MAILORDER

F:ASDF

SECRET/COMINT//REL TO USA, FVEY

Authentication Header (AH) / Encapsulating Security Payload (ESP)

VS-ESP-MD1
T Socket Connection
C:IPsec/ESP Metadata Bundles

TUBE ‘_F ASDF in SOTF

C IPsec/ESP Mefadata |

L 4

FALLOUT

VS-ESP-ND2
T MAILORDER
C. IPsec/ESP Metadata

e e e e e e e el s o e o e e e e e

Interface Key

TURMOIL

T = Transport
C = Content
F = Format
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Dataflows and Interfaces - Analyze

Internet Key Exchange (IKE) / Internet Security Association Key Management Protocol (ISAKMP)
Encapsulating Security Payload (ESP)
VPNG VPN1
T: Socket Connection T: Socket Connection
- C: IKE & ESP Sessions selected for Analysis C: Selector Hit Query/Response
: F :
TUBE P L2 R — | R .. FiEma. ., » KEYCARD
Interface Key
i VPN9 T = Transport
E T: MAILORDER VPN11 C = Content
i C:IKE & ESP Sessions Selected for Analysis T T F = Format
¥ F:SOTF =TT (MG . .
h 4 C: IKE & ESP Sessions Selected for Analysis |
F: XML/SOTF e
EXOFPUMP PRESSURE-
WAVE
N, ' y

" (U//FOUO) KEYCARD IP Target Action must be ANALYZE
* (U//[FOUO) Full-take of IKE/ESP Sessions.
* (U//FOUQO) No Analytic at this time
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Internet Key Exchapnge (IKE) / Internet Security Association Key Management Protocol (ISAKI\@
Authentication Header (AH) / Encapsulating Security Payload (ESP
VPN1
T: Socket Connection .
TURMOIL C: Selector Hit Queny/Response
i Interface K
BB s » KEYCARD T=Tmrepor
VPN18 C = Content
T: Secure Socket (S5L) E = Fomat
C: PlQ Blade Management
VPN7 _ PRl . S PN —» DOC / CES
T: Socket Connection HPC
C: Encrypted and Decrypted ’
Fi.gpép_ll_i;ation Sessions AN Grid Resources
= w Resource T
VPN4 Allocation
¢ = | =
FPIQ T &|® Manager
Blade C. IKE Messages o =
v __F_ IH_'S_OéFL ----- e | (D E __’ l_ = (G RAM)
XKEYSCORE = |iC 2 2
VPN3 Z|mn < B~
T 1Tx = g % = g
C ESF Key Reg/Re )] = =i
F:IH[SCIAF-"V) i LL D5 e
----------------------- - P Cryptovariables
o

" (U//[FOUO) KEYCARD IP Target Action must be TRANSFORM & SURVEY
" (TS//SI//REL) Candidate Sessions for Decryption include BME:

vpnID = “08000000-0000-0000-0000-000000000001”
* (TS//SI//REL) Decrypted Sessions include BME:

vpnID # “08000000-0000-0000-0000-000000000001"
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Dataflows and Interfaces - Transform

\

C- Selected Application Sessions®
=] F: S0OTF
L PR RER——
E Note
E = Selected Application Sessions
E are identified and selected from
' the decrypied packets extracted
from the VPN tunnel and inserted
E into the TURMOIL input stream.
: VPN8
E T. MAILORDER
E G Selected Application Sessons®
¥y F:SOTF
EXOPUMP
VPN11 E_ _________________ _
T:1Tx (JMS) PRESSURE-
C_ Selecied Appl Sessions”
F: XML/ISOTF WAVE
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VPNE&
T: Socket Connection

Internet Key Exchange (IKE

VPN1

TURMOIL

T: Socket Connection
C: Selector Hit Query/Response

VPN18
T: Secure Socket (SSL)

PIQ
Services

C’ PIQ Blade Management
FWebSA

VPHN4
T-1Tx (JMS)
C: IKE Messages

VPN2

T 1Tx (JMS)

C: ESP Key Reg/Res

F IH{(S0AP)

U . S R— <

CES XML Gateway

CES Firewall

T EAY e

nternst Security Association Key Management Protocaol (ISAKMP
Authentication Header (AH) / Encapsulating Security Payload (ESP

Interface K
» KEYCARD V= Tl
C = Content
F = Format
—» DOC /CES
HPC
Resources
Grid
VPN Resource |
Metrics Allocation |
s Manager
= (GRAM)
[ 3
L x ®
= Q 4=
G2 b3
0wa5—
-0 6 Cryptovariables
o

" (TS//SI//REL) PIQ Blade provides PIQ-Services, PICARESQUE ECI Compartmented
" (TS//SI//REL) Transform is Sanitization of Decrypt
" (S//SI//REL) VPN AHIESP Session Transform capability is not available in Spin 12

" (U//[FOUQO) KEYCARD IP Target Action must be TRANSFORM

" (TS//SI//REL) Decrypted sessions have BME vpnID # “08000000-0000-0000-0000-000000000001"

TOP SFCRET/ICOMINT//IRBEI TO LISA EVVEY




VPN on Dell LPT
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ENDACE 2

...‘ Stage 1

'If P

Sessrans'

I
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ENDACE 1 OlhE[TE 5 | i
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X
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! - l Stage 2
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| SESSfDF.FS |
| T [
1 PPrEVEnts Metadata * Metadata I
: (Metadata) A Processor % :
L S S ——— R —— e e - —
AREEE v F ! Stage 2
[ \
| Stage 0 R ——
: DFA  HL SE A
[
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CCM/KEYCARD
* IKE Sessions PIQ Encrypied| Shar | VRN
«ESP Reg/Resp Sessions _|" VPN TE ' Sessions|
POISON . Pla Decrypted | Lk }’( i L@ ol |
NUT [ Services Packels l T I Other TE's WF :
/ , : — » poTEvents (Hits i, - |
IP Payload ) 1(FIP }--po{ DAL |
| ] e e o [
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T |
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Packet (SOTF) 'L (Metadata) — T !
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VPN on Dell LPT

o
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ENDACE 2
__________________________________________ .
F fm——————— ~ VPN
> gk VPN TE Sessrans'
(’ Packet i
|| Delay FCP FLF' i
TBUS ENDACE 1 Router OlhE[ TE S \ :
Packefs Is (Hits '
A R R b e *m :
» Stage 1 ! SSSEENE VPN B 202 2 TEEEEs I
: : e VPN TE i Sessions | | |
:( i )"( T }’( Router @ letadata etadata I
=% — Olher TE' 5 ereia; :
] [ --p LT [ G L = S S .
'(KFPSF ******* T | THESEEEEE < o
| Sessions
|
|
1 i
s e Ry o N
S o s . o ——— ——_—
FoT TR 3
| Stage 0 R ——
: DFA  HL SE A
|
e e — )
CCM/KEYCARD
» IKE Sessions PlQ nerypled| B oy el VEN Y
s ESP Reg/Resp e55/0ns ‘ _|" VPN TE | Sessionsi
P ac ket 1 EIp
PQISON ! PIQ DEcrypted e AR IDAl I
NuT [T Senvices }ackefs iy i aiies Wy :
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Decompressor i : —— |
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Sample stats : 14-22 Oct 2009

System KeyReqguests KeyResponses KeyNotRecovered Packets Decrypted
MHS_DEV | 8076 0 0 0

MHS_ LIVE | 26501 12200 0 8041883

MHS LPT | 1725 0 0 0

SMK6 43087 4755 0 1413532
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3 IKE Metadata Sequence

N
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TOYGRIPPE

FALLGUT

MASDF Reporter

5

e e e e e e e e e e e e D e e s

IKE SMG

IKE Meladata Sessior

IKE EventToBME

E héetadata Bundles
|
|

1
I

DFID Allocator

SRI & Application M/D

IKE Metadata

FSPF

lh_l[ |
SOTF
ASDF

Stage 0

IKE Packets
»

ppf events
ASOF avents
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