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Overview - VPN Mission Opportunity 

(S//SI//REL) Exploit Virtual Private Network (VPN) communications that use IP Security (IPsec) algorithms 
and protocols: 

• (U) ISAKMP- Internet Security Association and Key Management Protocol (RFC2407, RFC2408) 
provides an authentication and key exchange framework. 

• (U) IKE- Internet Key Exchange (RFC2409) provides authentication and key exchange mechanisms. 

• (U) ESP- Encapsulating Security Payload (RFC2406) provides traffic confidentiality (encryption) and 
optional integrity protection. 

• (U) AH- Authentication Header (RFC2402) provides integrity protection that includes IP Header. 
Sometimes AH is used to wrap ESP for additional integrity. 

ISAKMP/IKE Phase 1 ISAKMP/IKE Phase 1 

IP Destination 
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IKE-ISAKMP Protocol 
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ESP Protocol 

UNCLASSIFIED 

Encapsulating Security Payload (ESP- RFC 2406} 
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AH-ESP Protocol 

UNCLASSIFIED 

Authentication Header {AH - RFC 2402} 
Encapsulating Security Payload (ESP- RFC 2406) 
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00:00 
Hours 

Overview- VPN IPsec Collection 

Interna l 
IP Addresses 

(10.160.0.84 to 10.161.27.111) 

A (.----' ...._ __ 1 
Tunneled IP Sessions 

Internal 
IP Addresses 

{10.160.0.B4to 10.161.27.111 ) 
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(~~~-~, 

Tunneled IP Sessions 

lnlernal 
IP Addresses 

(10.160.0.76 10 10.161.27.112 } 

.A.. 
(~---- ----, 

Tunneled IP Sessions 

VPN Tunnel Extemai iP Addresses ( 172.3.105.3 to 192.16B.1 00.86) 

• (TS//SI//REL) Collection requires dwell time to capture IKE associated with ESP 

• (TS//SI//REL) Collection requires link diversity to capture IKE associated with ESP 

(S//SI//REL) There is no guarantee that IKE and ESP will use the same link. 

• (S//SI//REL) Collection requires multiple selectors to target external and tunneled sessions 

(S//SI//REL) VPN Tunnel External IP Addresses- To Target Decryption 

(S//SI//REL) Strong Selectors on Internal IP Links- To Target VPN Content 
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Overview - Customer Needs 

Customer 

SIGINT Analyst 
(TOP I) 

Network Analysis Center 
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Office of Target Pursuit 
(OTP) 

Systems Analysis Office 
(SAO) 

OTP 
TOP I 

Functions 

·Target and Analyze Traffic 
·Report SIGINT 

·Identify target VPN 's 
·Report VPN Target IDs and Links 

·Search and survey for VPN 's of interest 
·Report VPN Traffic Intelligence Value 

·Identify VPN Technologies 
·Identify VPN Vulnerabilities 
·Support VPN Exploitation 
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Needs 

·Target IDs, Target Links, Target Value 
·Unencrypted Targeted Traffic 

·VPN IKE and ESP Metadata 

·VPN IKE and ESP Metadata 
·VPN Encrypted Surveys 
·VPN Unencrypted Surveys 

·VPN IKE and ESP Metadata 
·VPN Encrypted Surveys 
·VPN Decryption Quality 
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Overview - VPN Products 

Target Protocol 
IP Security (IPsec) I 

Internet Key Exchange (IKE) I 
Internet Security Association Key Management Protocol (ISAKMP) Products I Dataflows 

Target Protocol 
IP Security (IPsec) I 

Encapsulating Security Payload (ESP) 

--.... VPN metadata with full-take IKE and sampled ESP 
(Metadata Dataflow) 

Selected applica tion sessions recovered from 
__ .... VPN sessions selected for decryption and re-injection 

(Transform dataflow) 

.. ______ +1 TURBULENCE VPN sessions selected for decryption and survey 
VPN ... _...,. {Survey dataflow) 

Targe1 Protocol 

__ .... Encrypted VPN sessions selected for analysis 
(Analyze Dataflow) 

IP Security (IPsec) I 
Authentication Header (AH) I 

Encapsulating Security Payload (ESP) 

Encrypted VPN sess ions selected for decryption 
--... that ·fail to decrypt using VAO provided key 

(TransformQA Dataflow) 
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I 
I • IP Address Selector Actions 

Transform 
Transform & NoTransformQA 

Transform & Survey 
Transform & Survey & NoTransformQA 

Analyze 
Transfo rm & Analyze 

T ransform & Analyze & NoTransformQA 
Transform & Analyze & Survey 

Transform & Analyze & NoTransformQA & Survey 
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Overview - Needs and Products 

Customer 
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(TOP I) 

Network Analysis Center 
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OTP 
TOP I 

Needs 

·Target IDs, Target Links, Target Value 
·Unencrypted Targeted Traffic 
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NAC 
OTP 
SAO 

Tunneled IP sessions 

IKE 

Products 

·Transform Dataflow 

·Metadata Dataflow- IKE Fulltake 

·Metadata Dataflow- ESP Samples 

·Metadata Dataflow- IKE Fulltake 

·Metadata Dataflow- ESP Samples 

·Analysis Dataflow 

·Survey Dataflow 

·Metadata Dataflow- IKE Fulltake 

·Metadata Dataflow- ESP Samples 

·Analysis Dataflow 
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Dataflows and Interfaces - Metadata 
(Classic) 

Intern et Key Exchange (IKE) / Internet Security Association Key Management Protocol (ISAKMP) 

Authentication Header {AH) I Encapsulating Security Payload (ESP) 

VPN8 VPN5 
T: MAILORDER T : Socket Connection 

.-------, C: IKEfAH/ESP Records C: IKEJAHIESP Rew rds .----L------L----, 

~S~T~ ___ ~ TUBE f-!:~T~ ---

Interface Key 
T = Transport 
C =Content 
F = Fonmat EXOPUMP 

'------.-------' VPN10 '------------' VPN12 

T: ITx (JMS) T: ITx {JMS) 
C: IKE/AH/ESP Records C: IKE Rewrds 
F: XMUSOTF F: SOTF ...... 

TURMOIL 

METROTUBE 
~ VPN Analytic I 

VPN13 
T: MAILORDER 
C: IKE Sessions 
F: TGIF -

• (S//SI//REL) VPN IKE/ISAKMP Metadata in TOYGRIPPE is full-take 

• (S//SI//REL) VPN ESP Metadata Sessions in PRESSUREWAVE is sampled (1/161h) 

• (S//SI//REL) VPN AH/ESP Metadata Sessions in PRESSUREWAVE is sampled (1/161h) 
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Dataflows and Interfaces - IKE Metadata 

New and lm roved! 
SECRET//COMINT//REL TO USA, FVEY 

Internet Key Exchange (IKE) I Internet Security Association Key Management Protocol (I SAKMP) 
~ . 
.... 

V S-IK E.-MD1 
T: Socket Connection 
C: I Psec/1 KE Records r------L--, 

1
.--- J TUBE L F: SOTF 

~S~~~:~~~ER - l .__ ------'~· - - - - - -
c: IPsec/IKE. Metadata I L....._ ___ ___J 

F: ASDF VS-IKE-MD3 

, , 
TURMO IL 

' 
T: MAILORD ER 
c: IPsec/IKE Metadata 

I 
F: ASDF 

'----------' 

FALLOUT 

Interface Key 
T = Transport 
C = Content 
F = Format 

• (S//SI//REL) VPN IKE/ISAKMP Metadata in TOYGRIPPE is full-take 

... 

TOY GRIPPE 

• (S//SI//REL) VPN ESP Metadata Sessions in PRESSUREWAVE is sampled (1/161h) 

• (S//SI//REL) VPN AH/ESP Metadata Sessions in PRESSUREWAVE is sampled (1/161h) 
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Dataflows and Interfaces - ESP Metadata 
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.... Authentication Header (AH) I Encapsulating Security Payload (ESP} 

.... 

MD2 VS-ESP­
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Dataflows and Interfaces - Analyze 

lntemet Key Exchange {IKE) 1 Internet Security Association Key Management Protocol (ISAKMP) 

Encapsulating Security Payload (ESP) 

VPN6 VPN1 
T: Socket Connection T: Socket Connection 

.___T_U"""T""B_E _ _.~'~~ct~~~-~~-:~-~::'_"~~-~~~:~:~:.:: TURMOIL 

VPN9 

C : Selector Hit Query/Response 

... ~:. ~i~!lJY .... . . .. .. . ....... ... . , KEYCARD I 

T: MAILOROER 

• C: IKE & ESP Sessions Selected for Analysis ~~~~:~JMS) 
• F: SOTF C: IKE & ESP Sessions Selected for Analysis 

EXOPU MP 1----------------------------------------------~~-~~~!~-~!!. ____ -----------------------------

• (U//FOUO) KEYCARD IP Target Action must be ANALYZE 

• (U//FOUO) Full-take of IKE/ESP Sessions. 

• (U//FOUO) No Analytic at this time 
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Interface Key 
T = Transport 
C = Content 
F =Format. 
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Dataflows and Interfaces- Survey 

VPN7 
T: Socket Connection 
C: Encrypted and Decrypted 

Application Sessions 
F: SOTF 

TOP SECRET//COMINT//REL TO USA, FVEY 

TURMO IL 

PIQ 
Blade 

V PN1 
T: Socket c onnection 
C: Selector Hit Query/Response 

·::~;:rY.. .. ..... ... .. ... .. .... ... .. .. .. ... ..... , KEY CARD I Interfac e Key 
T ~ Transport 
C ~ Content 
F ~ Format T: Secure Socke t (SSL) 

c: PI a Blade Management 
F: WebSA -1 I · - · - · - · - · - · - · - · - ·· 1 DOC I CES 

HPC 
Resources 

:>. 
V PN4 m 
T ITx ~ (t] 

C: IKE Messages ro ~ 
_F_ ~8_9~':2._ _ _ _ _ _ _ (!) ._ 

_J u:::: 
VPN3 2 (f) 
T: ITX >< W 
C ESP Key Req/Res (f) () 
F: IH(SOAP ) W 

··- ·· - ··- .. - ··- ··- ·· - · ·- () 

I- .... 
::J 0 
z ... 15 

-"- .... ...--.. 

Grid 
Resource 
Allocation 14---" 

Manager 
(GRAM) 

Z~(/)0 0 :::: Q) <( 1+--....J 
U)<(...C: -­- (.) 14------~ 
0 .... 
ll.. 0 

Cryptovariables 

• (U//FOUO) KEYCARD IP Target Action must be TRANSFORM & SURVEY 

• (TS//SI//REL) Candidate Sessions for Decryption include BME: 

vpn I D = "08000000-0000-0000-0000-000000000001" 

• (TS//SI//REL) Decrypted Sessions include BME: 

vpn I D ~ "08000000-0000-0000-0000-00000000000 1" 
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Dataflows and Interfaces- Transform 
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Internet Ke 
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Not e 
• Selected Application Sessions 
are identified and selected rrom 
the decrypted packets extracted 
from the VPN tunnel and inserted 
into the TURMOIL input stream. 
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• (TS//SI//REL) PIQ Blade provides PIQ-Services, PICARESQUE ECI Compartmented 

• (TS//SI//REL) Transform is Sanitization of Decrypt 

• (S//SI//REL) VPN AH/ESP Session Transform capability is not available in Spin 12 

• (U//FOUO) KEYCARD IP Target Action must be TRANSFORM 

• (TS//SI//REL) Decrypted sessions have BME vpniD 1; "08000000-0000-0000-0000-000000000001" 
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VPN on Dell LPT 
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VPN on Dell LPT 

~ -----

TBUS 
Packets 

: Stage 0 
I .-----... 

TOP SECRET//CO:MINIT//REL TO USA, FVEY 

ENIDACE 2 

I ~----~~--------------------------~--------------------------~--J 
I ".,. ____ _ 

• IKE s essions 
• ESP Req/Resp 

POISON 
NUT 

TOP SFI:RFT//I:OMINT//RFI TO liSA F\/FY 

MBUS 
Packets 
(SOTF) 

CCM I KEYCARD 
;--=---~---=---=-------=---=--~=--~=--~=--~\ 

Stage 1 ...----------. VPN 1 
~ VPN TE ) Sesstons l 

~~~ 
~~O~h~r TE's .\ 

:,®·-~; _________ ., 
s essions 

___ ./ ____ ·-
l Stage 2 __________ _., 



Sample stats 

System KeyRequests KeyResponses 

MHS DEV 8076 0 -

MHS LIVE 26501 12200 -

MHS LPT 1725 0 -

SMK6 43087 4755 
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14-22 Oct 2009 

KeyNotRecovered Packets Decrypted 

0 0 

0 8041883 

0 0 

0 1413532 
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