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AMERICAN CIViL LIBERTIES UNION
of OHIO

October 17, 2005 _ o )

l Gregory' Seibert, Director

Office of Security & Compliance

- Kent State University

PO Box 5190 o B
Kent, Ohio 44242 - o

SENT VIA U.s. MAIL & i/IA FAX TO! ' 330/672-9374'

RE: Use of Soc1a1 Security Numbers as pnmary identifiers for student and
faculty

Dear Mr. Seibert:. - .

I write you because two recent and much-pubhclzed thefts of computer
equipment owned by Kent State University have raised serious concerns about .

. Kent State University’s use of Social Secutity Numbets as the primary means of

1dent1fy1ng and tracktng students and faculty

7

The first mcrdent took place on June 14, 2005 when it was reported a KSU

- human resources employee had a university laptop computer stolen from his car-

while in Cleveland Heights. According to press reports, personal information,
including Social Security Numbers, for approxunately 1,400 staffers ‘was
contamed on the laptop. - ‘ '

The second incident occurred in August 2005 when four computers and
six monitors were reportedly stolen from two deans’ offices on the KSU

. campus. It is believed the personal information of at least 100,000 former and .

current students, faculty and staff was. contamed on those computers,

As well, there was a third 1n_01dent reported in February 2002 whereby a
University of Akron student:was able to access student and employee
information, including Social Security Numbers, because of a fechnical glitch in

“the KSU website. It appears that glitch may have went undlscovered but for the

adIIIISSIOH by the hacker to the Umvers1ty about his efforts



- A recent visit by one of our staffers to your main campus demonstrated
several other ways that the dissemination and .display of Social Security
Numbers was treated in a cavalier way. Included was the ab111ty of hundreds of,
.~ if not a coupleé of thousand, faculty members and employees to easily access the
. -Social - Security Numbers of" students and faculty by using KSU’s internal
~ computer' network system typlcally used for such matters as enrollment and-
class schedulmg In addition, time, cards of student employees were displayed’
in plain view with those students Social Secunty Numbers displayed at the tops
of the cards. These are but two examples of what I fear are many more, Indeed,
KSU’s website reveals the, University uses student Soc1a1 Security Numbers for-
a minimum of e1ghteen different purposes. :

Among umverSItles in Ohio, Kent State Un1ver51ty is not alone in having
personally ‘identifiable ‘information compromised. In June 2005, a laptop was
stolen from an admissions office at Cleveland State Umvers1ty puttmg the
-personal information of approximately 44,000 current, former and potent1al
students at risk. Most recently, it’s been reported the Social Security Numbers
and gradés of 21,000+ Miami University students from 2002 were mistakenly
made available on the University’s website, possibly for as long as three years,

As well; private industry in Ohio has been suffering from the same
. problem in-just this past year. In March 2005, a Lexis-Nexis database was
~ hacked putting the personal information df up to 32,000 people at risk. .While

“over a period of several months-in late 2004 and/or early 2005, .consumers’
credit card information was stolen from .a database belongmg to Columbus—
based DSW Shoe Warehouse. - ’

Certamly, numerous other exaniples of personal data being compromised

' and stolen from universities and private companies, both in and outside of Ohio,

abound. Indeed, it has become nearly impossible to monitor the news wrthout
- being made aware of ﬁlrther examples of th13 type on a da1ly basis. . - .

The problem of 1dent1ty theft has become so prevalent that recent suNeys !
suggest at least 7-10 million’ people are subjected’ to 1dentity theft every year
and the, Federal Trade Commission has referred to ID theft as the fastest-
- growing crime in the United States. This problem .is why the American
. Association of Colleglate Registrars and Admissions Officers recommends that
mstltutlons not use Social Security numbers as student identifiers whenever .
B possible. Such concerns have also prompted various uhiversities and ¢olleges in

" Ohio and throughout the U.S.. to severely limit their use of Social Securrty
Numbers for their students, faculty and employees. o : N



After each 1n01dent involving Kent State Umver51ty and compromlsed ‘
data, promises to change the data collection and dissemination practices of the

~ University have been made. The concern of the. ACLU of Ohio is that these
continually promised changes have not been realized and there appears to have

~been little VISlble effort to-either make substantive changes or acknowledge that

this is a high | prlorlty for the Un1ver31ty : \ s

S It is for that reason that T have enclosed with this letter a formal public
records request. The primary purpose of the request is to discern what efforts, if
any, Kent State; University has made regarding ¢hanging its use of Social

‘Security Numbers as a primary identifier of students and faculty.

I look forward to receiving those records and it is our sincere hope that

" Kent State University will. take all 'necessary steps to ensure that none of ‘its

_students, faculty or staff become the victims of identity theft because .of

practices mentloned above.

information. obtained or yet-to- be-obtalned relating to any of the 1nc1dents or

Should you have a.ny questions, concerns or c0mrnents I invite you to
contact me dlrectly at 216/472 2220.

'Since‘rel\y,

.~ .7 Jeffrey M. Gamso

- : Legal Dlrector

N

“ cc Chrlstlne Lmk Executive Dlrector, ACLU of Ohio Foundatlon, Inc.

- Lloyd Snydgr, General Counsel, ACLU of Ohio Foundation, Inc..

Edward Mahon, Vice Pre51dent Informatlon Serv1ces & CIO Kent State
University _ .

Carol Cartwnght Premdent Kent Stgte UnlverSIty . ©o



