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kIC
From: | ]
To: Aviation-Field-30
Date: Wed, Dac 13, 2001 4:36 PM
Subject; FBI Response to FAA Name List - NEW PROCEDURES

Airport Agents - Please ensure that this message is forwarded to your supervisars, command post and
any other personnel who might respond to name list maiches at airporis. The attached FAA documents

have also been uploadad io |
There are two name lists for which the FBI may new have o respond, instead of one - the "No Fy” list - b2
(threats fo aviation) and the "Selectee” fis] __] The names are the same and same

b7E
additionai ones from the previous FAA name lists, and ey coninue to ariginate fram ather agenciesl___]
the FBI. Kowaver, there are new procadures to reduce unnecessary FBI response. The FBI
and the FAA coordinated these procedures based on feedback from the fleld about the wlility of FBi

i contain more identifying information, b2
I bTE
NEW PROCEDURES -I
b2
bR
Please read the attached FAA Security Directives (S0 10
fanguage.
b2
b7E

| expect quastions, 0 please ask. If something doesn't work as you expected, please tet me know. 1 iry

ta do an EC as soon as possible, but since the list and changes are "out”, | wanted you to have them as
s00n As possible. .

ssA |(fax)
Civil Aviation Security Program, Room $1795 b2
Nomastic Terrorism Countertecrorism Planning Section
Countertersorism Division b7C
—
bIC
cC: | ]

ALL INFORMATION CONTAINED

ﬁgg .'S'iNCLmFEB . Q;bf)NLs/g@/CnL

g
CR&03-114
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1500 Southwest 1st Avenue

The Honorable Ead Biumenauer

The Weathedy Building

516 S.E. Morrison Street b7C
Suite 250

Pértland, OR 97214

Dear Representative Blumenauer:

(rlhisJettaLls in response to your request for additional information
CONGaITIN and the policies and procedures surrounding the
Transportation Security Administration's {TSA) watch list. Nationwide policies and
procedures ragarding the TSA watch list are established joinﬂ{)bz the FBl and TSA at
the headquariers level. Your concetns have been forwarded to FBI Headquarters,
Counterterrorism Division, and the Office of Public and Congressional Affairs.

. Additionally, on August 12, 2002, this office contacted]_______ Jand

explained, In general terms, the procedures used by the TSA, FBI, and commercial air
carrers upon discovery of a name list match.

ALL INFORMATION CONTAINED

LR 0301 N fhe feac
403-1119

. -Gordon/Adams pg-2




ByigitRaBGRn g nCIraGR

The Hohorable Ear] Biumenauer
The Weatherly Building

516 S.E. Morrison Street
BarbAfe Box 709

Paortiand, OR 97214

Dear Representative Biumenauer: 70

This lefter is in response to
£ inquiry on behalf um
| Jis AT E & b7C
persan an the Transportation Security
Administration's {TSA) watch list.

However, the waich list does contain a
person with the same last name.

Therefore, commercial air camiers are
required to checn |
entification agai wWh
identification of th isted on the
TSA watch list. Unfortinately,
comimercial air carriers cannot confirm

true identity until such time
as his Wenfification is checked at the
ticket counter.

i Historically, TSA
procedures have required that
entification checks be performed by law
enforcement officers. Raecent changes to
TSA procedures aflow commercial air
carriers to conduct these chacks under b7C
certain circumstances. This procedure
must be completed every time Mr,

{:rﬁlaand alt others with the same last
name, lravel via commarcial aviation,

White 1 fully appreciate Mr.
stration, | am sure hecan ~ P7C
the importance of the

enhanced security requiraments.

Sincerely,

ALL INFORMATION CONTAINED

HEREILIS UNCLASSIFIED
&%%%L&Qam NG fac }éﬁa%es Mathews, It
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W @dta Fro] | B508217504 T-41 Panljool F-852

To: | !
Commanding Officer
Airport Bureau — Day Watch

Front

Alrport Bureau - Day Watch
Date:  Friday, May 24, 2002

Subjact: Selectee and No Fly st Names

ISSUE

Airport Bureau police respanse to the Transportation Security Administration's
air-carriers No Fiy and Selectee names fists.

DISCUSSION _ ' b7C
on Eljdaﬁ. May 24, 2002, | met mmg(nsm and | spake with
(F.B.l.), regarding police p ures when dealing with individuals
whose names have been entered on the Transpartation Security Administration's NO-
FLY and SELECTEE names lists and the air-carriers reservation data banks.

. ohTE —
b3 .=

o ¥4
biE
B3

This new changs in procedure, will aliow alirport afficers to minimize the amount b2
of time required fo initially detain individuals with names thal:| |
:lnames on federal NO-FLY or SELECTEE lists. : , b7E —

b3
RECOMMENDATION
| recommend that this new change take place ta reduce time spent by officers
on-scene, when responding to names on federa! NO-FLY and SELECTEE lists,

ALL INFORMATION CONTAINED
%Mi&m 61 NG facfeal
A4 03-1114 Gordon/Adams pg-4




202 304 823 P.OLAGG

FBI FACSIMILE

COVER SHEET
PRECEDENCE CLASSIFICATION
7 tmmediate (] Top Seerx Tire Trensmited:
7 pdority £ Secrt Sender’s Initials: bsw -~
Routine . ‘D Confidential ‘Number of Pages:

[ sensitive {including cover sheet)
, & unclastified
Te: T%A' / F@._Z Date: ZL L0
T Name gF Office L
Facsimile Numbsr;
Altn

. o b2
From: _ FBIHQ, Domestic Terrorism Section, Rm 1173S
‘ Name of Office " B7C
Subjece: S '
r—-
Special Hendling Tnstructions: 9% “‘=}L'° )
b2
—— ]
R L7C
Qriginators Name: _SSA} Telephore:
Originateey Facsimile Number; -
Approved: 4
L
Brief Deseription of Communication Faxed:
hat® ALL IXFORMATIDN CONTAINED
]
WARNING GA % MICLOA6N MQ}AG-'/

Information stieched 10 the cover sheet is U.S. Governanent Properry. 1f you gfe nar the inrended mﬁlem%'}d:s f g '} q G C

informativn, disclosire, vepraduction, distributian, or uge of thix information is prohibited |FR.USC, & 641). Please noti
; on, gist K , 3 Mify th
originator or the ncat FB( Office immediately 1o armnge for proper disposition, Gordon]AdamsnpgS )




September 4, 2002

Mzr. Michael D. Robinson
Associate Under Secretary

for Aviatien Operations
Transportation Security Administration
400 Sevepth Street, SW
Washington, DC 20590

Dear Mr. Robinson:

Thank you for your June 27th letter, enclosing a copy of TSA's Delegation Order
concenting the placement of Federal Security Directors at all of the major airports nationwide.
You asked that the Order be disseminated to each of the FBI's field offices having a need for the
information.

Recognizing the FBI's investigative jurisdiction with respect to criminal violations
set fosth in Chapter 465 of Title 49, and all aviation-related criminal violations set forth in
Title 18 of the U.S. Code, our ficld offices will be provided copies of TSA's Delegation Order
dated-June 14, 2002, along with the reminder that interagency cooperation and coordination are
critically important to ous respective missions and :espons:blhtws as our agenclcs continue to
discuss pertinent jurisdictional considerations.

Sincerely yours,

Robert 8. Mueller, 1IT
Director

1 - Mr. Ashley (5012) - Encs.

1 - Mr. D'Amuro (5829) - Encs.

1 - Mr. Wainstein (7427) - Enes.. ' bIc
}

(5096) - Encs.

{7326} - Encs.

(7176) - Encs.

62F-HQ-10?7132

NOTE: Reply coordinated with Attorney-Adviso Investigative Law Unit, OGC,
and Unit Chiell:j. Major Theft/Transportation Crimes Unit, CID.

BHM ALL INFORMATION CONTAINED
i5 UNCLASSIFIED

C%%%P{#%ﬁﬂﬁéq N(—S/ﬂc/c,q -
Gordon/Adams pg-11
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Transportation Security Administration
(No Fly and SBelectee Lists)

The No Ply and Selectee Lists, both administered by TSA,
often are confused with the TWL. Currently, the TWL staff is
working with TSA to develop protocols to facilitate entry and/or
removal of FBI subjects to/from the No Fly or Selectee Lists. It

should be noted, TSA is the only agency which actually can make
the entriea or removals,

The Mo Fly List is used to prevent individuals from using
commercial aviation who are deemed by TSA to be a threat to
aviation, based on information provided by various sources {such
as the PBI). If an individual is listed on the No Fly List, that
individual will not be permitted to board any commercial aircraft

within the Y.5. unti h time the individual is removed from b2
the list by TSA. __X

b7E

_| It should be noted, the air carriers
ang/or lecal) alrport authorities are responsible for preventing a

passenger on the No Fly List from boarding an aircraft, not the
FRBI. .

-

The Selectee Liwm -

These individuals are screened by airport authorities in b8
accordance with TSA Security Directives. Following the scresenirng
procedures, these individuals can use commercial air

transportation and should not be denied boarding. Again, the
respective air carrier andfor local airport authorities will make

the final determination regarding who boards an aircraft.

bz
bTE

ML INFORMATION CONTAINED
o P caaen NLs [Re [ CAL
Cad02-1{179 '

p -
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Notas and Guidance for NQ FLY and SELECTEE lists
Prepared 3/25/2002 by 884 k7C

Administrative-Genetal

b2
b7E
Investiat
NO FL Ylis{ - Used to prevent persons from using commercial aviation who are deemed by the FAA
to be a threat o aviation, based on information received from various sources. Ai i bz
to patform aninitial iD check and witth Ii asamatch. | |
| i_Airpart policewillcomactthe FBlin - ©7E
quesuonable cases. '
A few people have he i the person convinced the FBI and the FBI
determined at they were not a threat to aviation. The b2
passenger may notfly unflliie FAA remaves their name from the list, The air carriers, not the FB1, b7E
prevent the passenger fram boarding the fight. The parson can travel by othar means, but not
cammercial air. The FAA removes name based of instructions from the submitting
ency of a document
indlicating MatTha person is nol considered 1o b a thraal to aviation
b2
7E
ALL IKFORMATION CONTAIKED l
UNCLASSIFIE / /
a@.@%&ﬁ.&m&w NG (Ao fcal
R40.3-19N19
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No2s ene Gulsancs for ND FLY ang igls Bie
Preparst 3252007 oy 835

b2
SELECYEE |5t - These parsons are] 1 vmE
| Passengers determinediabe the parson onthe list,
0 the air carrier for any
screening wiich e carner needs to conductin accordance with the Security Directive prior
g:j fi:?dt}tbaardq ng. These persons canuse commercial airtranspontation - they need not be denied
arding. -
b2
b7E
Possi ichP raith nler: When a passenger with apossible name maich
presents themselves al a ticket counter, the air canier is supposed 1o first contact the airoort LEQ
for an inttial 1D chegk
‘ b2
b7E
b2
b7E

Passengers who know thelr name is on a list fequiring identification by the police can potentially
artange with the airport polica befora they get fo the airport that day to alert the police they hava a

flight and when they plan on being at the ai z"urt Thus, the police can bethere or atleast be nearh
further reducing delays | =k —El b2

B1E

Gordon/Adams pg-16




PRSNNNNNSNNSNSS——— ]

QFCA-20-{12-3-96) . ANNXXX
‘ o NNXXXX
KEXHEX
FEDERAL BUREAU OF INVESTIGATION
FORPA
DELETED PAGE INFORMATION SHEET

t - Pagefs) wirthheld entirely at this location in the file. One or more of the following statements, where indicated,
explain this delenoa.

Deletions were made pursuant 1o the exemptions indicated below with no segregable material available for
.felease to you.

Section 552 Section 5520
O X1 . W] (bj(T)(A) N () )
e O [ (Bi(7KE} o (OE)
| < &) B s N0 3
O (BX7)D) ' O )
)q'-(b)('ﬂcﬁ) O (903)
_ ‘ 0 OXINE) O o)
O o =ROTO) o e
X (0X9) UL O (k}6)
O ®)6) _ O

{7 Information pertained only to a third party with no reference © the subject of your request or the subject of your
request is listed in the dile ondy.

O Documents originated with another Government agency(ies). These documents were referred to rthat agency(ies)
for review and direct response (o you.

Poges conrain information furnished by anothier Government agendy(ies). You will be advised by the FBI as
to the releasability of this information following our consultation with the other agency{ies).

Page(s) withheld inasmuch as a final release determinaion has not been made. You will be advised as tw the
disposition at a later dare.

Pages were not considered for release as they are duplicative of

Page(s) withheld for the following reascnis):

allewing number s

K The &

10 be uged for refzrence regnrding rhese Duges:

LR R AR SR EAN S AN
N, Dejered Pagers) X
¥ No Duplication Fes X
X for Mis page Y

SN PSR N R P NT N AT N T
P P S P G WSO G YO, W 'O O O S T W 4

FRELN




OPCA-20 (12-3.94 HAXXRX
NXXXXX
XNHXNXX
TEDERAL BURIAU OF INVESTIGATION
FOPA
DELETED PAGE INFORMATION SHEET

__le_ Fage(s) wiuhheld emicely at (his location in the file, Oune or more of the following statements, where indicated,
explain this deletion.

Deletions were made pursuant (o the exsmptions indicated below with no segresable material available for
releass {o you. '

Sectign 332 ’ Section 552a

& (XL [ B}7HA) o (@)
H biiz) O (bi7)E) O G
X o  Reno a w

O B7)D) 3 e

)ﬁ{ (B)(7HE) O &3

O ®)7HE) 0 (o)
O (X4 O X8 o (5
N o oo 0 6
O bio) O &)

0 Information pertained only to a third party with ne reference to the subject of your request or the subject of your
request is listed in the title only. .

D Dacuments originaed with another Government agency(ies). These documents were referred to that agency{les)
for review and direcr response 10 you.

Pages conwin information furnished by another Govermument agency(ies). You will be advised by the FBI as
W the releagabnlity of this information following our consuitation with the other agency(ies).

Pageis) wirthheld inasmuch as a figal release dererminatica has not been made. You will be advised as ro the
disposirion atr a larer date,

Pages were not considered for relense as they are duplicauve af

Pageis) wichheld for the following reason(s):

The following number is to be nsed for reference revarding these pages:

NERHENEHNEX
X Deleted Pagesy X
X No Duplication Fez X

- Ty FHAS e -r
x for this page A
L Y Y A T P P e TR T At
PN, S L L, W, SIS WL L U W

Raea s L




XXXEXX
NENXNXXX
XHAXXX

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIFA
DELETED PAGE INFORMATION SHEET

;2. Page(s) withheld entirely ar this location in the file. One or more of the following siatements, where indicated,
explain this detetion.

@i Deletions were tade pursvant 10 the exempuons indicated below with no segregable maserial available for
release to you.

Sectjon 332 Section 552a

1 by, 0 G Ol (d)(5}
R{' (b}2) O (b)(7)(B) O (i)
- QS O @O O ®)

O X7)(D) U (@

F{ (YN(E) g &a3)

€1 (}7(F) L (k)4
O (b4} . O (b)E) O &5
;((b){l?) O &% O (k¥6)
O (bpa) | G &)

U0 Information pertained only to a third party with no reference to the subject of your request or the subject of your
request is listed in the titie only.

O Documents originated with ancther Government agency(ies). These documents were referred to that agency{ies)
for review and direct response o you.

13

Pages contain informarion furnished by another Government agency(ies). You will be advised ‘by the FBI as
to the relensability of this information following our consultation with the other agency(ies).

Page(s) withheld inasmuch as a final celease determination has not been made. You will be advised as 10 the
. disposition ar a later date.

Pages were not considered for release as they are duplicarive of

Dageis} wihheld for the tollowing reasongs):

‘EX The following number i 10 be used for reference rggarding these pages:

ORI RN
X Deleted Pagez) X
X No Duplicarion Fee
R far tis page

\‘f"'{r*"'{'fr\!“rtr‘f"r'\' rerar
O N TN ]

et

LAY




OPCA-20 (12-3-96) : : : ).9.0.9.0.8.4
XHXXXX
XXEXX
FEDERAL BUREAU OF INVESTIGATION
FOIPA
DELETED PAGE INFORMATION SHEET

5 Page(s) withheld entirely at this location in the file. One or more of the following statements, where indicated,
explain this deletion,

O Deletions were made pursuant to the exemptions indicated below with no segregable material available for
release to you.

Section 552  Section 552a

O (b)) O ®}7)A) O (@}s)
B w2 O GX7NE) O G
¥ @) O MIXC) O kX1

O (N7HD) O k@)

B ONINE) | a G)

0 (b)7XF) O (ky4)
O (b)) O (b)) O kS
X ©x) O b)) O ®&E
A NG) O &M

03 Information pertained only 1o a third party with no reference (o the subject of your request or the subjecti of your
request is listed in the title only.

0O Documents originated with another Government agency(ies). These documents were referred (o that agency(jes)

for review and direct response to you. .
Pages centain information furnished by another Government agency(ies). You will be advised by the FBI as
to the releasability of this information following our consultation with the other agency(ies).

Page(s) withheld inasmuch as a ﬁnal releasc determination has not been made. You wﬂl be advised as to the
. disposition at a later date.

Pages were not considered for release as they are duplicative of

Page(s) withheld for the following reason(s):

The fgllowi mper is to he gsed for ¢ ference regarding these pages:
é&wfﬁ W JANS )@ 25—

1 8.9:9:0.0.¢.9.9.0.6.0.09.0.9.4

X Deleted Page(s) X

X No Duplication Fee X

X . for this page X

£ 9:9.9.90.9.9.9.0.0.9.9.0:0.0.0 4
HXXXXX
KXXXXX
KEXKXX FPRL/DO)




OPCA20 (12-3-96) : XANXXH

AXXXKX

. AAKAXK

FEDERAL BUREAU OF INVESTIGATION
FOQIPA,

DELETFD PAGE INFORMATION SHEET

] Pape(s) withheld entirely at this locatian in the file. One or more of the following statements, where indicated,
expiain ihis deietion,

Kl Deletions were made pursuant (0 the exemptions indicated below with no segregable material available for
refease 10 you,

Section 552 _ Section 5524
0 O W)7)A) O @
W oo o o a 6
0 ®E) i v 0 w0
0 LHD) 0 )
K o 0O ®EG)
£ OOE 0 ©@W
0 ®)4) 0 (b)s) O )
Yo - O (1% O (k6)
O (b)) O (7). '

(1 Information pertained u:{ly 10 a third party with no reference (o the subject of your request or the subject of your
request is listed in the ritle only.

[ Documents originated with another Government agency(ies). These documents were referred to that agency(ies)
for review and direct response o you.
Pages contain infotination furnished by another Government zgency(ies). You will be advised by the FBI as
to the releasabilily of this information following ous consultation with the ather agency(ies).

Page(s) withheld jnasmuch as a final release deiermination has not been made. You will be advised as to the
dispositien at a later dale. -

Pages were not considered -for release as they are duplicative of

Page(s) wilhheld {or the foliowing reason(s):

3 foltowm? nz rmper 1:. 10 be used for reference regarding these pages:

1 9.9.9.9.9.9.0.8.0.9.8.9.0.0.9:4

X  Deleted Page(s) X

X No Duplicalion Fee X

X for this page X

19 8.0.0.¢.4.8.89.59.9.0.8.9.4
MNXNKKX
KRXXHX :
KEXXXX , - FOVDO)




s TSRand o Ry Osis .E

b7C
From: l
- To; —ARTHRUR . EU?EM!NGS1 l
Date: 5/28/02 1:43:30 PM
Subjact: issue. TSA and No Fiy Lisis
b7C
Adt,
b5

Here's some background, # you have the patience 1o read it
Singe 10/2001, when the TSA No Fly and Selectee lists came into being (aftermath of jst), !
have beer attempting to make the updated lists available to the field agents on D2
2 imely basis, i.e., when they are issued, because TSA has mada the age & TOf ToSponong bTE
1o possible name maiches. Tha agants naed these lists in order to have background and 1D info.
TSA issues these lists to the alf caiers aod the aimart nalisel —— .

' b2

b5
. b7E

TSA also fails {except on arle gocasion) to coordinate with us when they tell%m'_______J
{the FB) or when they chunge the Security Diractives concaming rasponse lecls FBI affices.
Despile my best efforts, the TSA just motors along and ) and the agents are being whipped around the b2
flagpole trying to do tha right thing.

. k]
b7E
hb

Exampie - today List 51 was issuad; Lists 49 and 50 were issued on Friday. | betieve | was hers, but no

malt from TSA, and | check every hour. 1 have raised this issue with paople In TSA and hera, and toid the

agaents that getting the lists from e is now a huwry instead of a certainty.

ihliomammWW b5
bhe

Aga}n.pieasatrym'ghra_mesme lime so we can mest and dacide how we want to proceed. b7C

e |

SSA{ _ ¥iax)
Civit Aviation Secunty Program, Room 11785 :
Domaestic Tarrorism Counterterrorism Planning Section b2
Courdertarrarism Division e
] L0V
f.IlEtﬁ INFORMATION CONTAINED .
¥ UNCLASSIRE
SRS Clena 01 Neslacfeac
- “ 3 - q
Gordon/Adams pg-29




0

-
[ e

L

AVIBHOn Fisg 56

32802 50815 B4

&
[

wo

ubject:

b2
BTE

Mare 1o foliow as 1 get additional information,

fax}
Civil Aviafion ans, Room 11795

Domestic Terrorism Countenterrorism Planning Section

Caunterterrorism Division
0.gov
e ARTHUR M. CUMMINGS; Aviation-CIRG&Tralning: Avia...

(o4
/6/7‘(%2\

773 /26¢

TR Cﬁmm@

it VR 0 GOR

Cp\u 03-111%

b2
nIC

oA I\lL.Sl RG/C&L
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i |Re:NoFlyand Selecteé Uists "7

S Pageif

From:
To:
Date:
Subject;

[ ]

hiC

712102 7:40PM
Re: No Fly and Selectee Lists

bicC

Thank yeu so much for the detailed

al opinion and support an the FBI's role in crafting securi
directives|

=)

plecemeal.

We still need to address the legat, policy and procedureal questions as a total picture, rather than

b5

Re authority to hold No Fly passengers until the FB! anives[ |

[Wow. Icantimagre trat ] | ©°

b5

an

Jfor that evaiuation. |

If the FBLand the TSA cannot agred |

b5

Regardslzl | nTC

> 12102 11:59:21 AM >>>
e S5 ¢ staiutory citation for the terrorist wateh lis§
b5
BIC
b5
bh

WFURMRTEUN CONTAINED
SIFIED

& ~ard f’ﬂﬂ UCLOR 61 i““—s(ﬂfo/C‘mL
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| | R io Py and Selectee sty e PEGR2)

b5

h7C
. b5
bb
bb
My next move is to consult thel Inthe e
DAG's office--about the issue of the legal basis for No-FIy decisions after | discusgs this within OGC.
a"L b2
>3 lo7/01/02 a7:32PM >>> bC
When it rains, i pours.l b5
] l - b7C

| ask that| - GC, go imo additional legal citations from the USA PATRIOT ACT
e pertinent, but the Aviation and Transportation Security Act {ATSA) of 2001, passed on
November 19, 2001, mandates in Ssction 101, (a), §114 (h) entilad "Management of Sacusity
information”, thaf the Under Secretaty of Transportation for Security shall;

{1} enles into memoranda of understanding with Federal agencies or ather entities to share or

otherwise cross-check as necessary data on individuals identified on Federal agency databases whe may
pose a risk o {ranspartation or national security;

{2) establish proceduras for nofifying the Administrator of the Federal Aviation Admiristratian,
appropriate State and locat law enforcernent officials, and airport or aiine security officers of the identity

of individuals known to pose, or suspected of posing, a risk of air piracy or terrorism or a threat to aitline
eor passenger safety;

(3) in consultation with other appropriate Federal agencies and air carriers, establish policies
and procedures requiring air carrlers--

{A] to use information from government agencies to identity

individuals on passenger lists who may be a threat ta clvil aviation or national security; and

{B} if such an individual is identified, notify appropriate taw
enforcemant agencies, prevent the individual from bozarding an aircraft, or take aother appropriate

action with vva.-!v'l-‘! to that indiv ‘idﬁql, and

{4) consider reguiring passengar air cariers to share passenger lists with appropriate Federal
agendies for the purpose of identifying individuals who may puse a threat io aviation safety or national
security.

Gordon/Adams pg-32




e ———

[ ———:Re:MoFlyandSelecteslists =77 I

bicC

Persanatly, | think that this about covers it, and hopelfully, the FBI will be consulted on revisions ko the b2
TSA Security Directives to be mare clear about wha is to contact whaom in what simaﬁon.l l

b5
b7E

[ l. Perhaps they nead to hear a dafinitive siatement fram tha FBE on these mattars.

i hope this helps.

554 Jfax) b2

Civit Avtation Security Program, Raom 11795

Domeslic Terrorism Counterterrorism Planning Section b5

Counlerterrorism Division _ b7C
20.gov

> MARTIN J KING /2702 5:05:03 PM >>>

brC
55

b7C

As CDC of theL] 1t hm_{leen asked to obtain some information for the United Stales
Allorney's Offica concetning the legal authority under which the FAATSA
promulgate the No Fly and Seolectoe lists. Parsonnel from the United States 's were
recently afforded a briafing regmly and Selectee lists by Alrport Liaison nIC

Agent. Following this briefing, 5. ed a request for additional informalion which has bean
forwarded to thie CDG for handling.

My understanding is that the U.3. Attomey's Office would kke some assistance In identifying the specific
statutesireguiationsfexecutive orders or any other enabling provisions which grant authority to the EAA

andfor TSA to compile and disseminate the lists, There is no known aganda attached o tha request other

than furttier informing the understanding of appropriate personnel regarding the prograrn , b7C

| have read'lhe "Notes and Guidance” which you prepared on 03/25/2002 and accordingly, | hope that
_you may be of some help in Tesponding to the request from the United States Attorney's Ofﬁoetl

L 4 yeur Unit maintains responsive informaﬂm please forward same fo my attention. | . .
Bl W— . g

bIC

oo _ ARTHIE M CipNaS] |. biC
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[ RETNC Py afgSeiedieq Lists T e gy
From:
To: . nS
Date: TI6/02 3:44PM
Subject: Re: No Fly and Selectee Lists RIC

g seaing as how | had time today, wailing for the TSA tists, | thought | would reply to you. }know this
tia

1 canstitutes an angoing discussion which really needs to be held in person, 5o people can offer their
VIEWS'I

1. Agree,
2. Agree
3 and 5. Stil not clear an your distinction. |
b5
S |
ﬁ | i b5
—
. - b7C
K 302 9:03:31 AM >>>
. Asfarasiam cunoamed(
b%
] ‘ bS5
sard their ants more, such as| _
3. But what T5A is entitled 1o expect is a|
b5
ALt INFORMATION CONTAINED s pag-34
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b7C

L]

b5
4. Maybe, at some point |
5. Inthe end, even though we ars dealing with lists or groupings of peopla who are ioined together by a

b5

biC

| lorioame 07:390M >5»

Re authoriiy to hold No Fly passengers until the £BY arrives

E‘Enw, 1canlimagne th?!l . b5

| —
I |
that
[for that evaluation | b5
i the FBI and the TSA cannot agres ) b5
Regards
b7C
FES 12402 11:53:2¢ AM >>>
The ific statu citation for the tarrorist watch lig
b5
b5
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 Re:No Py and Selectee it o .. Pagedd
b5
—7C
b5
b5
b5
My next move is to consult thd . o in the
DAG's office--about the issue of the legal basis for No-Fly decislons aftar | discuss this within 0GC.
-~ bic
> - lototmzorseemes> '
When it sains, & pours| ' b5

as OGC, go into additional legal citations from the USA PATRIGT ACT P 7C
e pertinent, but the Aviation and Transpostation Securily Act (ATSA) of 2001, passed on

November 19, 2001, mandates in Section 101, {a), §114 (h) entited "“Managemaent of Security

Information®, that the Uinder Secretary of Transpostation for Security shall:

(1} enter into mamoranda of undarstanding with Federal agencles ar other entities to share or
otherwise cross-chieck as necessary data on individuals idenlified on Federal agency databases who may
pose a tisk ta ransportation or nationa! security;

{2} establish procedures far nolifying the Administrator of the Federal Aviation Administration,
appropriate State and local law enforcement officials, and airport or aidine security aificers of the identity
of individuais inawn {0 pose, or suspected of posing, a risk of air piracy or trarism oo 3 theeat te aifine
of passenger safety;

(3} in consuitation with other appropriate Federal agencies and air camiers, establish policies
and procedures raquiring air carriers--

(A) to use information from government agencies to identify

Gordoanda ms pg-36
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biC

individuals on passenger lists who may he a thraat to civit aviation or national sacurity; and

{B} if such an individuat is identified, notify appropriate law
anforcement agencles. prevent the individual from boarding an atrcraft, or take other appropriate
action with respact to that individual: and

(4) consider requiring passenger air carriers to shiare passenger lists with appropriate Federal

agencies for the purpose of identifying individuals who may pase a threat to aviation safety or natianal
security.

Parsonally, § think that this about covers it, and hopefully, the FBI will be consulted on rswﬁns.lﬁ_th&j
TSA Security Directivas to ba more tlear about who is to contact whem in what siuation. b2

enaps hey need 10 hear a delnilive Statement Tom on hese Maners. b5

i
| hope this helps. ) b7E

834 Jifax)

Civit Aviation Security Program, Roorm 11795
Domestic Terrorism Counterierrgrdsm Planning Section
Counterterrorism Division

b2
leo.gov .
b7C
> 7102 5:05:03 PM >>> b7C
85 | b7C
AsCDCofthd * 1] have been asked lo oblain some information for the United States
Altorney's Office] | conceming the legal authority under which the FANTSA

promylgale the Na Fiy and Selectee lists, Personnel from the United States Attorney's Office were bIC
recently afforded a briefing regarding tha No Fly and Selectee fists by s& Alport Lisison
Agent. Following this briefing, Sﬂueived a request for additional infermation which hes been

forwarded o the CDC for handling. :

My understanding is that the U.5. Attorney's Office would like some assistance in identifying the spacific
siatutes/regulations/exscutive orders or any ather enabling provisions which grant autharily to the FAA
andior TSA to compile and disseminate the lisis. There is no known agenda attached to the requast other
than further informing the understanding of appropriate personnel regarding the grogram.,

{ have read the "Notes and Guidance™ which you prepared on 03/25/2002 and accordingly, 1 hope that b7C
ba of some help in respanding to the request fromt the United States Attomey’s Office

Mbins responsive information, plaase farward same to my attention. ) k2

may be reached
& h7C
cC: ARTHUR M. CUMMINGS
MARION Bowmanl
DIC
biC
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. .Feeel

b2
- bic
B7E

Fron:

[ |
b "ARTHUR M. CUMMINGS: {
Date: I.ZH.ELQZ.EJHEM - | p7c
Subject; il

b2
b7D
b7E
Thank you.
Frogl J@state gov> b7¢

To: T E—— — _———ﬁ—l
Ce: — ‘ h7D

Subject: RE TSA Ko Fiy List
Date; Thu, 18 Jul 2002 13:51:03 0400

b2

B7C
b7D
bTE

k2

hiC
b7D
b7E

ALL IKFORMATION CONTAINED

EJRL IS UMCLASSIF) _
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b2
. . b7C
Please advise who wili attend this meeting. | may be reached a:: Thanks,
b7E
i — T
Sent: July 06, 2002 2:51 PM bic

To: E-mail BID
Cc (E-mail)] J(E-mail}

Subject: Re: No Fly List

E- sorry, | was looking on the wrong lists - it looks like there is a the most current b7C -

«---- Original Message —----
From{ kesiy I Tateo.gov>

b1C
To: . KE-mad)"
L Jaz.gov> B7D -
C E—mai)*state.gow:]
(E-ma ost.dot.govs )

Sent: Friday, July 05, 2002 5:50 PM
Subject: Re: TSA No Fly List

Hesso.|:]

eisnomore]_____bn eilher of the two lists {No Fly 73 or Selectee 44}, so Mr.
houtd have no more prablems for riow. However, if anotherT—_____Jshould be put bic
on the list, his name would trigger something. Your advice was the best that could be given under the

_ circumstances, | don't know ¥ FBI put im on the list or not.

upervisory Special Agenl

Civil Aviation Sacurity Program

Special Events Management Unit, Raom 11795 b2
Dornastic Termorism Counterterrorism Planning Section .
Counterterrorism Division b7C

Federal Buraau of lnvestigation
L Jifax)

—= Original Message —-

_ me: : 1
E-mall N (Eﬂ'laﬂ}' ja A
ost.dot. gov E—matl)"

Sant: Frday, July 05, 2002 2:51 AM b7D
Subject TSA No iy List

There is a specific case involving the TSA List which is a slighty bigger

blem for us. The list contains
the name:| Jwe have a Mr[ bwha is

continuaily denied access to the automated check-in and is given the ihird degree every time he flies,
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B7C
b7E

The problem j I _lvhich means that he

a member o | which means that he is required to travel the worid for

preparatory meetings refated to thq JWehave s our to book his

tickel using his full names which malch those on his passport i.e. bic

Hig travel agent has added his Frequent Flyer details te alf his bookings and fdas Mr| | ’ 57D
0B, Passport # and Country of Issue so he can checked out eany through Iv

h to the:
Still he get's hassled. s there anyway way for you foiks to verify whether wws stil a

valld name, add mora detalls or delete it? We're still laaking forward to meeting with you falks to try and
come to grips with the TSA List issue.

L]

3 ceC:

piC
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From: 1 I p7C

Toj FBO —_Rleo.gov> B0
Subject: RE: TSA No Fly List
Date: Tue, 1B Jun 2002 20:46:23 0400
w1
| | = b2
h7D
Ll b7E
2 1 b2
| - I h7h
3] | . b7E
b2
4.1 ]
b7D
b7E
h2
! | b7D
P l b7E
From:] I\(FBI\I lateo.gov> b2
To i B¢
References] ]
Subject: Re: TSA No Fly List- b7D
Date: Tue, 18 Jun 2002 21:31:57 0490
I ! b2
}1 i | - b7E

;}Ll HiFORMA Gorden/Adams pg-41
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b2
7R

2 |
b2
b7E

3. | B2
h7E
b1C

From - b2

To - YE-maii) state.povs> '

Ce; — J(E-mail)'[ [Bfaa.gov>, b7C

E-mail){_______ lost dot.gov>, vID
maly]_ Jateo.gov>

Subject: TSA No Fly Lisgs_*,‘:. _

Date: Tue, 18 Jun 2002 £2:18:29 -0400 b2
h7C
b7D
b
b2
biC
biD
b7E
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ol TSALegalRequest " T T age

b7C
From:
To:
Date: 72202 1:.48PM
Subject: Info for TSA Legal Ranuest
seems o believe that he is enlitled 1o an immediate response to his issues, whan the FBI has
been wailing since Nov 2001 for resolution to our issues asking them fo b2
and to cooperate on crafling the Security Directives. They ignore banuaw fetter,
and have yet to act, based on discussions held at a meeling in early June to go over these issues again, biC
Therefore, | don't know that we should be in any rush for him, but you have to keep letting him think you're
warking on "it” - same tactic they use with us. h7E

I:ls gaing to write the FB! a letter about what TSA wants to know from us about detaining passengers,

BIC
etc. These are the paints that | think need to be iterated, amang any others we might add about how a
person geis on he list in the first place.
k2
b7E.
1. What does the FBI want the TSA to "do” re a “No Fiy™ List?
Al
b2
B, jo13]
I : b7E
Cl e -
T : , b2
ol b5
b7E
Ej .
b2
F b5
bTE
& -

. b2
HI

h5
b7E

ALL INFORMATION CONTAINED

Hfﬂﬁ IS, UNCLASSIF
AR s e
AR O2 -0 q Gnrdhgn(}i ams Cﬂ:ﬁ-




| Infofor TSA LegalRequest ~ ~ T - e pgggy)
: . , b2
' b5
L |
bIC
2. What is the legal justification for what the FEi wants the TSA to do? b7E

A. The legal justification for requiring air carriers to identify passengers on threat lists {including NCIC)
and for preventing passengers from boarding until and if identified as a "match” may be found in the
Aviation and Transportation Security Act (ATSA) of 2001, passed on Noverber 19, 2001, mandaias in

Seclion 101, {a), §114 (h) entitted "Managament of Security information”, that the Under Secretary of
Transportation for Security shalk:

(1} enter into memoranda of understanding with Federal agencies or othar gnlities to share or
otherwise crass-check as necessary data on individuats identified on Federal agency databases who may
posa 2 risk 1o transpottation of national security;

(2) establish procedures for notifying the Administrator of the Faderal Aviation Administration,
appropriate State and focal law enforcement officials, and airport or airline sacurity officers of the identity

of individuals known to pose or suspected of posing, a risk of air piracy or terrorism or a threat to aidine
oF passenger safely;

{3} in consultation with other appropriate Federal agencies and air carriers, establish policies and
procedures requiring air carriers--

(A) fo use information from government agencies to identify individuals
on passenger iists who may be a threat to civil avialion or national security; and

(B} if such an individual is identified, natify appropriate law enforcament
agencies, prevent the individual from boarding an aircrafi, or take other appropnate action with respact to
that individual; and b5 .

} " {4) consider requiring passenger air carriers o share paséenger lists with appropriate Federal b7E
agencies for the purpose of identifying individuals who may pose 2 mreat to aviation safely or national
sacurity.

B

Thal's as far my lagal brzin wil carry me, which may still not be far enough to properly address the issues.
Thanks.

554] Jifaxy .

M ae 4 4708
l,;lVil HVIHUWI auvn.lmy l"lUQ]ﬂ«liT, FRUARTY 1 FT SR

Domestic Tarrorism Countertermorism Planning Section -

rism Rivision b1C
Elﬁo‘gov
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bIC
From:
To:
Date: 72302 10:16AM
Subject: MNo-Fly List
b7C
[ letat: This is to confirm our understanding in OGC of yesterday's meeting. We all recognize the
needs:
[ i
{ ]
| I !
|
b5

Obviously, CTD will have to address the last three of the four items listed above—although QOGC wilt
certainly help wherever we can, However, we can and should play an integral role in developing criteria.
We can work gn critetia in theory but we really need to learn the track record of experience so far.

To that end, you agreed to consulf with the cognizant people in the TWL unit and other IT sources o s
|

b7C
Lot me know i your understanding is different than what | have described and please let us Knaw how you
are progressing in finding out the aclual criteria.used so far.
Thanks] ] ex|
b2
I_Q‘.‘: CUMMINGS, ARTHUR M. B7C

AL INFORMATION CONTAINED / /

HEREN S USOWSSTED, o e ATCS fae fent
DARER-D-ND BV AL i v {’ { Y A
CRH 03- 1119
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bicC

From: .

To: NGO FLY INFO

Gate: 85002 T:45PM

Subject: List Criteria

p (ast ing. Lrevi | i |,

1 ‘b5

3

q{ - b7E

4

p b2

g

]

CG:

AL INFORMATION COMTAIRED

HERELH IS UNCLASSHR
- b
&Aﬁm&fﬂyﬂ&b—q - AN LS

bicC

/ﬂe/cnt_ : _'
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dissem ot NO Py LSt e e . Fege ]

h2
From:;
To: b7C
Date: 02 6:52PM b7E
Subject: i Fissem of No Fiy List
Hi
This s probably a trl uestion depanding on to whom you wish 1o give it and why. 1 you have an
FAATSA rep t ight be discuss this with them and let me know what they say.
t've been answering this guestion for oth but ea Kuation may be diiferent. b2
1 think it should be disseminable to llatson contacts responsible for avialion-security matters bR

Hopefully, you can look at the purpose of the list, and go from there. Thanks for your question. ¥ you run
into problems or other questions, piease let me know,

>>i b!5102 1:11:06 AM >>>
b2

Can we dissseminate this list 1c: : b7C

> 0B8/01/02 05:50AM >>> b2
rve%mmrui questions frmE:about the lists, such as whether the names are in cther b7C

"dalabases; atc. I snswer as | can and cc everyone, and then iry to compile a comprehensive info sheet
at sorme point. For exampie) L7E

Piease forward this mail as appropriate within your offices and to GP/Duly Agent. Thank yois.
= Recipients of this mail have either been designated as Airport Liaison Agents or have duties and

responsibiities which necessitata, or are enhanced by, awareness of Transportation Security
Administration {TSA - formerly FAA) security information.

These lisis and genaral guidance for FRI responu:j_m_mssjhlgrame match bz
iﬂr lon Land alspa BIE

| |
554 Jeax) o2
Civil Aviation Security Program, Room 11795

Domestic Terrorism Counterterrorism Planning Section

b - b7C
fff%ridsm Division
leg.gov
. ALL SFORMATION CONTAINED
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b2
bBIC
From: ARTHUR M. CUMMINGS
To: [ ] L7E
Data: 8/7/02 1.28P4
Subject: Ra: issem of No Fly List

All, the No Py and Setectee lists are contrelled by the TSA and as such will be disseminated by that

organization
i b2
b5
b7E
- | deas?
> j08/05 6:52 PM >>> b7C
il
This is probably a tricky question depending on to whom you wish to give it and why. 1If you hiave an
FAA/TSA rep it might ba hest to discuss this with ther and et me know what they say.
T've been answering this question for othed ] but each| kituation may be different.
b7¢
i think 1t should be disseminable toI "esponsible for aviation-security matters |
b2
b7E

Hopefui{y‘you can look at the purpese of the tist, and go from there Thanks for your question. If yau run
inte probieras or other quastlons please fet me know.

e _ Imsrt}z 1:14:06 AM >>> ' |
| ] o _ ‘ _ b2
Can we dissseminate this list tcl::] biC

| [o6/01202 05:58AM »>>
i'va received a couple of questions out the tists, such as whether the names are in cther b2
databases, etc. 11 answer as | can and cG everyone, and then iy to co!
i b7¢C
b7E

Please forward this mai! as appropriate within your offices and ta CP/Duty Agent. Thank you.

“* Recipients of this mail have either been designated as Airport Liaison Agents or have dufies and
responsibilitias which necessitate, or are enhanced by, awareness of Transportation Security
Administration (TSA - formerty FAA) security information,

These lisls and general guidance for FBI responsa to possible name matches an TSA lists may be found

AL INFORMAIION CONTANED
R LASSIF

vﬁgggm rxlulﬂca/oc
Qnﬁ 03-191%  Gordon/Adams pg-48
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Re] __ jdissemof NoFiy st~ - Pagel]
at hiip:/30.5.100.24%/apsupporifaasuppaton thd _____ Jand also o |r
b2
ssd_ itax)
Givil Aviation Sscurily Program, Room 11795 b7C
Domestic Terrorism Counterterrorism Planning Section
Counterterrorism Division L7E
leg.qov
GG: |
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No Pl ListProcsdures =~ -~ T T PageT ]
From: k2
To:
Date: TITBI0Z 3.4 PN b7C
Sublect: No Fly List Procedures L7E
To your knowiedge, have the TSA and the FB| agreed o a change in resmwmmll
matches on the No Fly List, e, if TS&! 'm
sure that if there had been such a maj ANGE In procedura, you would have let me know. I've seen no

Security Directive to that effect and 1 can’t imagine it. Anyway, | ask because | think SIDC may have
inadvertantly imisadvised one fleld office to thal effect, and that office has asked for clanfication. As far as
| know, and please correct me if I'm wrong, the process, in a nutshell, is still as follows:

FBI agents get contacted by the local police or air carrier ko rasolve notential ist matehast

o2
RIE

Is that stift the proceduce? ThanksEI .

b2
SS __l{fax) o
Civil Aviation Securty Frogram, Room 11795 bicC
Damestic Terrorism Counterterrorism Planning Section
Countertesrosism Division

0)ia0.gov
0

bic

[olvn l

ALL INFORUATION CONTAINED

HEREIN 13 UNCLASSIE D
MH&:B;QS_B
_L1CLOR ¢ /

Cat o . mq(}’f\!t_.s/ﬂe Ca L
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Re:Nofylist |

e ——— T T PR T

nT7C
From:

T3 i
Date: 002 B:07PM

Subject: Re: No-fiv List

1]

First of all, thanks to Tom Bush - | have him fooled, sh? =) b2

TE
1. Q. We have found out that there are Wﬁih”m.ﬂy lists being maintained and b
utilized at the airport.

A. There is only one No Fly List - it is capable of being printed and the TSA maintains it, based on
info from FBI, CIA and other intel sources. The current list is #3115, and it is about 41 pagas fong
right now. - b2

Z-IQ_T_hs_amnsmmunmf-ﬂ €81 ici l LTE
A, L

3. Q, These list are not comprehensive and not centralized.

A. Tha lists will never ba comprahensive and ceniralized, as they have different purposes and are
maintained by differant agencies. However, one day they will all be chacked simulitaneously {l will
ba ratired by thenl}

3. (1. Somea gubjects appazr are ana list but not the olhers,

A {would imagine that the No Fly List contains some names that are alsa in VGTOF, but not afl
No Fly nacnes arg in VGTOF, althaugh they-should be. There will never be consistuncy due to
input mechanisms, atc. and purposae af “ists.”

4. Q. Some of tha lists are old and not current. A. Throw oid lists away and ask the agencies for
new lists. | keep you up to daﬁas_hﬁﬁlmhmf list. VGTOF is as cymant as thoe e

:WMMM.

bz
h7C
DIE

6. Q. BU EC, Daled 10/00/02, ttled| iga
directive to field offices confirming thal all subjects have been appropo"" jalaly watchiisted. We hrave
contacted TSA today, 10/10/02 o verify if our subjects have been ptace on the list and again determine

Fj.m!.hMﬂl l jL

ML mrﬁmm i CONSAHED Gordan/Adams pg-61
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L

I:Ii have to leave for the evening - | hope this helps somewhal:l

»>]

[10/10/02 12:12:44 PM >>>

L

Hello fromn Si. Lovis. Our New SAC, Tom Bush spoke highly of you yeslerday.

L-Qwa hesg i St Louis have a problem and are wondaring if you could help us out. We have found out
= .

there are possiblity] [No-Fly lists being maintained and uiliized at the airport. The

agencies having lists, as we know of are TSA, FBI and the airlines. These list are not comprehensive and
not centralized. Some subjects appear are one list but not the others. Some of the ifsts are old and not

currenl. We are reafly confused.

SIOC ang
with no success. s been the most
laced on tha jists. BU EC, Dated 10/08/02, titled

determine that they have nol. Please advise how we can get these pecple on the No-Fly List ASAP.

Thanl&l

CGC:

rsra—

| FBIHG attempling io place Theso St Louis Subjects on the NO-Fy lists, again
t been able to get the subjects

is a directive to fiefd offices confirming that ail subjects have bean approprately watchiisted. We
: ave contacted TSA loday, 10/10/02 to verify if our subjects have besn place on the list and again

Avialion-CAS Program; THOMAS E. BUSH; TSA LIST PROCESS
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| TSANSFly 123 & Selectee 80ksls ™" T T T Paget}
b2
From; b7¢C
Te: Aviation Field 25
Date: t0/25/02 6:37PM
Subjact; . TSA No Fly 123 & Seleclee 80 lists
I've received same questions about how houid handle the lists. This is my best guidance, but if
someone has something additional o offer, please let us know. ) b2
If the goal is to nof let i entical maiches board fiights, and 1t is the air carrier’s responsibility to do thal, we BTE

have to figure oul ways to help the air carriers determine if a possible match is an exactmatch, i e ;-Iur

camer identifies a possible match, they are supposed lo 1
on't know what options[____|have to discuss identificalion with a carrer peraonnel or I they prefer, or

have to go to the local palice at the airport to assist them, bul someone is going to have to compare the

passengers identification lo the list data. That can ba over the phone or in person.

TSA cantrols dissemination of the list and the FB! is only supposed 1o disseminate withinitsown
ization.

Please forward/disseminale as appropriate
** Recipients of this mail have sither boen designated as Airpost Liaison Agents or have duties and

responsilities which necessitate, or are enhanced by, awareness of Transportation Security
Adriinistration (TSA - formeriy FAA) security informalion.

; QU pon ame malchTs.qulﬁAﬁsta.mmmemﬁd
@ on and also on |

I

k2
B7C
b7E

% INEORMATION ConTAlED _ GordonfAdams pg-63
P QUN MSSIFE { /




P - = s e s L e s L Tl Fi...._.-...:t]
rens v ko s i " P

PP TR T P - . ey, G

hic
From:
To: -
Date: 10/7/02 4:40PM
Subject: Re: the TSA No Fly fist
b7C
The guastion has arisen many timas already. Persons are placed on the list based on a variety criteria,
including the following, which all focus being a known or suspected terrorist, planning or suspected of
n rist 8 c AND a threat to gviation. YWhen you ask if s on the list are
I don't think so,
b2
I | Lic
' ' H7E
> 110/7/02 10:56:33 AM >>>
. do vou know what facter(s) are used in placing individuals names. on the list? For example:l | -
| woud like to know for future reference in case the question BTE
arises, .
Thanks,
cC:

ALl INFORMATION CONTAINED ’
RN SACUSSI . 0360 Nisfe /oac_
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From:

To:

Data: G7300Z B:01FM pic

Subject: Re: Mo-Fly Question

biC

. H

| didnt see this article 50 thanks for sending. The TSA mainlains the No Fiy List, but the content is

generated by FBI, CIA and probably other intel entities. 'l read the adicle in depth tomarrow,
|:] - p7C

> D/A00Z DAT51 AM >>>

Ll

Re the attached article. Who does "mzinlain” or is "responsibie” for the na-fly tist?

Mo-Fly Blacklist Snaras Political Activists

The San Francisco Chranicia

By Alan Gathright

September 28, 2002

SAN FRANCISCO, CA, ~ A federal "No Fiy" list, intended to keep terrorists frarm boarding pianes, is

snaring peace aclivists al San Francigco International and other U. S. alrports, triggering complaints that
" clvil liberties are being trampled. _

Arud while several fedaral agancies acknowledge thal they contribute names to the congressionally

mandated fist, none of them, when cantacted by The Chranicle, could or would say which agenty is

responsible for managing the list, One detainmant forced a group of 20 Wiscansin anti-war aclivists to

miss their flight, delaying their trip to meet with congressional representahves by a day. Thet case end

others are raising questions about the criteria federal authorities use to place people on the list -- and

whether people who exercise their constilutional right to dissent are being lumped together with terrorisis,

“What's scariest to me is that there could be this gross intarruption of civl rights and nobody is really in

charge,” said Sarah Bachus, an crganizer of the Wisconsin group. "Thalt's cealty 1984-ish.”

Federal law enforcement officials deny targeting dissidents. They suggested that the aclivists were

stopped not because thelr names are on the Bist, bul because their names resernble those of suspected

criminals or terrorists, Congress mandated the list as part of last year's Aviation and Transportation

Security Act, after two Sept. 11 hifackers on a federal "watch list” used their real names 1o board the

jefliner that crashed into the Pentagon. The alarts about the two men, however, were not relayed ta the

airfines. The detaining of activists has stirred concern among members of Congress and civil liberties

advocates. They want to know what safeguards exist ta prevent innocent people from being branded "a

threat to civit aviation or natlonal security.*

NO ACCOUNTABILITY )

And they are troubled by the bureaucratic nightmare that people stunble into as they go from oneg

government agency to anolher in a maddening search io find out who is the official keaper of the no-fiy

list, "The problem is that this list has no public accountabilly: People don't know why their names are put

on ar how to get their names off," said Jayashri Srikantiah, an attorney with the American Civil Libarties

Union of Northem California. "We have heard complaints from people who triggered the list a first time

and then were clearad by security to fiy. But when they fiy again, their name is triggered again*

Several federal agencias -- including the ClA, l_’_Ejl. INS and State Ospariment — contribute names 1o the

Iist. But no one at these agencies could say who is respmslhle for manag:ng the list or who can remove

sre bvennm rdnnend e modhoeediias Trooomecks
Nanves Ul ].IGU..IW wt WO IIHU‘S wSoh Cearet uy S l\-ﬂ IS, llﬂwtﬂlull leul il_',' F‘\u'lll“llbl(d\lull

spokesman David Steigman initially said his agency did not have a no-fiy list, but afler conferring with
colleagues, madified his response: His agency doas not contribute to the no- fly list, he said, but simply
relays names collected by other federal agencies to airines and airports. "We are just a funnel,” he said,
esimating that fewer than 1,000 names are on the list. “TSA has access to . We do not maintain it* He
coutdn't say who does.
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Oden said a National Guardsiman grabbed her arm when she tried to help a security screener searching
her bags with a stuck zipper. The middle-aged woman, who said she was conservatively dressed and
wore ng anti-war buttons, said the guardsman seemed to know her activist background. "He staried
spouting this pro-war nonsense: ‘Don't you understand that we have to get them before they get us? Don't
you understand what happsned on Sept. 117" Airport officials said al the time that Cden was barred from
boarding because she was uncaoperalive with security procedures, which she deniés.

Instead, Oden pointed out that the American Airfines ticket clerk — who marked her Dot pass with an
"5" ~ had acknowledged she wasr't picked by random. “You were going to ba sesiched no trutter what,
Your name was checked on the iist,” he said, according 1o Oden. “The only reason { could come up with is
that the FBI is reactivating their old anti-war sctivists’ fles,” said Oden, who protested the Vietnam War as
a young office worker in Washington, D.C. "It is infirnidation. IW's just Iike years ago when the FBl builta’

fila about me and they calied my iandiord and my co-workers. . . . They did that with everyone in the
anti-war movement.” A

TOOL FOR TERROR

In his testimony before Congress, Mueller described the watch list as an necessary toot for tracking
individuals who had not committed a rime but were suspected of terrarist bnks. “Itis critically important,
he said, "that werhave stzate and locals (police) identify a person has been stopped, not necassarily
delained, but get us the information that the person has bean stopped at a particular place.® None of thiy
makes the peace activisis fee! any safer — about flying o about their right to disagree with their
govemment, )

“I¥'s probably bad for {afrport) security,” said Sister Virgine, "Stopping us took a lot of staff away from
checking out what else was going on in that airport.” Ultimately, sha said, “Yo not have dissent in a

courtry like this would be an aftack on one of our most precious freedoms. This is the essence of being
an American citizen - the right to dissent.”

cc: - TERRORIST WATCH LIST Unit; TSALIST
PROCESS . _ ’ :
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The Tervorism Watch List
h2
bk
Transportation Security Administration (TSA)
(No Fly and Selectee Lists)
The No Fly List is used to prevent individuals from using commercial aviation
who are deemed by TSA to be a threat to civil aviation based on information provided by various
sources (such as the FBI). If an individual is listed on the No Fly List, that individual will not be
penmnitted to board any commercial aircraft within the U.S. until such time as the individual is
removed from the list by TSA. If an individual on the No Fty List is identified at an airport, the
local FB{ office will be contacted to conduct a thorough interview of the individual to make a
positive identification. It should be noted, the air carriers and/or local airport authoritics are
responsible for preventing a passenger on the No Fly List from boarding an aircraft, not the FBI. bo
The Selectee List consists of individuals who are[ i bTE

‘These mdividuals are screcned by airport anthorities n accordance with TSA
Security Directives. Following the screening procedures, these individuals can use coramercial
air transportation and should not be denied boarding. Again, the respective air carrier and/or
tocal airport authorities will make the final determination regarding who boards an aircraft.

Additions to the No Fly and Selectee lists are based on recommendations from the b2
U.S. Intelligence Community{jthe FBI and CIA). Removals are based on - HTE

ALL INFORMATION CONTAINED
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recommendations from the originators of the information.

b2
b7E

DEPARTMENT OF STATE (DOS)

b2
bB7E

- b2
b7E
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The Terrorism Watch List

b7E

Transporiation Security Administration
{Ne Fly and Selectee Lists)

The No Fly List is used to prevent individuals from using commercial aviation
who are deemed by TSA 1o be & threat to aviation, based on information provided by various
sources {such as the FBE). If an individual is listed on the No Fly List, that individual will not be
permitted to board any commercial aivcralt within the U.S. until such time as the individual is
removed from the list by TSA. If an individual on the No Fly List is identified at an airpoit, the
local FBI office will be contacted to conduct a thorough interview of the individual 1o make a
positive identification. It should be noted, the air carricrs andfor local airport authorities are
responsible for preventing a passenger on the No Fly List from bearding an aircraft, not the FBL. b2

— B7E
The Selectee List consists of individualyf N
| cse mdividuals are screencd by airport anthorines in accordance with ToA
Security Directives. Following the screening procedures, these indi viduals can use commercial
air transportation and should not be denied boarding. Again, the respective air carrier and/or
locat airport authorities will make the final determination regarding who boards an aircraft.
b2
L7E
bz
B7E
ALL INFORMATION CONTAIMED b2
HEREIN IS UNCLASSIFIED
.l B4 HCGOAEN NLS (g /e b7E
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The Tergorism Wateh List

b2
h7E

Transportation Security Administration
(No Fly and Selectee Lists)

The No Fly List is used o prevent individuals from using commercial aviation
© who are deemed by TSA to be a threat to aviation, based on information provided by various

sources (such as the FBI). If an individual is listed on the No Fly List, that individual will not be
permitted to board any commercial aircraft within the U.S, antif such time as the individual is
removed from the fist by TSA. If an individual on the No Fly List is identified at an airpori, the
local FBI office will be contacted to conduct a thorough interview of the individual to make a -
positive identification. It should be noted, the air arriers and/or focal airport authorities are b2
responsible for preventing a passenger on the No FlyList from boarding an aircraft, not the FBI.

B7E
The Selectee List consists of individuals | ’ ]
These individuals are screened by airpart authorities in accordance with TSA
Security Directives. Following the screening procedures, these individuals can use commercial
air transportation and should not be denied boarding. Again;the respective air carrier andfor
local airport authorities will make the final determination regarding who boards an aircrafl.

) b2
b7E
b2
RT7E
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From O.gov>
To:

Boc

e54.coM>
customs.ireas.gov>,

4 state.govs>,

i.bov>,

ost.dot.gov>,
gitagow,

"l ott dot.gov>,

_lataa gov>,

dot.gov>,
faa.gov>,

“faa.gove,

Ba. g,
faa.gov>

Refarences:|

Subject; Re: No Fly List
Date: Fri, 9 Aug 2002 00:58:47 -0400
MIME-Version; 1.0
Content-Type: textfplain;
charsel="is0-8659-1"
Content-Transfer-Encoding: Thit
X-Priority: 3
X-MSMail-Priority: Normai
X-Mailer: Microsoft Outlook Express 5.50.4807 1700
Disposition-Notification-To) |@lec.gov>
X- MlmeOLE Produced By Microsoft MirneDLE V5.50.4807.1700

-

Please understand that | am'only one of many persons involyed in this
process, but, as | have tried with other citizans facing the sane situation,

| wili try to respond to your questions since you were refarred to me by the acan

FAA, For starters, let ivie gay that the U.S. govetnment and the airlines are
continually working to streamline the identification of passengers while
affording maximum security. Passenger cooparation plays a big rols, so we
very much appreciale that you recognize the overall issue,

Even though youw marketer's name may maich or be close enough to a name on
the No Fly List lo warrant additional scrutiny, her own identification, once
examined by aidine or law enforcement personnel, should be sufficient to
dislinguish her from the actual person on the list. [ think that the

aidines, law enforcement and the passenger all hope that this exaraination
process is short, but everyone also wants to be sure that the passenger is
not the person on the list. Although ihere is no government documentation
available al this time which a person can catry with them to say that they
are not the person on a list, | can only suggest that yeur marketer contact
the airiine{z) with whom she deals 10 inquire if there Is something she can
do to assist them in distinguishing herself frona e fist nawna.in advance
and again at the ticket counter/gate, to facilit ole the process.

Fm not at liberty fo discuss how the Ne Fly List works, and | don't believe
that there is any pubic infermalion at this time regarding tha fist. You

may wish lo review the Aviation and Transporiation Security Act passed by
Caongress on 11/19/2001, for insight on the requiremenis for checking airline
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I Questions Reply. bd

Fage?)

passenger information,

The icdea of having a database ot clearing house that could he searched o to B2
which names could be submitted is one that has been raised by many people
and that | imagine will be the subject of debate for some lime. b7C

I hope | have assisted you and, again, thank you for your cogperation as we
face these challenges.

Supervisory Special Agent
Wi Aviakion Security Program, FBI Headquarters-Room 11795
935 Pennsylvania Avenue, NW, Washington, DC 20535
Jfax)

----- Qiignai Message ----
mel J

Tof [@leo.gov>
Sent; Wednesday, August 07, 2002 4:15 PM o
Subject: Mo Fly List b

> L was given your contact information by somenne at the FAA concerning the
> "nofly" ist. 1 manage a company that conducts background chacks for

> employers. My interest stems from the experiences of one of our rrarketers
> who is routinely subjected 1o close scrutiny because her name pops up on

> this "no-fly” list, We arén't complaining, just curious about the list.
b

» |5 lhere some type of document someone could carry showing they aren't the
> persen wantad an the list? How does the list work? Is there any pubjiic

» informatioh available regarding the list? .
>

> On a side note, our industry {there are many companies thal ¢o what we
do),

> s¢reens hundreds of thousands of people each week who are applying for
jobs
> inthe US. 1t would be a great tool for the US to have some sort of

> database or Cleafing house for wanted persons that we could either search
or

> gubmit names for searches.
>

> Thanks,
>

b2
b7C
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