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January 15, 2019

Jeffrey P. Bezos
Founder and Chief Executive Officer

David Zapolsky
General Counsel and Senior Vice President
Amazon.com, Inc.

Dear Mr. Bezos and Mr. Zapolsky,

We are a coalition of organizations dedicated to protecting civil rights
and liberties and safeguarding communities. We write today to
reiterate our demand that Amazon stop providing its face surveillance
product, Rekognition, to the government. Protecting communities and
retaining customer trust requires that Amazon act immediately.

Since we sent our first letter in May 2018, Rekognition has been the
subject of widespread attention and opposition. Over 150,000
consumers have signed petitions demanding Amazon stop providing
Rekognition to governments. Dozens of members of Congress,
including the Congressional Black Caucus, have recognized Amazon’s
responsibility to protect people from the harms of face surveillance.
Institutional shareholders have sounded the alarm about
Rekognition’s impact on Amazon’s business. More than 400 Amazon
employees, including senior engineers, have made it clear that they do
not want to build products like Rekognition that will harm vulnerable
communities.

The dangers of face surveillance can only be fully addressed by
stopping its use by governments. Face surveillance provides
government agencies with an unprecedented ability to track who we
are, where we go, what we do, and who we know. Face surveillance
gives the government new power to target and single out immigrants,
religious minorities, and people of color in our communities. Systems
built on face surveillance will amplify and exacerbate historical and
existing bias that harms these and other over-policed and over-
surveilled communities. In a world with face surveillance, people will
have to fear being watched and targeted by the government for
attending a protest, congregating outside a place of worship, or simply
living their lives.

Instead of acting to protect against the very real dangers of face
surveillance, your company is ignoring community concerns and
further pushing this technology into the hands of government
agencies. It was recently revealed that Amazon has discussed
Rekognition with U.S. Immigration and Customs Enforcement, a deal
that if realized would supersize the government’s ability to target and
separate families living in our communities. The F.B.I. is also piloting
the use of Rekognition. All the while, you have refused to provide
meaningful answers to Congressional inquiries, including basic
information about the company’s government customers.

Amazon’s inaction in response to widespread concerns about face
surveillance stands in contrast to the steps taken by its competitors. In


https://www.aclunc.org/docs/20180522_AR_Coalition_Letter.pdf
https://www.aclu.org/blog/privacy-technology/surveillance-technologies/over-150000-people-tell-amazon-stop-selling-facial
https://www.aclu.org/blog/privacy-technology/surveillance-technologies/over-150000-people-tell-amazon-stop-selling-facial
https://www.nytimes.com/2018/06/19/business/dealbook/amazon-facial-recognition.html
https://gizmodo.com/amazon-workers-demand-jeff-bezos-cancel-face-recognitio-1827037509
https://www.thedailybeast.com/amazon-pushes-ice-to-buy-its-face-recognition-surveillance-tech
https://www.thedailybeast.com/amazon-pushes-ice-to-buy-its-face-recognition-surveillance-tech
https://www.nextgov.com/emerging-tech/2019/01/fbi-trying-amazons-facial-recognition-software/153888/
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December 2018, Google announced it will not sell a face surveillance

product until the technology’s dangers are addressed, with its CEO
Sundar Pichai warning that the tech industry “just can’t build it and
then fix it.” And Microsoft’s President Brad Smith rightly
acknowledged the risks associated with face surveillance and the
company’s obligation to act internally to address potential harms. It is
wholly irresponsible to wait for society to develop an “immune
response” to technologies like face surveillance, as Mr. Bezos has
suggested. As your employees wrote, “we already know” Rekognition

will “ultimately serve to harm the most marginalized.” The dangers
are clear, and so are the steps to address those dangers.

By continuing to sell your face surveillance product to government
entities, Amazon is gravely threatening the safety of community
members, ignoring the protests of its own workers, and undermining
public trust in its business. Amazon must stop providing a face

surveillance product to governments.

We look forward to your written response to this letter.
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