TOP SECRET STRAP 1
XKEYSCORE HELPER NOTES

There are several new and updated features in this release of the XKEYSCORE
Palantir helper:

¢ Summary/Histogram import of data

¢ Data sourcing for XKEYSCORE queries

¢ Fixes for Ul redraw bugs on query list refresh
o Fixes for disappearing links

Summary import

This feature is intended to mirror the functionality in XKEYSCORE for creating
histogram grids over a query. It allows for a large dataset to be reduced down in size
considerably while still maintaining useful data. As an example this is a histogram
grid view over a small query in XKEYSCORE, histogrammed by From IP, To IP and
To Port:

Histogram Grid
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As you can see, there are 19 entries for the top line here. In the old XKEYSCORE
helper this would create 19 new events. While you still have the option of importing
every row in an XKEYSCORE query as a hew connection, the summary import lets
you cut this down a little. Once logged in to the helper, choose the “Summarise by...”
button:

% History | &% Timeline | % XKkEVSCORE (LWE) | : =¥

Add to greph Addto Gra. Import as Query Name | Status Query Type Num Resu...  Num DBs Datetime S

Classic inished http_parser 2874 |30f3 2011-03-24 ... |

Refresh query fist Classic I inished full_leg 20 12 o0f12 2011-03-22 ._ |
Classic inished full_log 85 120112 2011-03-21 ... |

Choose iev node colour (First) Classic inished full_leg 37 [120f12 2011-03-21 ... |

Chooze new node colour (Last)

Summarise by ...

Summarise results

Aute-merge links
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To mirror the histogram grid performed on the data, I've chosen to include to_port:

E Choose fields

Excluded

fim_port
casenofation
sigad
frm_country__ip_
frm_city__ip_
to_country__ip_
to_eity__ip_
session_lenagth

appid__fingerprints_

filepath

query

host

http_type
browser
application_info
bluesmoke_id
intrusion_set
organisation
implant_id
implant_name
attribute_name
attribute_value
browser
application

Save

Included

to_port

3>

Ly

Cancel

Note that when doing a summary import, summarisations will be done on source and
destination IP in addition to any included fields.
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| In this example, | removed all the other
| data from the input from the graph.

There are a few things to note from the
results of this import:

o Quantity records the number of
results which matched that
histogram criteria (In this case
19}. This matches up with the
XKEYSCORE histogram grd

¢ Session size is a sum of all
session sizes for this
histogrammed piece of data
This allows you to see the total
amount of data being sent from
one IP to another, in this case
also summarised by destination
port

» “Application” shows the dif‘erent
fingerprints hit on for this
summary event. For example, if
X contacts Y and it is picked up
by fingerpnns foo on connection
1 and bar on connection 2, the
summarised connection
between X and Y will list “too”
and “bar” as applications

e Time metadata is preserved in
that you can view the first lime
this event occurred and the last.
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Preferences for which fields to summarise by, whether you wish to summarise and
whether you wish to automatically merge links between IP addresses and
connections are saved per-user, so if you have a common histogram import then you
don’t need to re-select the fields to histogram on every time.

Data sourcing

Data imported into Palantir using the updated XKEYSCORE helper now has data
sourcing.

There are a couple of places this can be seen, the most evident is the “Data sources”
application within Palantir. So, when you open up Data Sourcing:

(% | ¥ search .+ XKEYSCORE QUERY

Data Source has 72 records, now showing:

&-{& Data Repesitol
5 ca = 32 Entities; 39 Events; 1 Document

@ Manually Entered Data
=1 XKEYSCORE * contents of XkeYscore QuerY || IEGNG
s+ xkevscore QUerRY N

At the top level in this screenshot you can see there are three folders. The
XKEYSCORE folder contains a list of the IP addresses and connection events
associated with the query. Double clicking the document within this datasource
opens up some metadata about the query run.
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& XKEYSCORE QUERY e

Data Source has 72 records, now showing:
32 Entities; 38 Events; 1 Document

contents of XKEYSCORE QUERY |GG

injnjinjaininjnisjisisiniajinjaininjin s [ o is |

194.2965813010192.. - |xkeyscore query M. ¢

3 |
IR M M NNRACDEO m BB

XKEYSCORE QUERY _

Related Object Info Who's Watching This?
»
‘q a Na watchets

| sification: TS STRAPT
0 44 0 yeatch this object

Bocument Frapeties Related.

xKeyscorE QUERY | IEGNG

Batetime: 2011-03-21 13:18:35
Output

Query name

DBs: 12 of 12

Hits: 85

Status: 100%
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This information can also be accessed via an object imported into Palantir:

Eelated obvject Inve Wihie' £ Watehong This?

? 2 TYP+ Cobnocilon d O vetirar

\.\ ‘ C:sated By Adtnien|Ibidbet Atedalod
- -

“ " D Creawd ot 2011/03/25 1231 42 +0000
Dake:201 €032 O5:28-88.000 2.00:00 te 2011/037/21 08:449:67 008 +00:00
¥ 0 412 %) wotch this abject
Freapedie:

z RBasgic Infe

Type: [, Connection - &
Laht_-l:— [ Classincation: TS STRAP1 Souring..
Uale Range Locallun
Bagin: [Mar 21, 2011 06:28:58.000 +00:00 X/ 3 Format: [ LattLon ) - Sourcing...
Znd réar 21, 2011 08:44:57 éﬂa 0000 :: | Lavhudec | - View Fermizsions
QPRI

@ Frepeities

“roparty Type: Session Siza

=l i 1704 B
Type r Vvalue Clacssificatien
- Applicahon, | Fipiorttormant TS STRAM "
Prcperty Fialds
Pl ttomrsntk E':EE-._-.-I_"_; TS STRAM - - -
IP A8 Gcess (Frovm: TE 2L Lnit: B v
IP AS S (To: | TS STAAR o (1764
Ped (Toi:| 206d4 TS STRAP ROI® | Mo [wl
Qo 19 TS STRAM
- Daia
Sesmion Size 1TES B T3 STRAPY
Meadata

\d Semrch W Delete | view Permessions
Croa24ad: 0326/2019 12:31 GNT
Laxt Madifial- 002672044 12:1¢ ®NT

Data Sources

Data Sources: &5/ view all documenis

_ (1) XKEYSCORE QUIERY fearen 1)

TS STRAPY

u P Addesss (To):| 46 21 87220 75 STRAP1 Nurber | 1784

After multiple imports of XKEYSCORE data have been done within the same
investigation the list of data sources also grows appropriately:

ﬂ Data Sources - Administrator Account 03/25/2011 12:02 GMT

Investigation Edit Preferences Windows Help

i! il' . Search

=4 Data Repository
®~ * Manually Entered Data
XKEYSCORE

@4 XKEYSCORE QUERY-
-4 XKEYSCORE QUERY
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