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NARRATIVE i

1. 1IRT to tasking set forth in Reference (A), and responded to in

Ref (B), in MAY06& and JUNQ6, the NCISHQ Cyber Department (2401)

prepared and issued nineteen (19) 1703(f) preservation letters on -

accounts belonging to nine ({9) suspects and witnesses iden ified in

captioned investigation. These individuals were ]

These preservation letters which are good
for nlnety {90) days were extended for another 30 days by Reportlng
Agent, Exhibit (1) pertains. Therefore, circa NOV0S, w1thout further
legal process such as a court order or search warrant the %pntent of
these accounts will possibly be inadcessible for retrieval.]

2. Lead tasklng by NCISHQ Code 24D1 Cyber Department is co@plete.
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EXECUTIVE SUMMARY
1. On 04Mayo0se, SJA, Regimental Combat
Team Five (RCT-5), Camp Fallujah, j Iraq, requested investlgat:lve
support regarding a 01Mayo0§, complaint to military authoritiea from a
@A of V/AWAD, who alleged that during the early morning hours of
26APro6, U.8. Marines entered V/ "AD'B home, forced him from& the
residence, and subsequently shot and killed him. GENEEMESNE further
alléged when the body was turned pver to Iragi authorities 1!: wag
accompanied by an AK-47 and a shovel. S claimed: the wea.pon
and shovel did not belong to V/AWAD, rather they belonged toa
neighbor, who claimed U.8. Marineg also came to his home in the early’

morning hours of 26Apr06, and tock theae items. — Edvi’aed
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after action reporting on the incident by the Marihes mdicated on
25-26Apro6, 1at Squad, 2nd Platoon, Kilo Company, 3rd Batta],ion, 5th

Marines (KCo, 3/5), 1lat Harin.a Diviaion, comprised of and Z
Co-subjects, was assignéd to T b

along a rural road known as Route (RTE) Penguins located in ?Northern

Hamdania, Khan Dhari, Irag. The. Sguad reported at 0235, 2sapros, a

Military Age Male (MAM) was observed walking along RTE P‘enguins with

a shovel and an AK-47,- and upon engagement, the individual netumed

fire and was killed. A Quick Reaction Force (QRF) was diap&tched to

the scene where the individual's body, a shovel, and an AK-&“? were

recovered and subsequently turned over to an Iraqi Police (I.',P)
station.

On oauayae, .a preliminary investigation wasg conducted in the

ese items at the scene and acatter:,ug 7. 62mm
8 around V/AWAD! 'bedy to make_it: L

a £ mily member of the insurgent, or iﬁ unauccess
o to idnap and kill any Iraqi MAM from the area th ‘

ntefviews of additional command members and severa
ens identified as witnesses. An AK-47 purported to be!
stolen by the squad and: gtaged next to V/AWAD's body was se
well as additional shell casings from the scene ineluding
and 7.62mm. comang ‘autho ed dnd permissive searcheg re
the seizure of personal laptép cowputers, electronic media;
devices, cameras, 35mi fiJ,m rolls, and a video recorder. Al
: to Subject and Co-subjects were seized for appropr
_ atory examipations, alonfg with the AK-47 allegedly st ded at:the '
' scena‘ and another AK-47 reportedly belonging to V/AWAD. V/Ap a3
family provided personal items belonging to V/AWAD for DNA z

examinations to assist in positively identifying V/AWAD. Fq_llowing

the receipt of a warrant from the Central Criminal Court of [Yrag
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authorizing the recovery of V/AWAD's remains, V/AWAD's body was
exhumed and transported to Dover Air Force Base, Delaware, for
examination by foremsic pathologists from the Office of the Armed
Forces Medical Examiner. The cause of V/AWAD's death was multiple
gunshot wounds and the manner of death was homicide. Fqllowing their
interviews, X X
, and P vwere returned the United
States, along with their platoon commander, and are currently at Camp
Pendleton, CA, awaiting diaciplinary action. Interviews of command
personnel alsgo resulted in initiation of Reference (A), in w@ich
T e, and other command members have been
implicated in geveral assaults of Iraqi citizens. Interviews of the
orts were conducted and a video with (NN admitting to
the kidnapping and murder of V/AWAD was recovered. The *
-was interviewed and stated he spoke to—
Y. SNy - GNP bt e never ordered

them to . Bp ak to Naval Criminal Investigative Service (NCIS) lst
Squad KCg 3/5 chain, of command and Human Intelligence Extraction Téam
meimbers were interviewed and provided no pertinent information

4. NCIS Headquarters (HQ) , Cyber Analysis Division, conducted cyber
profiles on the subject/co-subjecta. No information pertaining to
captioned invegtigation was observed. "Notice to Preserve Evidence"
under 18 U.S.C. 2703 (f) were mailed to several Custodian of Records
representing various Internet sites. Pacific Cyber Division (PCD) ,
San Diego, CA, ‘reviewsd the subject/co-subjects' perscnal eﬁail
accountg. . Review of the electronic accounts were unremarkable.

G6, 1st Marine Division
(1MARDIV). USMC, was interviewed regarding the policy and pnocedures
to shore/retain government .email accounts for military persgnnel

‘ 1 3/8, stated when 3/5 personnel deploy from Camp

sendleton, CR (CPC), to Iraq, their Microsoft Outlcok email storage

fites are forwarded to email servers in Iraq. An Affidavit for O
Search huthorization was signed. The authorization granted

permission to search NN and NN persqnally
owned ‘electronic media for digital images pertaining to captioned
investigation._ A meeting with Mitthell DEMBIN, Assistant United
States m:tamey (AUSR), San Diego, CA, was held. DEMBIN adv:.sed an
18 U.8.C. 2703{d) court order could be issued to preserve potential
evidence lécated on a MySpace.com account. A second Affidavit for
Search Authorization was signed. The authorization granted :
permission to éxamine UMM personal electronic media,
Bpeaifically for electronic files. Results of examination of
personal Dell Notebook computer and a government
Five. ware; remarkable. The computer forensic examination was
cted by the Regisnal Computer Forensic Laboratory (RCFL), San
CA.. A second RCFL report was received. Examination -of

_ persoually owned electronic media for digital images
was remarkahle, however, examination of electironic
media, specifically digital images, was unremarkable. A second RCFL
examination of perscnal Dell Notebook computer and the
government thumbdrive determined information had been exchanged
between the two forms of electronic media. PCD, Bahraim, aqsi-ted in
the seizure of 11 Department of Defense hard drives that were located
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at the cyber caf aboard Abu Ghraib. Hash values for the drives were
obtained. PCD, Bahrain, provided additional support by obtaining
copiea of government email account.
personally owned Iaptqpkcomputer was imaged. A second
personally owned Sager laptop
computer by RCPFL, San Diegq CA; wae remarkable. Extension requests
of preservation letters wére submitted. A third Affidavit for Search
Authorization for electronic files was signed. The authorization
grant permission to examine perscnally owned dell
notebook computer, specifically for clageified data.

NARRATIVE

1. This inwestigntion pertains to suspected violations of UCMJ
Article 81 (Comgiraey). Article 118 (Marder), Article 128 (Assault),
and Article 134 {Kidnapping) . i

2,  On 1gMaylé, NCISHQ, Cyber Analysis Division, conducted cyher

profi gg and ) Exhibit (171) gertains.

No

ntionad subject/co-aubjééf maintain wéb@pages on
%

. [

: Cyber Analysis Division, conducted 4 cyber
o

'Exhihit {173) pertains. No informatlin
nvestigation was observed. o o
g

% cxhgr

SHQ NCybgr Analysis Division, conducted.
gtion

‘Bxhibit (174) pertains. Wo infori
'tigation was: observed; however,

it. was good to see you man, you'll continue to pe’ in my
Bon't beat yourself up man, our job is what it is and
ves all. It's for freedom that He died, that wﬂ wonld
bound by deatn in sin. 8o be confident in His grade maa, the
wo: s we get the imore awesome His grace ig."" ‘

6. - Op 25May06, Special Agent (SA)«NPEEENS >CD, verif.ted s
"Notiges to Preserve Evidence® under 18 U.S.C. 2703 (f) wers ‘sent to- .=
the Microsoft Custodian of Records; Yahoo! Custodian of Recdrda;' o
Arerica Online; MySpace.com; and Google; Exhibit (175) pertdins;

7. On 31May06, NCISHQ, Cyber Analysis Division, conducted d cyber
profile on MNP Exhibit (176) pertains. SFINRNGGEEPand hiﬂ

sister; MEMNWNEMEENG, waintain a web page at MySpace.com, A
review of MMM web page revealed on 16May0s, 20May06, and
24May06, there were blogs stating her brother was in troubl% no
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6. On 15May06, PCD, San Diego, CA, reviewed (R vahoo! email
account, —Oyahoo com. _)rovided his email
account, username, and password subsequent to a signed Permisaive
Authorization for Search and Seizure (PASS) form. PCD manuqlly
reviewed the ‘dmail account to include all folders and contents. No
information pertairiing to captioned investigation was 1dentified
Exhibit (177) pertains.

5. on 1SMay06, PCD, San Diego, CA, reviewed (NN vsv Ho
email account, hotmail.com. .
email account, username, and password subsequent to a signei“ﬂkss
- PCD manually rew the email account to include all folders

i contents. No information pertaining to capt;oned 1nveatigaﬁian was
‘ identified; Exhibit‘(l?s) pertains. : i

Diego, CA, reviewed f§ . MSN

1 account, jotmail. com. prdVided his

email agcoupt, u ame;-"and password subsequent . to .a signed: pass.
anual ' email account to include all #ol TR and

accounth Bxhibit

i

i1. on 19Hay06, PCB, San~Diego, CA, reviewed 8 Yahoo!
emajl accotnt, QEENNYahco. com. w His email
account; usernpame, and password subsequent to & gdigned PASS. pCD
manuall revie th ] ail account to includa_all folders Jnd

i . n - pertaining to captioned investlgabion was

idén"}:ied; mmc (mo)‘ pertains.

@ contente. No'emailalwaie'breaent in
(179) pertains.

; San niego, CA, reviewed: B Msy Hotmail
Fehotmail.com. provided his

nt; usernime, andfpaaaword subsequent to a signed PASS .
111y  reviewed the email account to include all foldgra and
ont Bo. emails were preaent i 3 adcount; Eﬁhibit
(15‘1._ -eiaim'.

unt,mtmaii com. (NN orovided 'his email

. ugername, and password subsequent to a signed PASSJ PCD
:eviewed the ewail account to include all folders qnd
contenﬁs. ‘No emails were present in account; Eﬂhiblt
(182} pertains

14. On 19May06, PCD, San Diego, CA, reviewed (ENENE> sy Hotmail
amail nt, otmail.com, pursuant to a signed PASS PCD
3, - emall account to include all folders and
pertaining to capticned inveatigagion was"”

3. ,On 19May06, PCD, San Diego, CA, reviewed QNN MSN Hotrmail -

count, QuEESEhotnail . com. provided his.

username, and password subse t to a signed PASE
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PCD manually reviewed the, ema:i.}. account to include all folders and
contents. No information pertaining to captioned inveatigabion was
identified; Exhibit (184) pertains.

16. on 05Junos, SAUEENENRinterviewed
regarding the procedures to atore/retain govermn&int email -
accountp for military persornnel assigned to 3/5, 1MARDIV, Marine
Corps Base (MCB), CPC; Exhibit (185) pertains. According tc-
when 3/5 uilitary'p' sonnel depdoy from CPC to Iraq, their crodoft

Outlook email storage files (. .pat_files) are forwarded to
servers in. I;aq. Following the movement of files to Ir
‘no copies of emAilé or folders retained at CpC.
latens "rg,].iet in place” from 3/5 occurred in February 20
confirmed’ gove; nt émails from April 2006 through May

be 1ocated ' qmuil servers in Iraq. :
amaiI ac”

nal Y mned electronic media for digita}; imageu
_9‘ to- capt:ioned' irwestigation. :

: ¥ owned electronic media for digi
‘captioned investigaticn; Exhibit (187) decail

and SA
CA, met with Mirchéll DEMHIN, AUSA, Southern Dist
ing the {ssuance of an 18 U.5. C. 2703(d) court ordi
ptential evidepce on a MySpace.com account; Bxhibii
A covided background information regardigg
vestiga"!:ien and: the public information diaplayed on

| MySpace account. 1In addition, DEMBIN was pré'antad

| ‘@" electronic statement posted on_
DWIN ‘advised an 18 V.8.C. 2703(d) court o¥fder can be i

confirmation that private messages exist on the MySpace accoui
A

21. On 12Jul06, RA met with GENNENENNGGGEGEGNNNp 10 N,
FOR OFFIGtAL USE,
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(Rein), CRC, to submit an Affidavit for Search Authorization for
electronic files; Exhibit (180) pertains. The Affidavit apecifically
requested the search of personally owned eledtronic
media, specifically electronic files pertaining to the death of
V/AWAD. SUNENEBEEENE read the Affidavit and approved the search of
electronic files, On 12Jul06, RA faxed. the ﬁigned
Affidavit for Sea::ch Authorization, Supporting Affidavit At ‘achment ;
and the Command Anthorization for Search and Seizure to& 80
examination of the electronic media can be conducted.

22. On 20Jun06, an examination report was received from R
Diego, CR; Exhibit (1391) pertains. Thé report documented
forenaic ‘procesa.tng of

-mﬁinm:ion of'j th items revealed six dig:l.tal imiges
depi ng ha ﬁem pertaining to captioned inves :lgabion i
VA ' sody. A PowerPoint file named "Storyboar
' ) conlilting of eight aerial slides of t

mputer used by T pthen copied ontogl :
cotrm ;er from otlier media, possibly“ government thum]%drive

23.  On 13Jul06, SA GNP faxed an 18 U.5.C. 2703(f) Preseﬁatxon
t,err-'tq.pres&me data-on a MySpace account (FRIEND ID:
‘ Bxhibit (152) pertains on 14Ju106, SA 4

KySpacn CQmpliance Office. —
of the Preserval:ion Le‘.:ter and stated the data on 3pace

-l.accmt— wbuld be presawed as requested.

On 29Jun0é, an examination report was received from Rcr-’t San
CAy Exhibit (193). pertains. Results of examination of
Sager laptop computer, revealed five digital images
ite 1  phiotographa of a classified natute

four digital images of appare nors

8 were recovered. Results of egtamimtxon
thumbdrive were unremarkable. Reoults of
] Olympus digital camera with mmory card
u_yprnximately (23) digital images depicting Iraqi/yiddla
i:ionals ~ Several images of USM per: el

. quarters re obaerved

cting V/m’é daceased body, one image depicting'v
® image depicting IED hole with shovel, and one midran,

Resul ' of examination of _& Appié 11
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video/music player and one Lexar memory card were unremarkable.

25. Circa 10Jul06, RCPFL, San Diego, CA, conducted a second ‘
examination of the government Memorex 2GB thumbdrive aaslgned to
SN =~ S oo xsonal Dell Notebook computer to determine
if the 2GB thumbdrive had been cperated in the Dell Notebook:
computer; Exhibit (194) pertains. Results of examination of both
items determined the Memorex thumbdrive had been operated in
Dell Notebook computer on multiple occasions and data was mutually
exchanged. 1In addition, one file named "IED shooting 26th. dpc" was
located on both items. -It appeared the file may have been created on
another computer used by en copied onto (ils
computer from other media, poasibly-s government thumbdrive

26. On 02Julo6, SA PCD, Bahrain, provided computer
forensic investigative support to image seized computer media in
relation to cﬂptioned investigation, Exhibit (195) pertains, O©On
08Jul06, SA - — NCISRA Camp Pallujah, rnveai:igat:or

I " USMC, and 8 U.S. Army CID, seized
11 hard drives in rela&ion,to the death of V/AWAD. The hard?drives
originated from ccu@ucers located at the cyber caf within the Moral,
Welfare, and- Recreation (MWR) center aboard Abu Ghraib. The; laptcops
wWerE aei_ d pursuant to the presence of a Department of Defense
Banner. On 09Juloé, SA @l comienced imaging of seized hard drives
utilizing Encase 5.04a. The hash values for the drives were
cbtained

27. on 08Jul0§, SAGEER was contacted by SA _

Fall jah, Iraq, requesting.

Camp

" three compact dises containing L] 8 O

&:ed ems, contacts, calendar, and inbox. &stated
o obtain a. copy of SEERY: s-nt itens duq to
'gtated the e-mail account wag not stored
‘ at Camp Pallujah and had to be remotely accessed

) _qaauloa, . ~was contacted by SA_, requefstmg
B¢ cdmpul:er forensic support to image the personal.
of G Exhibit (197) pertains. oOn 16Jults, SA SEEED
imaged & computer utilizing Encase 4.22. sSA “ompleted
the: ima.g_ hg and forwarded the computer coupled with the images to PCD
2 ‘£or analysis.

'I‘he report dccumented a gecond foremsic processing of - N
‘electronic media; Exhibit (198) pertains. Résnlts of
on of the Sager laptop computer revealed a one—word. L

Rdoc*., The narrative deacrihea a d:l.fferenc
‘ of events that took place on 26Apros, vice investigative ,
gg reported in captioned invegtigation. A; document: entitled

ODOPROYALPLUSH.doc was located. The document was a cenaus
dated 03Har06, and contained specific biographical z.nfomatlon
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on the SllMPfamily. Nothing of relevance was found on
USB thumbdrive, or on his (12) floppy diskettes.

30. Circa 058ep06, Superviedry Special Agent (ssA) MR
HCISHQ, submitted extension requests on preservation letters:
previously submitted i May 2006 and June 2006 for the email; accounts
belonging to the subject/co-subjects; Exhibit (199) pertainsg.

|
31. On 21Sep06, RA met with GEENEREGENEEEEEREENNNGS HO: 5N,

_ 1MARDIV' (Rein), CPC, to submit an Affidavit for Search Authorization
L for'electronic files; Exhibit (200) pertains. The Affidavit

perscnal laptop compute
read

T,

the

i
I‘-.

al hggnt, Pacific Cyber Division, Code 002:495
pervisory Bpecial Agent, NCISHQ, Code oom}i

i Ag&nt, Pacific Cyber Division, Code 0024D5
cific Cyber Diviaion, Bahrain
acific Cyber Division, San D
: ¢ Analyst, NCISHQ, Code 0024D2‘ .
. Ana yst, NCISHQ, Code 0034D2 £ _

CA

sf
S JA, Marine Corps
: Fo es Central Command (H) _ _ ‘Legal Team

i

. Charl.te, cpC (H)

mmmm-mwmm N ;
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INVESTIGATIVE ACTION 22MAY06

CONTROL: 0O8MAY06-MEBJ-0357-7HNA

RESULTS OF CYBER PROFTLEqUEEMEEIENRE - @y

i. In response to the above-referenced case, on 19MAY06, the NCISHQ
Cyber Rnalysis Division (Code 24D2}, conducted cyber profiles on (il

;oan
No information was obtained pertai&o
this investigation; however, all of these individuals maintain web
.pages on the site www.MySpace.com. In addition these individuals, or
their spousea, have blogs on other sites detailed below. The
following is detailed information about their MySpace and other web
pages:

MySpace name: (NN

MySpace url:

http: //proflle myspace.com/index.cfm?fuseaction=user.viewprofil

etfriendl -

MySpace Friend ID:

Wife's Name:

Wife's MySpaceé: _

Wife's MySpace url:
tp://profile.s ""ce;com/index.cfm?fuseaction=user.viewprofil

Wife's MySpace E'r:.end ID:
MySpace notes No mention of incident pertaining to captloned
1nvestigation in comments or blogs.

mai wéhotmail.com

MySpace nhamés = '
MySpace url: http://www.myspace. com/m_

MySpace Friend ID: 270732

MySpace notes: lLast blog entry is May 28, 2004. No mention of
incident pertaining to captioned investigation in comments.
AOL Screen Name: ' J
Friendster name:
Friendster url: http://www. friendster.com/user.php?uij:i-
Friendster notes No blog entries; no mention of incidgnt
pertaining to captioned investigation in comments.

hotmail.com

MySpace name:
MySpace url: http://www.myspace.com
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MySpace FriendﬂID: 7
MySpace notes: Last blog entry is April 3, 2006. No mention of

incident pertaining to captioned investigation in comments.
Xanga name: “ _

Xanga url: http://www.xanga.com/home.aspx?user
Xanga notes: Last blog entry is July 10, 2004. No mention of
incident pertaining to captioned investigation in comments.
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U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE
INVESTIGATIVE ACTION 22MAY06

CONTROL: {8MAY(06-MEBJ-0357-7HNA

(57 AL)

RESULTS OF CYBER. PROFILE- NN, 7110 “

1. In response to the above-referenced case, on 19MAY06, the NCISHQ
.Cyber Analysj.g'pi vision (Code 24D2), conducted cyber. pmfilqs on-
—— i "and’ 3
i "information was obtained pertaining to .this

on howa r, both individuals maintain web pages on the

no‘tes. No blog entries; no mention of incident pertalnlng to
investigation in comments.

bttp://ww.myspace . con S
I0: Ay

Ace: ad: No blog entries; no mention of :ana.den‘:
pértaini: g to- captloned investigation in comments.

nt;_ell-igence Aﬁalyst, Code 24D2, NCISHQ Washington, DC

¥s _Intelligence Analyst

Code 24D2, NCISHQ Washington DC
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