T have been informed of my constitutional right to refuse to permit this search in the sbeence of &
sexrch we e full vadersianding of this right, | have nevertholess decided to permit this search to
be mads.

T make this decision freely and volsoteily, and if is made with no thrests having been made or

it sod o me.
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F PREVIEW OF 51515717LJ IN:33D #17094 OUT:TEMPLATE . -

U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

//PE/24D1/23B// Pt

INVESTIGATIVE ACTION : 31MAY06

CONTROL: O08MAY06-MEBJ-0357-7HMA

REVIEW os—-usn -HOTMATL ACCOUNT EMAIL

1. On 19MAY06, emails forginnaiNNNS, vcrc obtained with
regard to this Iraqi civilian death investigation with alleged
involvement of multiple U.S. Marines from, the, First (1st) Squad,
Second (2nd) Platoon, Kilo Company, Third {3rd) Battalion, {5th Marine
Regiment (3/5), 1st Marine Division, Camp Pendleton, CA. I? Perm:.ss;ve
_Rutho ;.,zat:.on for Search and Seizure (PASS) was cbtained from SN
- prior. td NCIS recovering and rev:.ewing emails, enclosure (A)
pertains. Particxpants _Investigative Computer ; Spec:l.allst
(ICSY, BCIS Pacific Cyber Division (PCD), andimimey Analyst,
PCD, obtained MMM "Hotmail™ account emails and reviewed them.

8 ecif.tcally. AEERANNy: "MSN Hotmail" accu
Bhotmail.com”, with password: A was accessed

by PCD personnel and assessed for any information which could assist
in this investigation to date. Review by PCD personnel determined
emails being present in (NNEEE user account,

2. When _signed the PASS on 19MAYO6, it legally enabled PCD
persohnel to¢ ‘atceds his "Hotmail" user account because the[subject
gave NCIS permission to do ‘so. ' All subjeéts involved with thig
1nvestigatianﬂsigned thege PASS' while they were still present in
Irag on lQMAYOG. These PASS' were then faxed to NCISHQ and then
subsequently’ faked to PCD located in San Diego, CA. Aga:;n, all
emails were obtained via a PASS and not via contact of Web—-based
Ema,ll Internet service ccmpanles with a NCIS Preservation Letter
(PL) ﬂhen subject PASS was obtained, PCD personnel accessed the
subject user account. NCIS BCD personnel logged onto the internet

i from a.NCI3 .workstation computer located at PCD. While at the

; "Hotmail® website, on the Internet, PCD personnel with “ user
E’ id and password, logged into the "Hotmail" Internet web-based email
account. They then began to print all the emails present in the user
: account on the date of 19MAY06. All emails obtained give a "snapshot -
3 picture in time"™ of all email in MW user account as of 19MAY06.
All folders a.gsoc:.ated with this email account were accessed. These

folders included the Inbox, Sent box, Draft, Trash, and any- other 7

folders PCD persqnnel may have come across when obtaining coples of
all emails located in this accessed email account. !

3. In the emails obtained from SN inbox, personal'emalls
regarding pérsonal relationship problems, family members, contacts,
and jokes were the only email related items present, It wa:ns also |
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08MAY06-MEBJ-0357-7H

SUBJ:
U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

noted by PCD personnel that—might have user accounts at the
following Internet sites:

Myspace.com Account ID: Unknown Password: QR
Livejournal.com Account ID: Unknown Password: Unknown
Somasd.com Account ID: Unknown Password: Unknown

ted to this investigation was noted as being
present; enclosure (B} pertains. No information was deleted or
manipulated by PCD personnel in any manner, other than printing
emails. No further information obtained.

ENCLOSURES
A)
Se;zure/lSMA!OG

B) “ Emails/19MAY06

Permissive Authorization for Search and

Phﬁ'ncmfg"rs
| Investigative Computer Specialist, NCIS Pacific; Cyber

Division, San Diego, CA
‘Cyber A.nalyst, NCIS Pacific Cyber Division, San. Diego, CA

REPORTED BY-m SPECIAL AGENT
OFFICE: PACIFIC CYBER DIVISION/24D5
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decision:

Deleted under exemption(s)

Documents originated with other government agency(ies).
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Pages contain information furnished by other government
agency(ies). We will advise you of releasability of information
following consultation with agency(ies).

Comments: 'T\D/A’ \QYGLSLCi-LOﬂ

Deleted pages(s)
No duplication fee for this page
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PREVIEW OF 61511002MY{;

U.S. NAVAL CRIMINAL I |

//PE/24D1/23B// )

| segg&wg;

INVESTIGATIVE ACTION ‘31MAY06

CONTROL: OSMAYO6-MEBJ-0357-7HMA

REVIEW OF_ MSN HOTMAIL ACCOGNT EMAXIL

1 On 19MAY06, emails for

Authorlzatlon for Search and Selzure {P.
‘, prior to. NCIS recovering and rev
pertains Participant
{ICS), NCIS Pacific Cyber Divisia.
FCD, obtained

- enclosura {A)
ve. Ccmputer S;;ecial ist

“ anglyst,

Review by PCD pa‘uonnel determlﬁed
user account.v

this investiqation ﬁo date.
emails belng present b9

s .
;

3 : s'hls "Hotma;l“ usen ac,aunt hecause the subject
gave NCIS perm1331on to do so. All suhjects involved with thls
1nvestigatlon signed these PASS' while they were still presept in
Iraq on 19MAY06. These PASS' were theh faxed to NCISHQ and then
subsequently faxed te PCD located in San Diege, CA. Aqaln, all
emaily were: obtained ‘via a PASS and not via contact of’ Web—bbsed
Email Internet SEIvice companies with a NCIS Preservation thter
(PL}. when subdect PASS: was obtained, PCD persocnnel accesséd the
subject user. account. NEIS PBCD personnel logged onto the Internet
from a NCIS workstation computer located at PCD. While at the
"Hotmail"™ website; on the Internet, PCD personnel, withﬁ user
id and password, logged into the "Hotmail"” Internet web-based email
account. They then began to print all the emails present 1n:the user
account on the date of 19MAY06. All emails obtained give a?"snapshét
picture in time" of all email in R user account as of 19MAYO06,
All folders aesociated with this email account were accessed These .
folders includsd the Inbox, Sent bhox, Draft, Trash, and anylother :
folders PCD- personnel may have come across when cobtaining cepies of
all emails located in this accessed email account. {

3. In the emails obtamed £rom (NP account, personal emails.
regardlng personal relationship problems, family members, contacts,
and jokes were the.only items present, enclosure (B} pertains. It
was also determmed“ maybe seekmg membersh:l.p 1nto} an

FOR OFHCIAL U
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organization designated as the "KKK" (NFI), enclosure {C) pertains.
It was also noted by PCD personnel, _might have a user
account at the following Internet site: '
Myspace.com Account ID: Unknown Password: Unknown

No M nt to this investigation was noted as being

sent. No information was deleted or manipulated by PCD personnsl
in any manner, other than printing emails. No further information
obtained.

ENCLOSURES
A)_Perm1351ve Authorization for Search and Seizure/l19MAY06

B) NS Enails/19MAY06
C) #ANBRRRES Erails/19MAY06

PARTICIPANTS
SR Investigative Computer Specialist, NCIS Pacific Cyber

Division, San Diego, CA
Cyber Analyst, NCIS Pacific Cyber Division, San Diego, CA

REPORTED BY: g

OFFICE: PACIFIC CYBER DIVISION/24D5
FOR OFFICIAL UgfONLY e n e VARNNG _
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AUTHORIZATION FROM THE NAVAL CRIMINAL INVESTIGATIVE BERVICE.




PERMISSIVE AUTHORIZATION FOR SEARCH AND SEIZURE

Immwofmmmmmmmmpmtﬂmmmmubmoh

" sedroh wairght. m&ummngnfmsnmlhawmmwwmtﬂmumhm
be made.

mswm&mmmmmbrWMI
huebypvemypﬂmmmwmemdmnmypmpmyxmﬁmmmemhwmm
mdeuuudfmmvmmvcpuzposu.

Imakeﬂusdemmﬁadyandvolmﬂnly,mdﬂ xsmd:wﬂhmﬁnmhavmgbemmadear
' pmmsnumdedhm i

Comamia Repreeatins

TIMES OF SEARCH
Start
End

' Pago 1 ¢f1
NCIS 5580421 {Rev. 0R2001)
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PREVIEW OF 61645938EN [y, IN:SSD #17094 OUT:TEMPLATE %zé
U.S. NAVAL CRIMINAL mves-_fl \TIVE SERVICE
//PE/24D1/23B//

INVESTIGATIVE ACTION 0$JUN06

CONTROL: CS8MAY06-MEBJ-0357-7HMA

resuLts o INTERVIEW Wit

1. On 05Jun06, Reporting Agent (RR) interviewedd

G6, First:Marine Division (IMARDIV), USMC, regaxdipg the
policy and procedpres ‘used to store/retain government email ackounts
of U.8. Marines.and a U.S. Navy corpsman assigned to the Third (3rd)
'Battalion, Fif -h} Marine Regiment (3/5), 1MARDIV, Marine Corps
Base (Mﬁﬁ) CampﬁPen thn, CA. The interview was conducted in
building 1594 “aboard MCB Camp Pendleton, CA.

 when 3/5 U.S. Marines/Sailors deploy from

2.
MCB C raq, their Microsoft Outlook email storage -
file rwarded to email servers in Irag.  Following

_e to Irag there is no copy of the emaiL files,

t government emails from the Aprll - May-ZOOG
located on the e:p.ail servers in Iraq._*

s . IMEF Data-officer, DSN:
mlMEF Operations Officer, DSN:
should have dlrect access to

REPORTED BY: AN

OFFICE: PACIFIC CYBER DIVISION/24D5 }

43
| Exmalrw

ERYE

185

. e = = T e ™ B3 R R 7 e T




PREVIEW OF 61711910EQ{

IN:SSD #17094 QUT:TEMPLATE

U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE
//PE/24D1/23B//

INVESTIGATIVE ACTION 20JUNO6

CONTROL: O8MAYQ6-MEBJ-0357-THMA

SEARCH AUTHORIZATION FOR DIGITAL IMAGES

1. On 20Jun(6, Reporting Agent (RA) and Participating Agent (PA)

‘met with :
Headquartars Battalion, First Marine Division (1MARDIV) (Rein); USMC,
to submit an Aifidavit for Search Authorization of electronic media.

Deputy Staff Judge Advocate {SJA), 1MARDIV,

UsSMC, was: px:esent and administered the oath to RA, who cert:.fies the
details of the: affidavit are correct and accurate. The search :
affidavit specifically requegted the search of electronic med;a for
digital photographs pertaining to the death of V/AWAD.

2. RA preésented a search affidavit todiiNENNENNE for authox:.zat:.on to
search the foliowing persanally owned items which were seized on
16May06 and-18M4ay06 from GGG, Third
Battalion; E‘ifth Marines {3/5), USMC: i

1) Sager laptop. and internal hard disk drive i

2) Olympus digital; Camera i

3) Scandisk. 256MH thumb er.ve ‘

i
‘

Enclosureh' (A} 13“'the affidavit ‘for Search Authorizatlon -m

In addit:-on, the search affidamt requested authorization to search
the following personally owned items seized on 18May06 and 20&ay06
"3/5, USMC:

2) Lexar 256 memory card
3} Nikon 4600 digital camera
E:nclosura (B) is the affidavit for Search Authorization —‘ .

Naval Crimi_.nal Investl.gatlva Service (NCIS) E‘.vidence Custody

*read the affidavit and approved the search of the
T ned items for digital images. Enclosures (D) and (E) are
Comand Au‘thorizat:.on for Search and Seilzure. {

PARTICIEANT (S)
i Special Agent, NCISFO Camp Pendleton, CA

ENCLOSURE (8) i | : G4 \-{
FFICIAL U ONLY WARNIN EXHIBIT V% :




08MAY06-MEBJ-0357-?

SUBJ:

v

U.S. NAVAL CRIMINAL !NVESTIGATIVE SERVICE

{A)
{B)
{C)

{D)
{E)

Affidavit for Search Authorization BN 20.7un0 6
Affidavit for Search Authorization -4NEENNENNT05un06
Supporting Affidavit Attachment 4SRN 20 5un0 6

Command Authorization for Search and Seizure ~JijNMENEP207un06
Command Authorization for Search and Seizure - UNGUNINENNNR)Jun06

REPORTED BY: AN
OFFICE: PACIFIC CYBER DIVISION/24D5
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UNITED STATES OF AMERICA

___VS. |
S
BEFORE the Commanding Officer, HQEN, [MARDIV (Bs1n)

s authority to search: :
Mymduﬁelugxoml

mindudehumﬁnﬂudmomummmwmm

o there Is now being concealed certain property, namely:
ertineit 1 the death of Hashim Tbrahim AWAD.

0 search and seire is made in conmection with an investigation

L'l

(FomleﬂyNClSFORM 023/08-92)

Pagel of 1
18347 ! ENCLOSURE (A)

NCIS 538071 (1/2001)




UNITED STATES OF AMERICA
VS
C
' fing Officer, HoBN, | Mmabz\(( REIN)

; memary mmmwm"‘”‘“"m”
i h,mmﬂmmm |

now being concealed certain property, mely
the déath of Hashis Ibrahin AWAD. |

Repmsematwe,Naval Criminal In\fesuB‘ﬁW Service
N ummmmmibedmmym“ﬂ'm“’“m m

Page 1 of 1 . ol

NCIS 558011 (172001) (F " )
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AFFIDAVIT FOR AUTHORIZATION FOR SEARCH AND SEIZURE

I, Special Agent {JRNSNEENENENN of the Naval Criminal Investigative Service (NCIS) (hereinafter your affiant) do
hmshylolannlymto

L Ymam&adulysm!’eduﬂhwﬁnmom I have been a Special Agent with the Naval
Criminal tive Service (NCIS) since 228sp03. 1 have over 13 yeass of combined military and civilian
: . 111992, I bogan my four-year enlistment with the United States Air Force, where I served as
After four years of active duty, ImﬁmmmMiﬂﬁnWMAka
,dShffSum Mycivﬂhnexpclmee pdes eigl

Seized Compt BMWMFMIJWMW
c-welymm(zm)
mfmmmmm&mmu ‘
%‘wamcm&mmuw)

fmnmmmlhmwofmmcm

3. Asaresult ofmAMummmmmlhmlmuam computer
ardw .,_f.,_ﬁmmmhnnofwidmﬂm“bemwdw. Horough

& 3 ) '-u - .‘--' e ‘-mej\ —.-:““.
_ mthmmmwmmm

Mlﬁhﬂﬂmlmandlsm 24 Pi, K Co, 3/5

mu%wmlmmmwmxm 3/5
2) Lexar 256 memory.card ! :

3) Nikon 4600 digits! cameora

48

ENCLOSURE ( £, )
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NCIS Agents serving in NCISRA Camp Failujsh, Iraq seized the sbove-mentionod items vis Command anthorized
search and seizure. m&nnmmuﬂybmdatkcn,s-xbbp. The itemns to be examined constitute

mmummmammdmmnommmofmucw
Article 81, Conspiracy

Article 118, Murder

Article 121, Larceny

Article 128, Assault

Article 134, Kidnapping

Mm“mmﬂmmr

Division (Rein).

5 mmmw(ew(nmmwwmummwwm
cm‘rmﬂyuvﬁginm Fallujsh, Iraq.

death 3o  éxamination of the location whers AWAD was shot and killed.
‘ m}h&vﬁmoﬁ%wﬁ;oﬂmm

interviews of AWAD's family members were conducted. lnaddiﬂm.NC!SAgeﬁsenmhmeda

Page 2 of
18350
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L e

11May06, Py 2. When 1 got 1 the body theee was @ bunch of people
gatherod around the body from my squad and third squad
Imt:tﬂcutebody Some of the people from my squad
snd NI Whes [ pot up there,
someotse from third squad was teking pictures of the body
.. with the AK47.
18May06, Py 3. Once QRF arrived, they ook pictures of tho body, but 1
do not remember who from third squad actually ok the
No o to my knowledge took any pictures of
lhnbodyunlilmarQRF And | am sure thet no
one had pictures, ssking the
siad members if anyone had pictures and cveryone said

) aryone take pholos

before the Quick
Restion Force acrivod st our location and the Quick
mmn&mqmmmul
don’t remember who on the Reaction Foroe
hnepteuud‘ﬂ

Mﬁmumﬂhxﬂomwhoum
1doa't Mlﬂlﬁi“ﬂnmum

18Muxy06, Py 3.

Tikiay0s, Py 6.

take pioturcs, but 'm pot sure. ltwnidlmehlu o
mhﬁ _ 1.

18Mixy08, P 5.
photographis of the fraqi male before or after the

shooting?
A Yoo SSNEIRI K some pictures of the Iraqi male,
wﬁihilpmud : sfter be was dead. )

Bave the flash : .
whet |
%*-m«ww --
. ] took pictares of the Iragh bokding *
the AK~4;
Az

the picturco/ S IINED
mhmmmbmmhbm

took fivo o six
m«mmmzumh
preperation for thc afler action brief of the incident fr the
- Battalivis Communder.
2EMay08, Pg 1. T resnixnber thet Mmmmﬁi
aﬂmmulfbummhm

.
Almmdhnﬂuuhbw Inul!ﬁme
wﬂhmdﬂnwﬁcm body wed, -

To hd&‘!mwﬂhm&i




. Tehiak
dnwiﬁ&ﬂ'hd.mtﬂe
pictimes. After the photos were talci, it was decided that
uwmunuunnaumm
Station.

11. Based on your y mmmmmmmmwofmmm

3 manummuiamuouﬂagﬂ_% Tt  stotag ;
retrieve the media’s dats in a Isbofatory or other controlled evironment:
'&MQWMMQMN&MMMM
_',mmumnuﬁsmﬂmmwmu

12, Thean_lypisof : _ ‘Maddauwemlilmyoullofmﬂdﬂﬁmmiqm Such techniques
may ’ f"MMﬂthmmmﬁwmﬁeWﬂhMm
Wth&thﬁMﬂummmmMmﬂmw
storage %o discover sud possibly recover recently deleted dats’ scanning storage sreas for deliberately hidden
electronic “key word™ searches through all slectronic storage areas to ditermine whether
taine mmmmmunmmﬁmymmnmmofm

Swarn to and subscribed to before me thisCO day of Jian) 2006

Page 4 of 4
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UNITED STATES OF AMERICA
VS.

TO: Special Agent REENSESNSENGY Naval Criminal Investigative Servioe
Affidavit(s) having been made before me by SRR

 media to include but not limited

3.5" discs, and
which is/are under my jurisdiction,

 Co , o AD.

atiafied thint there is probable cause to believe that the property so described is being concealed o

YOU ARE HEREBY AUTHORIZED TO SEARCH the person and/or place named for the property
specified and if the property is found there to seize it, leaving & copy of this authorization rization and receipt for the
prope:tytaken.waiﬂ’ﬁiovideaﬁgnedmdﬁ&ﬁkmeﬁiningafuﬂdﬁsuipﬁmofmﬂem
seized.

Any assistance desired in conducting this search wi
Dated this 20th day of Junc, 2006.

Page 1 of ENCLOSURE((})
e 1 of I

NCIS 5580/7 (2/1999) ' (Formesly NCISFORM 024/08-92)

18361
6O
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\. F
Command Authorization for Search and Seizure

UNITED STATES OF AMERICA
VS.

TO: Special AgenSNNNENNNNav2! Criminal Investigative Service
Affidavit(s) having beea made before me hyRNEENNENNN

That there is reason to believe that on the peraon of and/or on the pre:
: I ' mduhkmdemmlem
ecifically an IPOD, Lexar 256 memory card, Nikon 4600 digital camera, and related media to
mcludebutnothmntedtooﬂlcrcompumrelatodmmgemedm.

which is/are under my jurisdiction,

ealeelkdumhpmpeny namely:
rtinent 1o the death of Hashim Tbrahim AWAD,

kpmhhhmubmm&epmwwnm&dhbdumueddu
above described and that grounds for application for issmance of a command

auﬁd"_f, t 83 stated in the supporting affidavit(s).
YOUAREHEREBYAUTHOR]ZEDTOSEARCH the person and/or place named for the property
the property is fonnd there to seize it, leaving a copy of this authorization and receipt for the

smlﬂed Ymmnmammmmm&mmmgaﬁﬂmmofwuym

mw;im-aay of Jane; 2006. TC
eadqunlaeu quartes Bmlion, l"MameDmsim(Rain)
ENCLOSURE (F )
Page ! of 1
NCIS 5580/7 (2/1999) (Formerly NCISFORM 024/08-92)
18362




PREVIEW OF 6172140451.@% IN:SSD #17094 OUT:TEMPLATE i 2

U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

//PE/24D1/23B//

INVESTIGATIVE ACTION ; ' 21JUNO6

CONTROL: 08MAYO6-MEBJ-0357-THMA
RCFL REQUEST FOR FORENSIC EXAMINATION OF ELECTRONIC MEDIA

1. On 09Jun06, Naval Criminal Investigative Service Field Office
(NCISFO) Marine Corps West Camp Pendletcon, CA received several items
of evidence pertaining to captioned investigation. On 14Jun0O6,
Reporting Agent (RA) coordinated with (NN NCISFO
Marine Corps West Camp Pendleton Evidence Custodian, and identified
evidence (electronic media) that would be examined by the Regional
Computer Forensic Laboratory (RCFL), San Diego, CA. The identified
electronic media was subsequently delivered to the RCFL evidence
repository on 14Jun06. Enclosure (A} is a RCFL forensic service
request form and RCFL Evidence Custody intake form. :

2. On 14Jun06, RA provxded—k

a fax-copy of a Permissive Authorization of Search and
Seizure (PASS) signed by gEENEEENEENERIENENEEUNY 1hi-d
! Battalion, Fifth Marines (3/5), allowing{i R to initiate a
3 computer examination of S personally owned computer for data
' pertaining to the death of V/AWAD. Enclosure (B) is a copy of a PASS
form signed by (il ' ;o

3. On 16Jun0’6, RA provided (NN fax-copy of a PASS form
signed by —, 3/5, allowing@NNNNNNE to séarch
the files on a government thumb drive that{ilcontrols for Kilo
Company, 3/5. Enclosure (C) is a copy of a PASS form signed by

4. On 20Jun06, RA provided (JINNNENEN: fax-copy of a Command.
Authorization for Search and Seizure, allowing SR to ekxamine
personally owned electronic media belonging to Y -nd

The search authorization permits the search of the
media for digital images. Enclosure (D) and (E) are command
authc:izatlons for search and seizure for electronic media owned by

and NN

ENCLOSURE(S)

(A) RCFL Forensic Service Request and Evidence Custody E‘orm/14Jun06

(B) Permi@sive Authorization for Search and Seizure signed by
19May06

{C) Perm,ssive Authorization for Search and Seizure signed by

@R 2 9May06

4 (D) Command Authorization for Search and Seizure - W20Junoé
t ) {E} Command Authorization for Search and Seizure - 0Jun0é
FOR OFFICIAL Ug#fONLY _ | '
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